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Prom: Secretary of the Navy
To: All Ships and Stations

Subj : DEPARTMENT OF THE NAVY (DON) INFORMATION SECURITY PROGRAN
(ISP) REGULATION

Encl : (1) Subject regulation

1.

a. To establish uniform ISP policies and procedures.

b. To implement Executive Order (E.O.) 12958, “Classified
National Security Information, N which directs agencies to observe
the democratic principles of openness and the free flow of
information, as well ae to enforce protective measures for
safeguarding information critical to the national security.

c. To incorporate policies and procedures established by
other executive branch agencies.

2. Cancel latio~. SECNAVINST 551O.3OA, ‘Department Of thf3Navy
(DON) “Personnel Security Program Regulation,” (PSP) cancels
chapters 20 through 24 of OPNAVINST 551O.1H of 29 April 1988,
‘Department of the Navy Information and Pereonnel Security
Program Regulation.” Report Symbols OPNAV 551O-6F and 551O-6Q
are also cancelled. Enclosure (1) (hereafter referred to as
‘this regulation) cancels the remainder of OPNAVINST 551O.1H
which addreesed the ISP and the National Industrial Security
Program (NISP).

3. Obieotive. To achieve uniform implementation of ISP policy
and procedures throughout the DON by pro-active command programs
that accomplish the purpose of enclosure (l). Purther, this
regulation and SECNAVINST 551O.3OA complement each other and have
been coordinated to achieve compatibility.

4. EQQ12!2. This regulation encompasses all classified national
security information (NSI) classified under E.O. 12958, and
predecessor orders, and special types of classified and
controlled unclassified information outlined in chapter 1. It
aPPlies to all commands and to all military and civilian
pereonnel of the DON.
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5. m=-v of chanae~ Major changes to this regulation were
mandated by E.O. 12958-concerning classified NSI and E.O. 12829
concerning the NISP; a revised Director of Central Intelligence
Directive (DCID) on security controls for the dissemination of
intelligence information; a Department of Energy (DOE) regulation
on nuclear classification and declassification; and a reissued
Department of Defense (DoD) 5200.1-R on the ISP, Changes in this
regulation include:

a. General. Issues this regulation as a Secretary of the
Navy instruction to include the United States Marine Corps;
updates and verifies all citations and references; consolidates
related subjects; and reorganizes policies and procedures into
chapters reflecting a life-cycle concept of classified
information, from creation to disposition.

b. Chapter 1. Introduction to tbe ISP. Defines the
“Purpose” to encompass the implementation of all laws, E.O.S,
federal regulations, DCIDS and DoD guidance on the ISP and
related programs; provides guidance on the NISP; includes
references to controlled unclassified information; prescribes
basic policy guidance; addresses combat operations; discusses
waivers and exceptions, and alternative or compensatory measures;
and outlines the new national, DoD and DON organizations for
security matters.

c. Chapter 2. Command Security Management. Redefinee
responsibilities and duties of the commanding officer, security
manager and other security positions; emphasizes the requirement
for supervisors to evaluate command personnel performing security
duties; emphasizes the importance of classification challenges
when appropriate; provides emergency planning guidance; deletes
security points of contact; and updates forms, reports and the
security inspection checklist.

d. Chapter 3. Security Education. States the security
education requirements unique to the ISP; cites the SECNAVINST
551O.3OA as the regulation covering all other security education
requirements.

e. Chapter 4. Classification Msnagament. Combines previous
chapters on classification, upgrading, declassification and
downgrading; states E.O. 12958 classification criteria, discusses
classification challenges, rules for duration of classification,
provisions for automatic declassification; requires training of
Original Classification Authorities (OCAS); and updates the OCA

I
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f. Chapter 5. Sanurity Classification Guides (SCGS).
Updates the list of Retrieval and Analysis of Navy Classified
Information (RANKIN) Program guides; and provides guidance on
resolving conflicts between source documents and SCGS.

Chapter 6. Marking. Consolidates and expands marking
guidg~ce, to include intelligence information and Naval Nuclear
Propulsion Information (NNPI); prescribes new marking
requirements, including the marking requirements for controlled
unclassified information; and provides an expanded marking
exhibit.

h. Chapter 7. safeguarding . Consolidates all safeguarding
require!ientsfor classified NSI; the policy concerning the
reproduction of classified information; adds control measures
governing special types of classified and controlled unclassified
information; updates working paper guidance; eliminates two-
person Litegrity and the entrylexit program; and adds policy for
alternative or compensatory control neasures.

i. Chapter 8. Disaam.ination. Consolidates guidance on
dissemination, to include distribution statements for technical
documents and prepublication review of information proposed for
public release.

j. Cbaptor 9. Transmission or Transportation. Consolidates
and condenses previous guidance; updates policy on the use of the
General Services Administration (GSA) contract carrier; clarifies
use of the form DD 2501; and adds an exhibit concerning
transmission to foreign governments.

k. Chapter 10. Storage end Destruction. Updates storage
and secure room construction standards and policy governing
frequency of combination changes; and eliminates the required use
of form OPNAV 5511/12, .“Classified Material Destruction Report,”
to record the destruction of classified information.

1. Chapter 11. Induatriel Security Program. Consolidates
and updates all policies and procedures for implementation of the
NISP .

m. Cbatier 12. Loss or ComDrodse of Classified
Information: Prescribes actions-to take in the event of a
security discrepancy, loss or compromise of classified
information; and provides expanded exhibits concerning
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Preliminary Inquiry and
Investigation narrative

Judge Advocate
formats.

General Manual (JAGMAN)

6. Action. Each DON commanding officer shall establish and
conduct an ISP in compliance with this regulation.

7. Records Disposition. Disposition requirements for records
related to the ISP are based upon schedules approved by the
Archivist of the United States and listed in SECNAVINST 5212.5D,
Navy and Marine Corps Records Disposition Manual.

8. FteD0Xtt3 and FormB.

a. Reports . The reporting requirements imposed by this
regulation have been approved by the Navy Records Manager and are
assigned the report control symbols identified in appendix C.

b. Forma . Information regarding procurement of forms used
in the ISP appears in appendix B.

ay
Richard Dan ig

\

Distribution:
SNDL Parts 1 and 2
MARCORPS Codes PCN 21600401000
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INTAODUCTIO14 TO TEE INPOAMATION SECUAITY PROGAAH

1-1 PUAPOSE, APPLICABILITY, ANP SCOPE

1. Purpose

This regulation establishes the Department of the Navy
(DON;”Infonnation Security Program (ISP) . The ISP appliee
uniform, consistent, and cost-effective policies and procedures
to the classification, safeguarding, transmission and destruction
of classified information. ‘fhisregulation also provides
guidance on security education and the industrial security
program. The term “classified information” is used throughout
this regulation to include classified material (i.e., any matter,
document, product, or substance on or in which classified
information is recorded or embodied).

b. It implements the ISP within the DON in compliance with
references (a) through (e), and also implements epecific
requirements of references (f) through (h).

2. Applicability. This regulation appliee to all pereonnel,
military and civilian, aseigned to or employed by any element of
the DON. Personnel are individually responsible for compliance.
Thie regulation establishes the minimum standards for
classification, safeguarding, transmission and destruction of
classified information as required by higher authority.

3. soope. This regulation applies to all official information
that has been determined under reference (a) or any predecessor
Order to require protection against unauthorized disclosure and
is so designated by an appropriate classifying authority. This
regulation incorporates the policies of documents referenced in
paragraph l-1.lb and refers to other directi.vee listed at the end
of each chapter that relate to the protection of classified
information. Each chapter also lists related documents governing
other classified programs, controlled unclassified information,
and the National Industrial Security Program (NISP).

4. Special Types of Classified Information. Certain information
is governed by other regulations (see appendix A for
definitions) :

COUUUUUiCatiOne Security (COl!SEC)IDfO-tiOU. COMSEC
info%ation is governed by references (i) and (ah).
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b. Sensitive Compartmented Information (SCI). SCI iS
governed by reference (j) and other national, Department of
Defense (DoD), and DON issuancee.

c. Speoial Acaess Programe (SAPe). All SAPS must be
authorized by the Secretary of Defenee (SECDEF) or the Deputy
SECDEF and are governed by references (1) through (o). The
Director, Special Programs Division (N89) receives and reviews
requests for SAPS and the Under Secretary of the Navy must
formally approve the establishment of each SAP in coordination
with the Deputy SECDEF.

d. Single Integrated Operational Plan (SIOP) and single
Integrated Operational Plan-Extremely Seneitive Information
(SIOP-ESI). SIOP and SIOP-ESI is governed by reference (p),
which is iesued by the CNO (N514).

Naval Nuolear Propulsion Information (NNPI). NNPI iS
gove~~ed by reference (q). Certain NNPI may be unclassified but
is marked with special handling instructions per reference (q).

f. Reetriated Data (AD) and Yormerly Reetrioted Data (PAD).
RD and FRD is governed by reference (r) and the Department of
Energy (DOE) Regulations issued by reference (h). Critical
Nuolear Weapons Design Information (CMWDI) is a special category
of AD vhoee access is governed by reference (e).

9. 170reign Government Information (IW31). FGI is information
received from one or more foreign governments or international
organizations as classified, or expected to be held in
confidence. It is classified, safeguarded, and declassified as
a9reed between the United States (U.S.) and the foreign entity.

h. North Atlantia Treaty organisation (NATO) Information.
NATO classified and unclassified information is governed by
reference (t), which is issued by reference (u).

5. 311BP. The NISP wae established by reference (f) to safeguard
classified information released to industry in a manner that is
equivalent to its protection within the executive branch. It ie
the single, integrated, cohesive industrial security program of
the U.S. to protect classified information in the possession of
the contractors of all executive branch departments and agencies.
The NISP applies to information classified under references (a)
and (r).
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6. Controlled
information is

Unclassified Information. Controlled unclassified
defined end governed by laws, international

agresmente, E.O.e, and regulations that address the
identification, marking, protection, handling, transmission,
transportation, and destruction of controlled unclassified
information. This regulation refers to the appropriate governing
authority for these categories of controlled unclassified
information:

a. For Official Use Only (FOUO) information under the
Preedoznof Information Act (FOIA);

b. Department of State (DOS) Sensitive But Unclassified
(SBU) (formerly Limited Official Use (LOU)) information;

DoD and DOE Unclassified Controlled Nuclear Information
(ucN:i;

d. Drug Enforcement Administration (DEA) Sensitive
Information;

e. Sensitive Information as defined by the Computer Security
Act of 1987;

f. Unclassified information in technical documente requiring
distribution etatemente and unclassified NNPI.

1-2 POLICY GUIDANCE

1. Assistance Via the Chain of Command. DON persomel are
encouraged to obtain guidance or interpretation of polioy and
procedures in this regulation via the chain of command.
Telephone inguiriee may be made to the CNO (N09N2) Beaurity
Aotion Hotline at (202) 433-8856. See the CNO (N09N2) Homepage
at vw.navyeeaurity.navy.mil. After hours calls are recorded and
returned as soon ae possible.

2. Combat Operations. commanding officers may modify the
safeguarding requirements of this regulation ae necessary to meet
local condition during combat or combat-related operation.
Even under these circumstances, the provisions of this regulation
shall be followed as closely as possible. This exception does
not apply to regularly echeduled training exercises or
operations.

3. Waivere and Exaaptiona. When canditione exiet that prevent
compliance with a specific safeguarding standard or costs of
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compliance exceed available resources, a command may submit a
requeet for a waiver or exception to the requirements of this
regulation, in writing, via the chain of command to the CNO
(N09N2). Each reguest shall include a complete description of
the problem and describe the compensatory procedures, as
appropriate. The initiating command shall assign a number ueing
the command’s Unit Identification Code (UIC) preceded by N for
Navy or M for Marine Corps, W(I) for waiver or E(I) for
exception, number, and year (e.g., N12345-E(I) -01-98) to each
waiver or exception request. Include a point of contact and
telephone number with your reguest. Waivers and exceptions are
self-cancelling at the end of the approved time, unless a renewal
request is approved by the CNO (N09N2).

a. Waiver. A waiver may be granted to provide temporary
relief from a specific requirement pending completion of action
which will result in compliance with this regulation.

b. Esception. - exception may be granted to accommodate a
long-term or permanent inability to meet a specific requirement.

4. Alternative or Compensatory 8eaurity Control 14easuree.
References (c) and (e) authorize the DON to employ alternative or
compensatory security controls for safeguarding classified
information. Procedures for submitting requests and requirements
for approval are stated in chapter 7, paragraph 7-8.

1-3 NATIONAL AUTHORITIES FOR SECURITY MATTERS

1. The Preeident of the U.S. bears executive responsibility for
the security of the Nation which includes the authority to
classify information for the protection of the national defense
and foreign relations of the U.S. The President established
standards for the classification, safeguarding, downgrading, and
declassification of classified national security information
(NSI) in reference (a).

2. The Mational Seaurity Caunoil (NSC) provides overall pOliCy
guidance on information and personnel security.

3. Tha Direotor of the Information Oaaurity Oversight Office
(1S00), under the authority of the Archivist of the U.S., acting
in consultation with the NSC, issues directives as necessary to
implement reference (a). The directives establish national
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standards for the classification and marking of classified
national security information, security education and training
programs, self-inspection programs, and declassification. The
1S00 has the responsibility to oversee agency implementation and
compliance with these directives. In this role, the 1S00
conducte oversight visits at selected locations. Visits to or
reguests for information regarding DON commands are coordinated
through the CNO (N09N2).

4. The Seourity Polloy Bo.enl (8PB) is an interagency
organization co-chaired by the Deputy SECDEF and the Director of
Central Intelligence (DCI) created by the President to consider,
coordinate, and recommend for implementation to the President,
through the NSC, uniform standards, policies and procedures
governing classified information and personnel security, to be
implemented and applicable throughout the Federal Government.

5. The DCI, as the chairman of the National Foreign Intelligence
Board (NFIB), issues instructions in the form of DCI directives
or policy statements affecting intelligence policies and
activities. The DCI is charged by reference (v) with protecting
intelligence sources and methods.

6. The Pederal Bureau of Investigation (FBI) is the primary
internal security agency of the U.S. Government. It has
jurisdiction over investigative mattera which include espionage,
sabotage, treason, and other subversive activities. The
Director, Naval Criminal Investigative Service (DIRNCIS) is the
investigative component of the DON and is the sole liaison with
the FBI on internal security matters.

1-4 DoD 8ECURITY PROQRN4 MANAQBUE2JT

1. The Offioe of the Assistant Seoretary of Defense (Command,
Control, Communioatione, and Intelligence) (OASD(C%)) is the DoD
senior official charged by the SECDEF with responsibility for
developing policies and procedures governing information and
personnel security, including atomic energy policy programs. The
Deputy Assistant Secretary of Defense (Security and Information
Operations (S&IO)) produces references (e) and (w). Reference
(e) is the primary source for the policies and procedures in this
regulation.
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2. ‘TheUnder Searetary of Defenee for Polioy (lISD(P))is
designated as the eenior official responsible for administering
that portion of the DoD ISP pertaining to SAPe, the National
Disclosure Policy (NDP), FGI (including NATO), and eecurity
arrangements for international programs.

3. The Deputy Under 8eoretary of Defense for Polioy 8UppOrt
(DUSD(PS)) administers international eecurity policy and performs
administrative eupport to the SECDEF who is designated the U.S.
Sacurity Authority for NATO (USSAN). Tha USSAN implamants
eecurity directive ieeued by NATO and overseee the Central U.S.
Registry (cUSR), with Army ae executive agency.

4. The National 13eourityAgenoy (NSA) providee centralized
coordination and direction for eignals intelligence and
communication eecurity for the U.S. Government. The ~N
contribute to theee efforts primarily through the Commander,
Naval Sacurity Group Command (COMNAVSECGRU). The Director, NSA
ie authorized by the SECDEF to prescribe procedures or
requirements, in addition to thosa in DoD regulation, for SCI
and COMSEC. The authority to lower any COMSEC security standarde
within the DoD reste with the SECDEF.

5. The Defenee Intelligence Agenoy (DIA) coordinates the
intelligence efforts of the Department of the Army, Navy, and
Air Force and is reeponeible for development of standarde,
implementation, and operational management of the SCI
compartments for the DoD. The Diractor ie the Senior Official of
the Intelligence Community (SOIC) of the DoD and is a member of
the NFIB.

1-!5 DON SECURITY PROQRAM MANAGEMENT

1. The Seoretary of tha wavy (BECNAV). The SECNAV ie
responsible for implementing an ISP per the provision of E.O.e,
public lawe, and directives issued by the NSC, DOE, DoD, DCI, and
other agenciee regerding the protection of classified
information.

2. The Bpaoial Assietant for Naval Xnveetigative ?latters and
Baourity, Offica of the Chief of Naval Operation (CNO (N09N)/
DIRNCIS). The SECNAV hae designated the CNO (N09N)/DIRNCIS ae
the DON eanior agenoy offioial under reference (a) and the DON RD
managamant official under reference (h). The Assietant for
Information and Personnel Security (CNO (N09N2))/Deputy Assistant
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Director, Information and Personnel Security Programs (NCIS-21)
provides staff support for these functione and responsibilities.

a. The CNO (N09N) ie responsible to the SECNAV for
establishing, directing, and overseeing an effective 00N ISP, and
for implementing and complying with all directives %ssued by
higher authority. This responsibility includes:

(1) Formulating policies and procedures, issuing
directive, and monitoring, inspecting, and reporting on the
etatus of administration of the ISP in the DON.

(2) Implementing an industrial security program within
the DON.

(3) Eneuring that psrsons with accees to RD (including
CNWDI) and PRO information are trained on appropriate
classification, handling, and declassification procedures;
serving ae the primary point of contact for coordination with the
DOE Director of Declassification on RD and PRD classification and
declassification iseuss.

(4) Serving as primary ISP liaison with the 1S00, SPB,
Office of the SECDEF and other DoD components and Federal
agencies.

b. The CNO (N09N) is also responsible for establishing,
administering, and overseeing the DON Personnel Security Program
(PSP), and ieeues personnel security policy and procedures in
reference (x), and publishes the Information and Personnel
Security Newsletter on a guarterly basic. Thie newsletter is not
a directive, but states the DON interpretation of security
policies and procedure and provides advance notification of
changes in the program. A roster of personnel assigned to the
CNO (N09N2), showing each area of responsibility, ie published
periodically. Telephonic requeste for information may be
directed to the specialist having responsibility for the area of
concern.

c. The DIRNCIS ie responsible for investigative, law
enforcement, physical security technical surveillance
countermeasures, and counterintelligence (CI) policy and programs
within the DON. DIRNCIS serves ae the Assietant for
Counterintelligence (N2E) to the Director of Naval Intelligence
(DNI), and NCIS supports the national CI effort by collecting,
analyzing, and disseminating information of internal security
significance to DON commands.
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3. The Department of the Havy, Chief Information Offiaer (cIO),
Offiae of the Asaietant aeoretary of the Navy (Iteaearoh,
Development, an~ Aoquieition) (AS3i(AD6A))is responsible fOr 00N
implementation of reference (y). The DON CIO issues 00N policies
and guidance for the Information Systems Security (INFOSEC)
program per reference (z), and is responsible for Information
Management and Information Technology (IM/IT) policiee,
directives, instruction, and guidance, and approves etrategiee,
architectures, etandards, and plans for the Navy and Marine
corps .

4. The Diraotor, Navy International Programs Offioe (Navy IPO)
is responsible to the ASN(RD6A) for implementing policiee and
managing DON participation in international efforts concerning
RD6A . The Director makes release determinations for disclosure
of classified and controlled unclaselfled information to foreign
governments and organizations in compliance with NOP, and manages
certain personnel exchange programs with foreign governments.

5. The Commandant of the Marina Corps (C21C)administers the 00N
ISP within the 14arine Corps. Designated functions are performed
by specific organizations within the Headquarter, Marine Corps:

a. C14C (Code AAS) is responsible for implementation of CI
and human intelligence programs.

b. tic (code CIi3),as Special Security Officer (SS0) for the
Marine Corps, ie responsible for guidance and implementation of
SCI programs.

6. The Direotor of Baval Intelliganoe (DM2) (CNO (I?2)),ae the
SOIC of the DON, is responsible for administering SCI programs
for the DON. Th8 Offioe of Naval Intelligence (OM2), under the
DNI (CNO (N2)), ie responsible for the security management and
implementation of SCI programs. The D%reotor, Security
Directorate/SSO IZavy (OliI-5),is responsible for guidance and
instruction on mattere concerning the security, control, and
utilization of SCI.

7. The Direotor, apaaa, Information Warfare, command end Control
(CNO (N6)), Head, Navy Defensive Information Uarfarefrnformation
systems seaurity Branoh (CMO (3?643)),in coordination with the
00N CIO, is responsible for policy, implementation, and oversight
of the DON INFOSEC program, and issues reference (aa).
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8. The Direatar. Speaial Programs Division (N89) is designated
as the DON SAP coordinator and ie responsible for the management
of the DON SAP Central Office, and to coordinate SAP approval,
administration, suppart, review, and overeight per references
(e), (k), and (1).

9. The CO.M2JAVSEC13RU,ae the designated SS0 for the NAVSECGRU, is
responsible for eignals intelligence activities and for
administration of SCI programs within the DON cryptalogic
community.

10. The Direator, COXSEC Material Syatam (DC14S)administers the
DON CUS program and acte as the central office of records for all
DON CMS accounts per references (i) and (ah).

REFERENCES

(a) Executive Order 12958, Classified National Security
Information, 17 Apr 95

(b) Office of Management and Budget, Implementing Directive
for E.O. 12958, 32 CPR Part 2001, 13 Ott 95

(c) Subpart D, “Safeguarding” of Information Security
Oversight Office (1S00) Directive 1, 25 Jun 82

(d) DoD Directive 5200.1, DoD Information Security Program,
13 Dec 96 (NOTAL)

(e) DoD 5200.1-R, DoD Information Security Program
Regulation, 14 Jan 97 (NOTAL)

(f) Executive Order 12829, National Industrial Security
Program, 6 Jan 93

(g) DCID 1/7, Security Controls on the Dissemination of
Intelligence Information, 30 Jun 9S (NOTAL)

(h) DOE Final Rule on Nuclear Classfflcatfon and
Declassiflcatlon, 10 CPR, Part 1045, 22 Dec 97 (NOTAL)

(i) CMS-2A, Cryptographic Security Policy and Procedures
Manual (U), 25 Feb 98 (NOTAL)

(j) DoD 5105.21-M-1, DoD Sensitive Compartmented Information
Administrative Security Manual, 3 Aug 98 (NOTAL)
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(k) DoD Directive 0-5205.7, Special Accass Program (SAP)
policy, 13 Jan 97 (NOTAL)

(1) DoD Instruction 0-5205.11, Management, Administration, and
Oversight of DoD Special Access Programs (SAPS), 1 Jul 97

(m) DoD 5220.22-M, National Industrial Security Program
Operating Manual (NISFQM), Jan 95 (NOTAL)

(n) SECNAVINST S5460.3B, Control of Special Access Programs
Within the Department of the Navy, 30 Aug 91 (NOTAL)

(o) OPNAVINST S5460.4C, Control of Special Access Programs
Within the Department of the Navy (U), 14 Aug 81
(NOTAL)

(P) OPNAVINST S5511.35K, policy for Safeguarding the Single
Integrated Operational Plan (SIOP) (U), 1 Jul 98
(NOTAL)

(q) NAVSEAINST C5511.32B, Safeguarding of Naval Nuclear
Propulsion Information (NNPI) (U), 22 Dec 93 (NOTAL)

(r) Title 42, U.S.C. , Sectione 2011-2284, Atomic Energy Act of
30 AUg 54, as amended

(s) DoD Directive 5210.2, Access to and Dissemination of
Restricted Data, 12 Jan 78 (NOTAL)

(t) USSAN 1-69, United States Implementation of NATO Security
Procedures, 21 Apr 82 (NOTAL)

(u) OPNAVINST C551O. 101D, NATO Security Procedures (U),
17 Aug 82 (NOTAL)

(v) Title 50, U.S.C. , Section 403(g), National Security Act

(w) DoD 5200.2-R, DoD Personnel Security Program Regulation,
19 Jan 87 (NOTAL)

(x) SECNAVINST 551O.3OA, ~N Persomel Security Program
Regulation, 10 Mar 99

(y) DoD Directive 5200.1-M, Acquisition System Protection
Program, 16 Har 94 (NOTAL)
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Department of the Navy Information
(INPDSEC) Program, 14 Jul 95 (NOTAL)
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Processing Secuiity-Prcgram, 3 Aug 82 -

CWS-21 Series, Interim CMS Policy and Procedures for Navy
Tier 2 Electronic Key Management System, 30 May 97
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CHAPTBA 2

COMMAND SECURITY MAMAGF24ENT

2-1 COMMANDING OP3UCXR

1. Termiuol~ . WCOXUBSAdW iS used as a generic te~ for anY
organizational entity and may include a base, station, unit,
laboratory, installation, facility, center, activity, detachment,
sguadron, ship, etc. ~~co~nding offiaersa is used throughout
thie regulation as a generic term for the head of any DON command
and includee commander, commanding general, director, officer in
charge, etc.

2. Reeponaibility and Authority. The commanding officer is
responsible for the effective management of the ISP within the
command. Authority delegated by thie regulation to a commanding
officer may be further delegated unless specifically prohibited.

3. Bten&erda. Thie regulation establiehee baseline etandarde,
but the commanding officer may impose more etringent requirements
within the command or upon subordinates if the situation
warrants. The commanding officer ehall not, however,
unilaterally establish requirements that Impact on other commands
or cleared DoD contractors, or that contradict thie regulation or
reference (a).

4. Risk Management. Commands confront different environments
and eets of changing operational reguiremente. Therefore, each
commanding officer shall apply risk management principles to
determine how best to attain the required levele of protection.
Employing rick management results in command decisione to adopt
specific security measures given the relative costs and available
resources.

5. Implementation. The commanding officer shall designate, in
writing, certain security personnel directly involved in program
implementation (see paragraphs 2-2 through 2-9). Additionally,
the commanding officer shall:

a. Iesue a written command security instruction (eee exhibit
2A) .

b. Approve an emergency plan which includes provisions for
the protection and destruction of classified information in
emergency situations (see exhibit 2B).
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c. Establish and maintain a self-inspection program for the
command. This may include eecurity inspections, program reviews,
and assist visits to evaluate and aesess the effectiveness of the
command’s ISP (see exhibit 2C).

d. Establish an industrial security program when the command
engages in classified procurement or when cleared DoD contractors
operate within areas under their direct control.

e. Apply risk management, as appropriate, for the
safeguarding of classified information, and monitor its
effectiveness in the command.

f. Ensure that the security manager and other command
personnel receive training as required, and support the command
security education program.

9. Inform command personnel that they are expected and
encouraged to challenge the classification of information which
they believe to be improperly classified and ensure that
procedures for challenging and appealing such status are
understood.

h. Ensure that the performance rating systems of all DON
military and civilian personnel, whose duties significantly
involve the creation, handling, or management of classified
information, include a critical security element on which to be
evaluated.

2-2 SECURITY MANAQSR

1. The commanding officer shall designate, in writing, a command
security manager. The eecurity manager is responsible for
implementing the ISP and shall have direct access to the
commanding officer. Some tasks may be assigned to a number of
command personnel and may even be assigned to persons senior to
the security manager. Nevertheless, the security manager ehall
remain cognizant of all command information, personnel, and
industrial security functions and ensure that the eecurity
program is coordinated and inclusive of all requirements in this
regulation. The security manager shall:

a. Serve as the principal advisor and representative to the
commanding officer in matters pertaining to the classification,
safeguarding, transmission, and destruction of classified
information.
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Develop a written command security instruction (see
axhiit 2A), to include provisions for safeguarding classified
information during military operations or emergency eituatione.

c. Eneure that personnel in the command who perform security
dutiee are kept abreast of changes in policies and procedures,
and provide aeeistance in problem solving.

d. Formulate, coordinate, and conduct the command security
education program.

e. Ensure that threats to security, and other security
violations are reported, recorded, and, when neceesary,
investigated. Ensure that incidents described in chapter 12 of
this regulation are immediately referred to the neareet NCIS
office.

f. Coordinate the preparation and maintenance of security
classification guides under the command’e cognizance.

Maintain liaison with the command Public Affairs Officer
(PAO~”to ensure that proposed press releases and information
intended for public release are eubjected to a security review
(see chapter 8).

h. Coordinate with other command officials regarding
security meaeures for the classification, safeguarding,
transmission and destruction of classified information.

i. Develop security measurea and procedures regarding
visitors who require access to classified information.

j. Eneure that classified information is secured and
controlled areas are sanitized when a visitor is not authorized
access.

k. Implement and interpret, ae needed, regulations governin9
the disclosure of classified information to foreign governments.

1. Ensure compliance with the requirement of thie
regulation when access to classified information ie provided at
the command to industry in connection with a classified contract.

m. Ensure that access to classified information is limited
to appropriately cleared personnel with a need-to-know per
reference (b).
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2. The commend security manager may be assigned full-tine, part-
time or as a collateral duty and must be an officer or a civilian
employee, GS-11 or abovs, with sufficient authority and staff to
manage the program for the command. The security manager must be
a U.S. citizen and have been the subject of a favorably
adjudicated Single Scope Background Investigation (SSBI)
completed within the previous 5 years.

3. The security manager ehall be identified by name on command
organizational charts, telephone listings, rosters, or other
media. Reference (c) recommends that the security manager report
to the commending officer on functional eecurity matters and to
the executive officer for administration of the ISP.

2-3 TOP SECRET CONTROL OPBICER (TSCO)

1. The commending officer ehall designate, in writing, a command
TSCO for commands handling Top Secret information. A Top Secret
Control Assistant(s) (TSCA(S)) may be assigned as needed (sea
paragraph 2-4.4). The TSCO reports directly to the security
manager or the security manager may serve concurrently as the
TSCO . The TSCO shall:

a. Maintain a system of accountability (e.g. registry) to
record the receipt, reproduction, transfer, transmission,
downgrading, declassification and destruction of command Top
Secret information, less SCI and other special types of
classified information.

b. Ensure that inventories of Top Secret information are
conducted at least once annually, and more frequently when
circumstances warrant (see chapter 7, paragraph 7-3). Ae an
exception, repositories, libraries, or activities which store
large volumes of classified documents may limit their annual
inventory to that which access has been given in the past 12
months, and 10 percent of the remaining inventory.

2. The TSCO must be an officer, senior non-commissioned officer
E-7 or above, or a civilian employee, GS-7 or above. The TSCO
must be a U.S. citizen and have been the subject of an SSBI
completed within the previous 5 years.

2-4 OTHER SECURITY ASBIBTANTB

1. Aesietast Seourity Manager. In large commands and where
circumstance warrant, the commanding officer shall designate, in
writing, a command assistant security manager to assist in
program implementation and maintenance. The responsibilities
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assigned to assistant sacurity managers shall be commensurate
with their grade level and experience, understanding that the
security manager will provide the guidance, coordination, and
oversight neceseary to ensure that the program is being
administered effectively.

2. A pereon designated ae an aseistant security manager must be
a U.S. citizen, and either an officer, enlisted pereon E-6 or
above, or civilian employee GS-6 or above. Aeeietant security
managers muet have an SSBI if they are designated to issue
interim eecurity clearances; otherwiee, the investigative and
clearance requirements will be determined by the level of access
to classified information reguired.

3. aeaurity Iumletant. Civilian and military member employeee
performing administrative functione under the direction of the
security manager may be assigned without regard to rate or grade
ae long as they have the clearance needed for the access required
to perform their assigned dutiee and taekings.

4. TSCA(e) . The commanding officer shall designate, in writing,
a TSCA(S) to aeeiet the TSCO, as needed. Top Secret couriers are
not considered to be TSCA(e) .

5. A person designated ae a TSCA must be a U.S. citizen and
either an officer, enlisted pereon E-5 or above, or civilian
employee GS-5 or above. An established Top Secret eecurity
clearance eligibility ie reguired.

2-5 SECURITY RELATED COLLATERAL DDTIES

1. CMS Cuetodian. Reference (d) requiree that the commanding
officer designate, in writing, a CMS custodian and an alternate
to manage COMSEC information iesued to a CM account. The U4S
custodian is the commanding officer’s primary advieor on matters
concerning the security and handling of COMSEC information and
the associated records and reports.

2. Naval Warfare Publications (NUP) custodian. Reference (e)
requiree the commanding officer to designate, in writing, an NWP
custodian. Thie assignment ie normally a collateral duty. The
NWP custodian receipts and accounts for NWPs, ensures completion
of Preliminary Inquiriee (Pie) and Judge Advocate General Manual
(JAGMAN) inveetigatione for lose or compromised publications, and
provides procedures for inclusion in the command emergency action
plan.
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3. NATO Control Offiaer. The commanding officer ehall
designate, in writing, a comman~ NATO control officer and at
least one alternate to eneure that NATO information ie correctly
controlled and accounted for, and that NATO security procedure
are observed. Reference (f) establishes procedures and minimum
security standards for the handling and protection of NATO
classified information. The CUSR is the main receiving and
dispatching element for NATO information in the U.S. Government.
The CUSR managee the U.S. Regietry System of eubregistries and
control points to maintain accountability of NATO classified
information.

2-6 CONTRACTING OPPICER’S REPRESENTATIVE (COR)

The contracting officer shall designate, in writing, one or more
qualified security specialists per Subpart 201.602-2 of reference
(g), as CORS, previously called “Contracting Officer’s Security
Representative .“ The designation shall be for the purpose of
signing the Contract Security Classification Specification
(DD 254), and revisions thereto. The COR is responsible to the
security manager for coordinating with program managers and
procurement officiale. The COR shall ensure that the industrial
security functions specified in chapter 11 are accomplished when
classified information ie provided to industry for performance on
a classified contract.

2-7 INPORKATION SYSTENS SECURITY MANAQSR (ISSM)

Per reference (h), the commanding officer ehall designate, in
writing, an ISSM and Information Systems Security Officer(s)
(1SS0s), as appropriate. The ISS14serves as the point of contact
for all command INFOSEC matters and implements the command~e
INFOSEC program. 1SS0s are designated for each information
system and network in the command responsible for implementing
and maintaining the command’e information eystem and network
security requirements. In some commands, the ISSM and 1SS0
dutiee may be performed by the same person.

2-8 SPECIAL SECURITY OFFICER (SS0)

1. Per reference (i), the commanding officer shall designate, in
writing, a command SS0 and Subordinate Special Security Officer
(SSS0), as needed, for any command that is accredited for and
authorized to receive, etore, and process SCI. The SS0 is
responsible for the operation (e.g. eecurity, control, use, etc.)
of all command Seneitive Compartmented Information Facilities
(SCIFS). All SCI matters shall be referred to the SS0. The SS0
may be designated as security manager if the grade requirements
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for security manager are met; however, the security manager
cannot function as an SS0 unless designated by the Director, ONI
or COMNAVSECGRU.

2. The SS0 and the SSS0 muet be a U.S. citizen and either a
commissioned officer or a civilian employee GS-9 or above, and
met meet the standards of reference (j).

2-9 BBCUAITY OPFICER

Per reference (k), the commanding officer ehall designate, in
writing, a command eecurity officer. This official may serve
concurrently ae security manager.

2-10 SECURITY SNRVICINQ AGREEMENTS (SSAS)

1. Specified eecurity functions may be performed for other
commands via SSAe. Such agreements nay be appropriate in
situations where security, economy, and efficiency are
considerations, including:

a. A command provides eecurity services for another command,
or the command provides cervices for a tenant activity;

b. A command is located on the premises of another
government entity and the host command negotiates an agreement
for the host to perform eecurity functions;

c. A senior in the chain of command performs or delegatee
certain security functions of one or more subordinate commands;

d. A command with a particular capability for performing a
eecurity function agrees to perform the function for another;

e. A command is established expressly to provide centralized
eervice (e.g., Personnel SUpport Activity or Human Resources
Office) ; or

f. When either a cleared contractor or a long term visitor
group ie physically located at a 00N command.

2. The SSA ehall be specific and shall clearly define the
security responsibilities of each participant. The agreement
shall include reguiremente for advieing commanding officers of
any matter(e) which may directly affect the eecurity integrity of
the command.
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2-11 12W3PECTIONB, ASSIST VIEITS, ZWD PR09RIU4REVIEWS

1. Commanding officers are responsible for evaluating the
security posture of their subordinate commands.

2. Senior commanders may, as determined necessary, conduct
inspections, assist visits, and reviews to axamine overall
eecurity posture of subordinate commands. Unless otherwise
required, it ie not necessary to conduct separate inspections for
security. They may be conducted during other scheduled
inspections and results identified as such (eee exbl.bit 2C).

3. Refer to appendix D of refersnce (b) for the PSP inspection
checklist.

2-12 FORMS

Appendix B lists the forms used in the ISP along with purchasing
information.

2-13 REPORT CONTROL SY31EOLS

Appendix C lists the report control symbols reguired by this
regulation.

REFERENCES

(a) DoD 5220.22-M, National Industrial Security PrOgrSM
Operating Manual (NISFOM), Jan 95 (NOTAL)

(b) SECNAVINST 5510.30A, 00N Personnel SeCUrf ty PrOgrSID
Regulation, 10 Mar 99

(c) OPNAVINST 3120.32C, Standard organization and Regulations
of the U.S. Navy, 11 Apr 94 (NOTAL)

(d) CMS-IA, Cryptographic Security Pvlicy and Procedural
Manual (U), 25 Feb 98 (NOTAL)

(e) NWP 1-01, Naval Warfare Publications Systems, Nov 94
(NOTAL)

(f) OPNAVINST C551O.1O1D, NATO Security Procedures (U),
17 Aug 82 (NOTAL)

(g) Defanse Federal Acquisition Regulation, Subpart 201.602-2
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(h) OPNAVINST 5239.1A, Department of the Navy Automatic Data
Processing Security Program, 3 Aug 82

(i) DoD 5105-21-I9-1, DoD Sensitive Compertmented Information
Administrative Manual, 3 Aug 98 (NOTAL)

(j) Director, Central Intelligence Directive (DCID) 1/14,
Personnel Security Standards end Procedures Governing
Eligibility for Access to Sensitive Compertmented
Information (SCI), 2 Jul 98 (NOTAL)

(k) OPNAVINST 5530.14C, DON Physical Security end Loss
Prevention, 10 Dee 98 (NOTAL)
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EX81BIT 2A

GUIDEL12fBS ~011COIQUU?DSECURITY INSTRUCTION

1. The eecurity manager shall assess the vulnerability of the
command classified information to loss or compromise. This
includes obtaining information on tie local threat, volume and
ecope of classified information, miseion of the command,
countermeasures available end the cost, and the effectiveness of
alternative courses of action. Results of this assessment shall
be ueed to develop a command eecurity instruction which will
emulate the organization of this regulation and Identify any
unigue command requirements. The command security instruction
shall ~ this regulation and other directives from
authorities in the command administrative and operational chain.

Incorporate the following into the command security
;;struction:

The purpose, applicability, and relationship to other
dire~~ives, particularly this regulation.

b. Identify the chain of command.

Deecribe the security organization and identify
posi%ons.

d. Cite and append SSAS, if applicable.

e. Describe procedures for internal and subordinate security
reviews and inspection.

f. Specify internal procedures for reporting and
investigating loss, compromise, and other eecurity discrepancies.

Establieh procedures to report CI matters to the nearest
NCISgoffice.

h. Develop an ISP eecurity education program. Aesign
responsibilities for briefings and debriefings.

i. State whether the commanding officer and any other
command officials have b-eendelegated Top Secret or Secret
originel classification authority.
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j. Establish procedures for the review of classified
information prepared in the command to ensure correct
classification and marking. Identify the sources of security
claeeification guidance commonly used, and where they are
located.

k. Develop an industrial security program and identify key
pereonnel, euch ae the CQR, if applicable.

1. Specify command responeibilitiee and controls on any
special typee of classified and controlled unclassified
information.

m. Establieh reproduction controls to include compliance
with reproduction limitation and any special controls placed on
information by originator.

Identify requirements for the safeguarding of classified
info~ation to include how classified information ehall be
protected during vorking hours; stored vhen not in use; eecorted
or handcarried in and out of the command; and protected vhile in
a travel status. Other elemente of command security vhich may be
included are key and lock control; safe and door combination
changee; location of records of eecurity container combinations;
procedures for emergency access to locked security containers;
protecting telephone conversation; conducting classified
meetings; the safeguarding of U.S. claeeified information located
in foreign countries; AIS proceeding equipment; and residential
etorage arrangements.

Establieh command destruction procedure.
dest%ction facilities or equipment available.

Identify
Attach a command

emergency destruction plan, as a supplement, when required.

P. Establish command visitor control procedures to
accommodate vieits to the command involving access to, or
disclosure of, Classified information. Identify procedures to
include verification of personnel security clearances and
need-to-knov.

3. Refer to SECNAVINST 551O.3OA for guidance concerning
personnel security inveetigations, adjudications, and clearances.
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BXEIBIT 28

EMKRQKMCY PLAN MD BMKRQEXCY DESTRUCTION SWRLKKEMT

PART ONE : BMERGE3JCY PLAN

commanding officers shall develop an emergency plan for the
~~otection of claeeified information in case of a natural
dieaster or civil disturbance. Thie plan may be prepared in
conjunction with the command’s dieaater preparedneee plan.

2. Emergency plane provide for the protection of classified
information in a way that will minimize the risk of pereonal
injury or lose of life. For inetance, plans should call for
immediate pereonnel evacuation in the case of a fire, and not
require that all classified information be properly stored prior
to evacuation. A perimeter guard or controlling acceee to the
area will provide sufficient protection without endangering
personnel.

3. In developing an emergency plan, assese the command’e rick
poeture. Consider the size and composition of the command; the
amount of classified information held; eituatione which could
result in the loss or compromise of classified information; the
exieting phyeical eecurity measures; the location of the command
and degree of control the commanding officer exercises over
security (e.g., a ship veraus a leaeed private building); and
local conditions which could erupt into emergency situations.

4. once a command”s risk posture hae been asseeeed, it can be
used to develop an emergency plan which can take advantage of a
command’s security strengths and better compensate for eecurity
weaknesses. At a minimum, the emergency plan shall deeignate
pereons authorized to decide that an emergency situation exists
and to implement emergency plans; determine the most effective
use of security pereonnel and equipment; coordinate with local
civilian law enforcement agencies and other nearby military
commands for support; coneider transferring classified
information to more secure etorage areae in the command;
designate alternative safe storage areaa outside the command;
identify evacuation routes and destinations; arrange for
packaging supplies and moving equipment; educate command
personnel in emergency procedures; give security personnel and
augmenting forces additional instruction on the emergency plan;
establish procedures for prompt notification of appropriate
authorities in the chain of command; and eetablish the
requirement to assess the integrity of the classified information
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after the emergency (even though a document-by-document inventory
may not be possible under currant accountability guidelines).

PART TWO: EMERGENCY DESTRUCTION SUPPLEKBNT

1. Commande located outside the U.S. and its territories and
units that are deployable, require an emergency destruction
supplement for their emergency plans (CMS-lA provides additional
emergency destruction policy and guidance for commands that
handle COUSEC information). Conduct emergency destruction drills
as neceseary to ensure that personnel are familiar with the plan
and associated equipment. tiy instances of incidents or
emergency destruction of classified information shall be reported
to the CNO (N09N2).

2. The priorities for emergency daetruction are: Priority One--
TOp secret information, Priority Two--Secret information, and
Priority Three-- confidential information.

3. For effective emergency destruction planning, limit the
amount of classified information held at the command and if
poseible etore less frequently used classified information at a
more Secure command. Consideration shall be given to the
transfer of the information to AIS media, which will reduce the
volume needed to be transferred or destroyed. Should emergency
destruction be required, any reasonable means of ensuring that
classified information cannot be reconstructed is authorized.

4. AS emergency destruction supplement ehall be practical and
consider the volume, level, and sensitivity of the classified
information held at the command; the degree of defense the
command and readily available supporting forces can provide; and
proximity to hostile or potentially hostile countries and
environment. HOre specifically, the emergency deetNCtiOn
supplement shall delineate the procedures, methods (e.g.,
document shredders or weighted bags), and location of
destruction; indicate the location of classified information and
priorities for destmction; identify personnel responsible for
initiating and conducting deStNCtiOn; authorize the individuals
supervising the deStNCtiOn to deviate from established plans if
warranted; and emphaeize the importance of beginning destruction
in time to preclude loss or compromise of classified information.

5. Naval surface noncombatant vessels operating in hostile areas
without escort ehall have appropriate equipment on board prepared
for use.
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BXEIBIT 2C

SECIJRITY INSPECTION CEECKLXST

INTRODUCTION TO THE ISP

1. Does the command hold the current edition of
SECNAVINST 5510.36? (l-1)

2. Is the command in possession of the following
classified information references: (l-1)

::

;.
e.
f.
q.
h.
i.

j.

3. Are
CNo

COMSEC, CMS-lA/CMS-21?
DoD SCI Security Manual/relevant DCIDS?
SAPS, OPNAVINST S5460.4C?
SIOP and SIOP-ESI, OPNAVINST S5511.35K?
NNPI, NAVSEAINST C5511.32B?
RD/PRD, DoD Directive 5210.2?
CNWOI, DoD Directive 5210.2?
NATO, OPNAVINST C551O.1O1D?
Classified information released to
industry, NISPO14?
Controlled unclassified information,
DoD 5200.1-R?

waivers and exceptions eubmitted to the
(N09N2) for all conditions that Drevent

compliance-with SECNAVINST 5510.36? _(l-2)

1. Has

a.
b.

c.

d.

e.

SECNAVXNBT 5S10.36

COXMAND SECURITY MAHAOEMENT

the commanding officer: (2-1)

Issued a command eecurity instruction?
Approved an emergency plan for the
protection and destruction of classified
information?
Eetabliehed an Industrial Security
Program?
Ensured that the eecurity manager and
other personnel have received security
education and training?
Ensured that pereonnel are evaluated on
the handlinq. creation or manaaament of
classified information on perf~rmance
evaluations?
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2. To implement the ISP,
officer designated in

a. Security manager?
b. TSCO? (2-3)
c. TSCA? (2-3}

has the commanding
writing a command?

(2-2)— —
— —
— —

—
—
—
—

—
—
—
—
—

d. Assistant Security manager? (2-4)
e. Security assistant(s)? (2-4)
f. CMS custodian and alternate? (2-5)
9. NWP cuetodian? (2-5)
h. NATO control officer and alternate? (2-5)
i. One or more CORS? (2-6)

3. Ie the command security manager named and
identified to command pereonnel on command
organizational charte, telephone listings,
roeters, or other media? (2-2)

—
—
—
—
— — —

— —

— —

4. Has

a.
b.

c.

d.

e.

f.

9.

h.

i.

the command eecurity manager: (2-2)

Developed a command security instruction?
Formulated, coordinated, and conducted
a command security education program?
Kept command pereonnel abreast of all
changes in security policies and
procedure?
Reported and investigated all security
threats and compromises?
Promptly referred all incidente, under
their jurisdiction, to the NCIS?
Coordinated the preparation of the
command SCGe?
Maintained liaison with the PAO on
proposed media releases?
Oeveloped eecurity procedures for
visitors who reguire access to classified
information?
Implemented regulations concerning the
disclosure of classified information to

— . —
— —

— —

— — —

— —

— —

—

—

—

—

—

—

— —

foreign nationals?

5. Does the TSCO manage and control all command
TS information, less SCI? (2-3)

— —

2C-2 8ECNAVIl?ST 5510.36



YES

B13C3ZAVIHST5510.36

I1Mlfl1999

—

—

—

—
—

—
—

—

—

—

—

—

—

—

—

—
—

—
—

—

—

—

—

—

—

—

—

—

—
—

—
—

—

—

—

—

—

—

6.

7.

1.

2.

1.

2.

3.

4.

5.

6.

SECNAVII?ST 5510.36

Are security functions performed by another
command covered by a vritten SSA? (2-lo)

Have qualified eecurity inspector conducted
command inspections, aseiet visite, and
program reviewe to examine the command’s
overall security poeture? (2-11)

SECURITY EDUCATION

Doee the command have an effective information
security education program? (3-1)

Ie additional ISP training provided to? (3-3)

a. Approved OCAe?
b. Derivative classifiers, security managers,

and other security pereonnel?
c. Classified couriere?
d. Declassification authorities?

CLASBIVICATI031 RUWAQEMEMT

Is information classified only to protect
NSI? (4-1)

Do procedures prohibit the use of terms such
ae nFOr official Use Only” or “Secret
Sensitive” for the identification of
classified information? (4-2)

Have the command OCAS been trained in their
duties and responsibilities? (4-6)

Has written confirmation of thie training
(i.e., indoctrination letter) been
submitted to the CNO (N09N2)? (4-6)

Ie information, not officially released or
dieclosed to the public, classified or
reclassified only if the information meets
the criteria of E.O. 12958? (4-11)

Is the classification level, of any
information believed to be improperly
classified, challenged? (4-12)
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YES 2?0 tl/A

Does NATO and FGI retain its original
classification level and ia it aasigned an
English classification equivalent, if
necessary? (4-17, 6-14)

Are procedures established for the completion
of command mandatory declassification reviews
within 45 working days? (4-23)

Are reasonable stepe taken to declaeeify
information determined to be of permanent
historical value prior to their accession
into NARA? (4-25)

Have cognizant OCAS notified holdere of
unscheduled classification changee involving
their information? (4-26)

SECURITY CLA8SIPICATIOM GUIDES

Ie a SCG iseued for each classified system,
program, plan, or project before the initial
funding or implementation of the system,
program, plan, or project? (5-1)

Ie each SCG approved personally and in
writing by an OCA who hae program or
eupervieory responsibility over the
information? (5-2)

Are command SCGS formatted per OPNAVINST
5513.lE? (5-2)

Are command-originated SCGS reviewed, by the
cognizant OCA, at least every 5 yeare? (5-4)

Are all changes promptly submitted to the
Rankin Program Manager? (5-4)

MARKING

Are classified documente and their portions
properly marked to include all applicable
baeic and aeeociated markings? (6-1, 6-5)

7.

8.

9.

10.

1.

2.

3.

4.

5.

1.

— —

— — —

— .

— —

— —

— — —

— —

— — —

— —

. — —
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Are originally classified documents marked
with a ‘Classified byn and ‘Reasonn line?
(6-8)

Are derivatively classified documents marked
with a ‘Derived fromn line? (6-9)

IS m~ultiple Sources” annotated On the
‘Derived fromw line of classified
documsnts derived from more than one
source? (6-9)

Ie a source listing attached to the file copy
of all documents classified by “Multiple
Sourcee?n (6-9)

Are downgrading and declassification
instructions included on all classified
documents, less exception documente? (6-10)

Are the appropriate warning notices placed on
the face of classified documsnts? (6-11)

Are classified intelligence documente/portione
marked with the appropriate intelligence
control marking(s)? (6-12)

Are the portions of documents containing NATO
and FGI marked to indicate their country of
origin? (6-14)

Is the face of NATO and foreign government
RESTRIC1’ED documents and FGI marked with the
appropriate notice? (6-15)

Ie the assignment and use of nicknames,
eXerCiee terms, and code words per OPNAVINST
5511.37C? (6-17)

Ie an explanatory statement included on tha
face of documents classified by compilation?
(6-18)

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

— —

— — —

— —

— — —

— —

— —

— — —

— —

— — —

— —

— — —
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YES

—

—

Ho

—

—

—

—

—

—

—

—

—

—

H/A

—

—

—

—

—

—

—

—

—

—

13.

14.

15.

16.

17.

18.

1.

2.

3.

4.

Do documente, marked classified for
training and teet purposee, include a
etatement indicating that the documents are
actually unclassified? (6-20)

When removed or ueed separately, are component
parts of classified documents marked as
separate documente? (6-21)

Are letters of transmittal marked to show the
highest overall classification level of any
information being attached or enclosed? (6-24)

Are electronically transmitted messages
properly marked? (6-25)

Are classified files or folders marked or have
the appropriate SFS been attached to indicate
the higheet overall classification level of
the information contained therein? (6-26)

Are all classified materials such as AIS
media, maps, charts, graphs, photographs,
slides, recordings, and videotapes
appropriately marked? (6-27 through 6-34)

S~EGUARDINQ

Does the command ensure that all DON employees
(military and civilian) who resign, retire,
eeparate, or are released from active duty,
return all classified information in their
possession? (7-1)

Is TS information including copies, originated
or received by the command, continuously
accounted for, individually serialized, and
entered into the command’s TS inventory? (7-3)

Are command TS documents and material
physically sighted at least annually? (7-3)

Does the command have control meaeures in
place for the receipt and dispatch of Secret
information? (7-4)
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YBB

—

Ho

—

ii/A

— 5.

6.

7.

8.

9.

10.

11.

Are control measuree in piece to protect
unauthorized access to command TS, Secret, or
Confidential information? (7-3, 7-4, 7-5)

Are working papere: (7-6)

a. Dated when created?
b. Marked “Working Paper” on the first page?
c. Marked with the highest overall

classification, center top and kttom, of
each applicable page?

d. Deetroyed when no longer needed?
e. Brought under accountability after 180

days or when they are released outside the
command?

Are appropriate control measures taken for
other special typee of classified information?
(7-7)

Are SPe 703, 704, and 705 placed on all
classified information when removed from
secure etorage? (7-9)

—
—
—

— —
— —
— —

—
—

—
—

—
—

— — —

— — —

a.

b.

Has

Are SFe 706, 707, 708, and 712 being
utilized on all classified AIS media?
Are classified typewriter ribbons, carbon
sheets, plates, stencils, drafte, and
notes controlled, handled, and stored per
their classification level?

the command established procedures for end

—

—

— —

— —

— — —
of day security checks, to include the use of
SFe 701 and 702? (7-10)

Are claeeified vaults, secure rooms, and
containers made an integral part of the
end of day security check? (7-10)

Are procedures in place to ensure that
vieitore have accese only to information for
which they have a need-to-know and the
appropriate clearance level? (7-11)

—

—

—

—

—

—
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YES

—

—

—

—

—

—

—

No

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

12.

13.

1.

2.

3.

4.

5.

6.

1.

Are procedures in place for classified
meetings held at the command or hosted at
cleared facilities? (7-12)

Is classified information reproduced only to
the extent that is mission essential? (7-13)

DISS8MIHATION

Are procedures established to ensure the
proper dissemination of classified
information outside DoD and to foreign
governments? (8-1)

Are special types of classified and controlled
unclassified information disseminated per
their governing instructions? (8-4)

Is information disseminated to Congrees per
SECNAVINST 5730.5 and OPNAVINST 5510.158?
(8-6)

Do all newly generated classified and
unclassified technical documents include a
distribution statement lieted in exhibit 8A
of SECNAVINST 5510.36? (8-7)

Are all DoD-funded RDT6E programs that
involve Navy scientific and technical
information and unclaeeified technical data
that reveal critical technology disseminated
per their applicable instruction? (8-7)

Is command information intended for public
release, including information released
through AIS meane (i.e., INTERNST, computer
servers) , eubmitted for prepublication
review? (8-8)

TAAN8HIS810M AND TRANSPORTATION

Is classified information transmitted and
transported only per specific requirements?
(9-2, 9-3, 9-4)
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——

——

——

——

——

——

——

—

—

—

—

—

—

—

2.

3.

4.

5.

6.

7.

8.

1.

—— —

—— —

6ECNAVIHBT 5510.36

Are special typee of classified information
transmitted and transported per their
governing instructions? (9-5)

Are command pereonnel advised not to diecuss
classified information over unsecured
circuite? (9-6)

Are command procedures established for
preparing classified bulky ehipments ae
freight? (9-7)

18 classified information transported or
transmitted outeide the command receipted for?
(9-lo)

Does the command authorize the handcarry or
eecort of classified information, via
commercial aircraft, only if other meane are
not available, and there ie an operational
need or contractual requirement? (9-11)

Are designated couriers briefed on their
courier responsibilities and requirements?
(9-11)

-e procedure established for the control
and iesuance of the DD 2501? (9-12)

STOWWS AND DE8TRUCTIOH

Are any command weaknesses, deficiencies, or
vulnerabilitiee in any equipment used to
safeguard classified information reported
to the CNO (N09N3)? (10-1)

a. Does the command ensure that weapons,
money, jewelry or narcotics are not
stored in security container used to
store classified information?

b. Does the command ensure that external
markings on command security containers
do not reveal the level of information
stored therein?
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—

.

NO

—

—

—

—

—

—

—

N/A

—

—

—

—

—

—

—

2.

3.

4.

5.

6.

7.

8.

9.

—— —

———

—— —

—— —

Ooes command security equipment meet the
minimum standards of GSA? (10-2)

Doee the command meet the requirements for
the storage of classified bulky
information? (10-3)

Does the command mailroom have a GSA-approved
eecurity container to etore USPS first claes,
certified, and registered mail overnight?
(lo-3)

Are command vaults and secure roome, not
under visual control at all times during duty
hours, equipped with electric, mechanical, or
electro-mechanical access control devices?
(lo-7)

Are specialized security container securely
fastened to the structure, rendering them
non-portable? (10-6)

Has the command removed all containers
manufactured by Remington Rand? (10-9)

Is classified information removed from
designated work areas for work at home done so
only with prior approval of appropriate
officials? (10-10)

Are command container combinations changed:
(10-12)

a. By individuals who possess the appropriate
clearance level?

b. Whenever the container is first put into
use?

c. Whenever an individual knowing the
combination no longer reguiree access to
the container (unless other sufficient
controls exist to prevent accees)?

d. Whenever a combination has been subjected
to compromise?

e. Whenever the container is taken out of
service?
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Xan mu

——

——

——

——

——

——

——

——

——

——

——

—

—

—

—

—

—

—

—

—

—

—

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

SECNAVINST 5510.36

Are command container combination marked,
and accounted for per the classification level
of the information etored therein? (10-12)

Is there an SF 700 affixed ineide each
command eecurity container? (10-12)

Does the SF 700 include the names, home
addresses, and phone numbere of all
pereone having knowledge of the
combination? (10-12)

Hae the command established procedures for
command key and padlock accountability and
control? (10-13)

Are command locks repaired only by authorized
pereonnel who have been eubject to a
trustworthineee determination or who are
continuously escorted? (10-15)

Are command eecurity containers, previously
placed out of service, marked as such on the
outeide and the ‘Test Certification Labelm
removed on the inside? (10-15)

Are command security containers, with visible
repair results, marked ae euch with a label
poeted inside the container stating the
details of the repairs? (10-15)

Are all commercial IDSS used on command
security container, vaulte, modular vaults,
and secure rooms approved by the CNO (N09N3)?
(10-16)

Ie command classified information destroyed
when no longer required? (10-17)

Do all command shredders, pulverizers, and
disintegrators meet the minimum requirements?
(10-18)

Has the command eetabliehed effective
procedures for the destruction of classified
information? (10-19)
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YEB MO

——

——

——

—.

——

——

——
——

——

——
——
——

——

——

ii/A

—

—

—

—

—

—

—
—

—

—
—
—

.

—

21.

22.

1.

2.

3.

4.

5.

When filled, are command burn bags sealed
and safeguarded per the highest overall
classification level of their contents?
(10-19)

Is controlled unclassified information
destroyed per the governing instructions?
(10-20)

INDUSTRIAL BECUAITY PR06AAM

Hae the command established an Industrial
Security Program? (11-1)

Hae the command developed a PPP? (11-1)

Hae the commanding officer established or
coordinated oversight over classified work
carried out by cleared DoD contractor
employees in spaces controlled or occupied
DON shore commands? (11-5)

Have all FADs been issued per SECNAVINST
551O.3OA? (11-6)

Doee the command COR: (11-8)

a.
b.

c.

d.
e.
f.

9.

h.

at

Complete, iSSUe, and eign all DD 254s?
Validate all contractor security
clearances?
Verify FCLS and storage capability
prior to release of classified
information?
Certify and approve all DD 1540s?
Provide additional security requirements?
Review all reports of industry security
violations and forward to pr~am
managers?
Coordinate DD 254 reviews and guidance,
as needed?
Verify that cleared DoD contractor
employees who are used as couriers have
been briefed on their courier
responsibilities? (11-12)

2C-12 BECNAVX2iBT 5510.36



S8C2?AVINST 5510.36

I7 MAR1999

Ym Ho

——

——

——

——

HIA

6. Is classified intelligence information—
disclosed only to those contractors cleared
under the NISP? (11-14)

LOSS OA COMPROMISE Or CLASSIFIED INFORMATION

1.—

2.—

3.—

4.—— —

——

——

——

——

——

5.—

6.—

7.—

8.—

9.—

EECNAVIHST 5510.36

Since the last inspection, has the command
had any incidente involving a lose or
compromise of classified Information?
(12-1)

If a possible loss or co?npronise occurred,
was a PI conducted? (12-4)

If a significant command weakness is
identified, or a confirmed 10SS or compromise
occurred, was a JAGMAN investigation
conducted? (12-9)

When a loss or compromise of classified
information or equipment has occurred, is
appropriate investigative and remedial
action(e) taken to ensure further loss or
compromise does not recur? (12-14)

Is appropriate and prompt corrective action
taken whenever a knowing, willful, or
negligent compromise or repeated
administrative disregard of security
regulations occurs? (12-14)

Are procedures established for review of
investigations by seniors? (12-14)

Are security reviews conducted on information
subjected to loss or compromise? (12-15)

Are procedures established for classification
reviews by originators or OCAS? (12-16)

Is receipt of improperly transmitted
information reported to the sender? (12-19)
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CEAPTER 3

SECURITY EDUCATION

3-1 BASIC POLICY

Commending officere shall ensure that personnel in their commands
receive the security education necessary to enable quality
performance of their security functions.

3-2 REBPONBIBILITY

The CNO (N09N) is responsible for policy guidance, education
requirements and support for the DON security education program
(see chapter 4 of reference (a) for detailed guidance concerning
the execution of the DON’S security education program).

3-3 ADDITIONAL INBORNATION SECURITY EDUCATION

1. In addition to the security education requirement of
reference (a), specialized training is required for the
following:

a. Original Classification Authorities (OCAS) (see chapter
4, paragraph 4-4);

b. Derivative classifiers (see chapter 4, paragraph 4-9),
security managers, classification management officers, security
specialists or any other personnel whose duties significantly
involve the management and oversight of classified information;

c. Classified couriere (eee chapter 9, paragraph 9-11.5);

d. Declaeeification authorities (see chapter 4, paragraph
4-19) .

REFERENCE

(a) SECNAVINST 551O.3OA, DON Personnel Security Program
Regulation, 10 Mar 99
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CLASBIIUCATI02J MAN3W3EKBNT

4-1 SASIC POLICY

1. Reference (a) is the only basis for classifying NSI, except
as provided by reference (b). It is100N policy to make available
to the public as much information concerning its activities as
possible, consistent with the need to protect national sacurity.
Therefore, information shall be classified only to protect the
national eecurity.

2. Information classified by DON Original Classification
Authorities (OCAS) (eee ashlbit 4A) ehall be declassified ae soon
ae it no longer meete the etandarde for classification in the
intereet of the national security.

4-2 CLASBIl?ICATIOM LEVELS

1. Information that requires protection againet unauthorized
disclosure in the intereet of national security ehall be
classified at the Top Secret, Secret, or Confidential levels.
Except ae otherwise provided by etatute, no other terms shall be
used to identify U.S. classified information. Terms such ae ‘For
official Uee Only” (FO.UO)or ‘Secret Sensitive” (SS) shall not be
used for the identification of U.S. claeeified information.

2. Top 8tIOr0t ie the classification level applied to information
whose unauthorized disclosure could reasonably be expected to
cause exoaptionally grave damage to the national eecurity.
Examples include information whoee unauthorized release could
result in armed hostilities against the U.S. or its allies; a
disruption of foreign relatione vitally affecting the national
security; the compromise of vital national defense plane; the
disclosure of complex cryptographic and communication
intelligence systems; the disclosure of eensitive intelligence
operations; and the disclosure of significant scientific or
technological developments vital to national eecurity.

3. Beoret is the classification level applied to information
whose unauthorized disclosure could reasonably be expected to
cause serioue ~amage to the national eecurity. Examplee include
information whose unauthorized release could result in the
disruption of foreign relatione significantly affecting the
national security; the significant impairment of a program or
policy directly related to the national eecurity; the disclosure
of significant military plans or intelligence operations; and the
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disclosure of scientific or technological developments relating
to national security.

4. Confidential is the classification level applied to
information whose unauthorized disclosure could reasonably be
expected to oauae aamege to the national eecurity. Examples
include information whose unauthorized release could result in
disclosure of ground, air, and naval forces (e.g., force levels
and force dispositions) ; or disclosure of performance
characterietice, such as design, test, and production aata of
U.S. munitione and weapon systems.

4-3 ORIGINAL CLASS12VCATION

Original classification is the initial decision that an item of
information could be expected to cause damage to the national
security if subjected to unauthorized disclosure. This decision
shall be made only by persons (i.e., OCAS) who have been
specifically aelegated the authority to ao so, have received
training in the exerciee of this authority, and have program
responsibility or cognizance over the information.

4-4 ORIQINZLL CLASSIFICATION AUTHORITY

The authority to originally claasify information as Top Secret,
Secret, or Confidential rests with the SECNAV and officials
delegated the authority. The SECNAV personally deeignatee
certain officiale to be Top Secret OCAS. The authority to
originally classify information as Secret or Confidential is
inherent in Top Secret original classification authority. The
SECNAV authorizes the CNO (N09N) to designate certain officials
as Secret OCAS. The authority to originally claesify information
as Confidential is inherent in Secret original classification
authority. OCAS are designated by virtue of their position.
Original classification authority is not transferable and shall
not be further delegated. Only the current incumbents of the
positions listed in exhibit 4A have original Classification
authority. Pericdic updates to exhibit 4A can be found on the
CNO (N09N2) Homepage at m.navyeeourity.navy.mil.

4-5 REQUESTS PO~ ORIQIMAL CLASSIFICATION AUTEORITY

Submit in writing reguests for original classification
;;thority to the CNO (N09N). Each reguest shall identify the
prospective OCA’e position and/or title, organization, and
justification for original classification authority. Reguests
for original classification authority shall be granted only when:
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a. Original classification is reguired during the normal
course of operations in the command;

b. Sufficient expertise and information ie available to the
prospective OCA to permit effective classification decision
making;

c. The need for original classification cannot be eliminated
by issuance of classification guidance by existing OCAS; and

d. Referral of decisions to existing OCAS at higher levels
in the chain of command or supervision ie not practical.

4-6 OCA TRAINING

All OCAS shall be trained in the fundamentals of security
classification, the limitations of their classification
authority, and their OCA duties and responsibilities. This
training ie a prerequisite for an OCA to exercise this authority.
OCAS shall provide written confirmation (i.e., indoctrination
letter) to the CNO (N09N2) that this training hae been
accomplished. Training shall consist of a review of pertinent
E.O.S, statutes, and DON regulations. The CNO (N09N2) will
provide OCA training material upon reguest.

4-7 ORIGINAL CLASSIPICATIOM CRITERIA, PRINCIPLES, AND
COlJ81DERATIONB

A determination to originally classify shall be made by an OCA
only when the unauthorized disclosure of the information could
reasonably be expected to cause damage to the national security.
Reference (c) contains the specific criteria, principle, and
considerations for original classification.

4-8 DURATION Or ORIGINAL CLASSIPICATIOI’J

1. At the time of original classification, the OCA shall attempt
to establish a specific date or event for declassification based
upon reference (a) criteria. The date or event shall not exceed
10 years from the date of the original classification.

2. OCAs may exempt certain information from the 10-year maximum
duration of classification rule provided the information requires
classification pact 10 yeare and falle into one of eight
exemption categories (“Xl” through ‘X8,n also referred to as ‘Xm
codes) . The eight categories include that information which
would :
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a. Reveal an intelligence eource, method, or activity, or
CryptOl*ic eyetem or activity (Nxl”);

b. Reveal int’ormetion that would aeeiet in the development
or uee of weapone of mace destruction (mX2n);

c. Reveal information that would impair the development or
use of’technology within a U.S. weapons eyetem (nx3m);

d. Reveal U.S. military plans, or national eecurity
emergency preparedneee plane (nX4W);

e. Reveal foreign government information (FGI) (“X5”);

f. Damage relations between the U.S. and a foreign
government, reveal a confidential eource, or eeriously undermine
diplomatic activities that are reasonably expected to be ongoing
for a period greater than 10 years (“X6”);

9. Impair the ability of reeponeible U.S. Government
officials to protect the President, Vice President, and other
individuals for whom protective cervices, in the intereet of
national security, are authorized (“X7m); or

Violate a etatute, treaty, or international agreement
(nx8~i.

3. In the unlikely event an OCA cannot determine a specific date
or event for declassification and an “X” code is inappropriate,
the information shall be marked for declassification 10 years
from the date of the original classification decision (hereafter
referred to as the ‘lO-year rule”).

4. If information has been aeeigned a date or event for
declassification under the lo-year rule, but the cognizant OCA
later has reason to believe longer protection is required, the
OCA may extend the classification for successive periode not to
exceed 10 years consistent with reference (a) criteria. However,
before extending classification, OCAS shall consider their
ability and responsibi~ity to notify all holdere of this
classification exteneion.

4-9 DERIVAT2VB CLASSIk’ICATION

1. While original classification is the initial determination
that information reguires, in the interest of national eecurity,
protection against unauthorized disclosure, derivative
claeeificatfon ie the incorporating, paraphrasing, restating, or

I
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generating, in new form, information that is already classified,
and the marking of newly developed information consistent with
the classification markings that apply to the classified source.
l%is includes the classification of information beeed on
classification guidance or source documents, but not the mere
duplication or reproduction of existing classified information.
AS estimated 99 percent of the classified information produced by
00N commands is derivatively classified.

2. A derivative classifier shall:

a. Observe and respect the original classification
determinations made by OCAS (and as codified in classified source
documents and eecurity classification guides);

b. Use caution when paraphrasing or restating information
extracted from a classified source document to determine
whether the classification may have been changed in the process;

c. Carry forward to any newly created information, the
pertinent classification markings.

4-10 ACCOUNTABILITY OF CLASBIBIERS

Original and derivative classifier are accountable for the
accuracy of their classification decisions. Officials with
command signature authority shall ensure that classification
markinge are correct. Commanding officers may delegate the
authority to approve derivative classification decisions to the
command security manager.

4-11 LIMITATIONS ON CLASSIFYIN~

1. Information previously declassified and officially released
to the public (i.e., disclosed under proper authority) shall not
be reclassified.

2. Information not officially released may be classified or
reclassified by a Top Secret OCA after a request for it under
references (d) or (e) or the mandatory declassification review
provision of paragraph 4-23. However, thie can occur only if
such classification meets the requirements of reference ‘(a), and
is accomplished on a document-by-document baeis with the personal
participation or under the direction of the CNO (N09N).

BECNAVIliBT 5510.36 4-5



3. Classifiers shall not:

a. Use classification to conceal violations of law,
insfficisncy, or administrative error;

b. Classify information to prsvent emberrassmsnt to a
person, organization, or agsncy;

c. Classify information to restrain competition;

d. Classify information to prevent or delay the releass of
information that doss not reguire protection in the interest of
national security;

e. Claesify basic scientific research information not
clearly related to the national eecurity;

f. Claesify a product of non-Governmental reeearch and
development that does not incorporate or reveal classified
information to which the producer or developer was given prior
access, unless the U.S. Government acguires a prOprhtarY
interest in the product. This prohibition doee not affect the
provieione of reference (f), (see paragraph 4-15); or

9. Classify, or use ae a basis for classification,
reference to classified documsnts, when the reference citation
doee not itself disclose classified information.

4-12 CLASSIFICATION CEALLENGE13

1. Authorized holders of classified information are encouraged
and expected to challenge the classification of information which
they, in good faith, believe to be improperly classified.

2. When reaeon exiete to believe information ie improperly
classified, the command security manager, where the information
originated, or the claesifisr of the information ehall be
contacted to resolve the issue.

3. If a formal challenge to classification is appropriate, the
challenge shall be eubmittsd, via the chain of command, to the
OCA . The challenge ehall include a sufficient description of the
information (i.e., the classification of the information, its
classifier or responsible OCA, and reason(s) the information ie
believed to be improperly classified) , to permit identification
of ths information. The information in question shall bs
safeguarded as required by ite stated classification level until
a final decieion is reached on the challenge. The OCA shall act
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upon a challenge within 30 days of receipt and notify the
challenger of any changes made as a result of the challenge or
the reason(s) no change is being made.

4. If the pereon initiating the challenge is not satisfied with
the OCA’S final determination, the decision may be appealed to
the CNO (N09N) for review ae the OON’S impartial official. If,
after appeal to the CNO (N09N), the challenger is still not
satisfied, the decieion may be further appealed to the
Interagency Security Classification Appeals Panel (ISCAP),
established by Section 5.4 of reference (a).

5. These procedure do not apply to or affect the mandatory
declassification review actions described in paragraph 4-23.

4-13 RESOLUTION OF COWLICTS BETWESN OCAS

1. Disagreements between two or more 00N OCAS shall be resolved
promptly. Normally, mutual consideration of the other party’s
position will provide an adeguate basis for agreement. If
agreement Cannot be reached, the matter shall be referred to the
next senior with original classification authority. If agreement
cannot be reache~ at that level, the matter shall be referred for
decieion to the CNO (N09N) who shall arbitrate the matter.

2. Action on resolution of conflicts shall not take more than 30
days at each level of consideration. Conflicts shall
automatically be referred to the next higher echelon if not
resolved within 30 days.

3. Holders of the information in conflict shall protect the
information at the higher classification level until the conflict
ie resolved.

4-14 TENTATIVE =sIBICATIOM

1. Over classification of information shall be avoided. If
there is a reasonable doubt about the need to classify
information, it shall not.be classified.

2. Individuals, not having original classification authority,
who create information they believe to be classified, or which
they have significant doubt about the appropriate classification
level, shall mark the information at the lower level and:

a. Safeguard the information required for the level of
classification;
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b. Mark the first page and/or cover sheet of information ae
tentatively claeeified with the intended classification level
preceded by the word 9’TBNTATIVB””(e.g. “TENTATIVE SECRET”); and

Forward the information through the chain of commend to
the ;;xt eenior with original claeeification authority. Include
in the tmdy of the transmittal a etatement that the information
iS Wtentativelyn marked to protect it in transit, and include a
justification for the tentative classification.

3. The OCA ehall make the classification determination within 30
daye.

4. After the OCAte determination, the ,,T=ATI~OS marking ehall

be removed and the information shall be remarked to reflect the
OCA’S decision.

4-15 PAT= SECRECY INFORMATION

1. Although only official information shall be classified, there
are come circumstance in which information not meeting the
definition in paragraph 4-2 may warrant protection in the
interest of national security. These circumstances may include
thoee in paragraphs 4-16 through 4-18.

2. Reference (f) provides that the SECDEF, among others, may
determine whether granting a patent disclosure for an invention
would be detrimental to national security. The SECNAV hae been
delegated the authority to make determinations on behalf of the
SECDEF on mattere under the DON cognizance. The Chief of Naval
Research (CNR) (Code 300) is the Patent Counsel for the DON and
is responsible for making these determinations. When a
determination ie made, the Commissioner of Patente, at the
request of the CNR, takee epecified actione concerning the
granting of a patent and protection of the information.

4-16 INDEPENDENT RESEARCH AND DEVELOPBiENT IIJpO~TION (IR~D)/
BID AND PROPOSAL (B6P)

1. Information that is a product of contractor or individual
IR&D/B&P efforts, conducted without prior accese to classified
information, and associated with the epecific information in
guestion, ehall not be classified unlese:

a. The U.S. Government first acguires a proprietary interest
in the information; or
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b. The contractor conducting the IR&DfB6P regueeta that the
U.S. Government activity place the information under the control
of the security classification eystam without relinquishing
ownerehip of the information.

2. The individual or contractor conducting an IR&DfB&P effort,
and believing that information generated without prior access to
classified information or current accees to classified
information associated with the specific information in guestion
may reguire protection in the interest of national eecurity,
shall safeguard the information and submit it to an appropriate
U.S. Government activity for a classification determination. The
information shall be marked with a “tentative” classification
pending a classification determination (see paragraph 4-14).

a. The U.S. Government activity receiving euch a reguest
ehall provide security classification guidance or refer the
request to the appropriate U.S. Government activity OCA. ‘l’he
information shall be safeguarded until the matter has been
resolved.

b. The activity that holds the classification authority over
the information shall verify with the Defenee Security Service
(DSS)/Operations Center Columbus (OCC) whether the individual or
contractor is cleared and has been authorized storage capability.
If not, the appropriate U.S. Government activity shall advise
whether clearance action should be initiated.

c. If the contractor or its employees refuse to be proceesed
for a clearance and the U.S. Government does not acguire a
proprietary interest in the information, the information shall
not be classified.

4-17 POREIQN c30~ IWORJ4ATIOM (VGI)

1. Information classified by a foreign government or
international organization retains ite original classification
level or ie assigned a U.S. classification equivalent (see
axbi.bit 6C) to that provided by the originator to ensure adequate
protection of the information. Authority to assign the U.S.
classification equivalent does not require original
classification authority.

2. Foreign Government Unclassified and RESTRICTED information
provided with the expectation, expressed or implied, that it, the
source, or both are to be held in confidence shall be classified
Confidential. It may be classified at a higher level if it meets
the damage criteria of paragraph 4-2.
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4-18 MAVAL NUCLEAR BROPOLSION II?2’ORMATION(NIJPI)

1. New projects and significant technical developments or trends
related to NNPI are normally classified in order to protect the
etrategic value of this technology. Classified information
related to the tactical characteristics and capabilities of naval
nuclear ehipe and propulsion plant design ie typically NSI while
classified information relating primarily to the reactor plant of
a nuclear propulsion system is typically RO. (The foregoing is a
general principle and the specific eecurity classification guides
ehall be consulted to determine the exact classification levels
for specific elements of information).

2. Reference (g) provides detailed guidance for classifying
NNPI . The Commander, Naval Sea Systems Command (SEA-08), as the
Program Manager for the Naval Nuclear Reactor Program, iSSUet3
bulletins amplifying or modifying classification and security
guidance pertaining to NNPI. These bulletins are disseminated to
activities engaged in the Naval Nuclear Propulsion Program and
reflect changes, additions, or deletions to the classification
guidance in reference (g). General classification guidance,
which can in specific instances apply to NNPI, may also be found
in reference (h) through (l).

4-19 AUTHORITY TO DOU3N3RADB, DECLAS81VY, OR MODIFY CLASSIFIED
INPOAMATIOM

1. The only officials authorized to downgrade, declassify, or
modify an original classification determination with a resulting
change in the classification guidance for classified 00N
information are:

a. The SECNAV with reepect to all information over which the
OON exercises final classification authority;

b. The 00N OCA who authorized the original classification,
if that official is etill serving in the same position;

c. The 00N OCA#e current succeesor in function; or

d. A supervisory official of either b or c above, provided
that official is a 00H OCA.

2. The authority to downgrade, declassify, or modify is not to
be confused with the responsibility of an authorized holder of
the classified downgrade, declassify, or modify it
as directed by guidance or the relevant OCA.

information to
claeeification
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SECNAV2MST S51O.36

17M1R 1999

4-20 DECLASSIPICATIOM BY TEB DIRECTOR Or TEE IBOO

If the Director of the 1S00 determine that information is
classified in violation of reference (a), the OCA that originally
classified the information may be directed to declassify it. Any
such decision may be appealed to the Prssident, through the
Assistant to the President for National Security Affairs, via the
CNo (N09N). The information shall remain classified pending a
decieion on the appeal. This provieion ehall aleo apply to
commands that, under the terms of reference (a), do not have
original classification authority, but had such authority under
predecessor ordere.

4-21 AUTOUATIC DECLASSIHCATIOM

1. Detailed policy concerning the automatic declassification of
DON information is contained in reference (m).

2. Reference (a) established procedures for automatic
declassification of information in permanently-valuable records
(as defined by reference (n)) 25 years from the date of original
classification. Automatic declassification shall be applied to
existing records over a 5-year period begiMing with the date of
reference (a) (i.e., 17 April 1995), and shall apply after that
to all permanently-valuable records ae they become 25 years old.
Only the SECDEF and the Secretaries of the Military Departments
may exempt information from this automatic declassification
provision.

4-22 SYSTEMATIC DECLASSIFICATION REVIEW

1. Systematic declassification review is the review for
declassification of classified information contained in records
that have been determined by the Archivist of the U.S. to have
permanent historical value per chapter 33 of reference (n).

2. The CNO (N09N) is responsible for identifying to the
Archivist of the U.S. that classified DON information which is 25
years old and older which still reguires continued protection.
This includes permanently-valuable records exempted from
automatic declassification under Section 3.4 of reference (a).
In coordination with the OON OCAS, the CNO (N09N) has developed
classification guidelines to be ueed by the Archivist in
reference (m).

3. Special procedures for systematic review for declassification
of classified cryptologic information are established by the
SECDEF .
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4. The DCI may establish procedures for systematic review for
declassification of classified information pertaining to
intelligence activities (including epecial activities), or
intelligence sources or methods.

5. None of these provisions apply to the systematic review of
information classified per reference (b), (AD and FAD).

6. FGI shall not be declassified unlese epecified or agreed to
by the foreign government.

4-23 MANDATORY DECLASSIPICATIOli REVIEW

1. Mandatory declassification is the review for declaeeification
of classified information in response to a reguest that meets the
requirements under Section 3.6 of reference (a). ?landatory
declassification review does not supplement or modify the
procedure for the handling of FOIA requests ae described in
reference (d).

2. All information classified under reference (a) or predecessor
ordere ehall be subject to a review for declassification by the
DON if:

a. The request for a review deecribee the information with
sufficient specificity to enable its location with a reasonable
amount of effort;

b. The information is not exempted from eearch and review
under reference (o);

c. The information has not been reviewed within the
preceding 2 years.

3. If the agency has reviewed the information within the past 2
years, or the information is the subject of pending litigation,
requeetore shall be notified and advised of appeal righte.

4. 14andatory declassification reguests shall be processed as
follows:

a. Command action on the initial request shall be completed
within 45 working daye.

b. Receipt of each request shall be promptly acknowledged.
If no determination hae been made within 45 working days of
receipt of the request, the reguester ehall be notified of the
right to appeal to the ISCAP, via the CNO (N09N).

4-12 SEC!NAV2t?ST5510.36
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c. A determination ehall be made whether, under the
declassification provisions of reference (a), the requested
information may be declassified. If the information is
decleseified, it ehall be provided to the requeeter unleee
withholding is otherwise warranted under applicable law. If the
information ie not releasable in whole or in part, the requester
ehall be provided a brief statement as to the reason(e) for
denial, and notice of the right to appeal wLthin 45 working daye.
Appeals shall be addressed to the CNO (N09N). A final
determination on the appeal shall be made within 30 working days
after receipt.

d. Refer requests for declassification involving information
originally classified by another DoD Component or U.S. Government
agency to that component or agency, when practicable. The
requester ehall be notified of the referral, unlees the request
becomee classified due to the association of the information with
the originating agency.

5. Refusal to confirm the existence or nonexistence of
information ie prohibited, unlese the fact of ite exietence or
nonexistence can result in damage to the national security.

6. Fees may be charged for mandatory declassification reviews
under reference (p), per reference (q). The command can
calculate the anticipated amount of fees, and sscertain the
requestorRe willingneee to pay the allowable charges as a
precondition before taking further action on the requeet.

4-24 INYOAMATIOI? EXEMPTED PROM MANDATORY DECLAS81E’ICATION RSVISU

Information originated by the incumbent President; the incumbent
President’e White House Staff; committees, commissions, or boarde
appointed by the incumbent Preeident; or other entities within
the Sxecutive Office of the President that eolely advise and
aseist the incumbent President ie exempted from mandatory
declassification review. The Archivist, however, has the
authority to review, downgrade, and declassify information of
former President under the control of the Archivist per
reference (n).

4-25 CIJ@SIPIED INPOAMATION TRIUJSIWRAED TO TEE DON

1. Classified information officially transferred to the DON in
conjunction with a transfer of functions, and not merely for
storage purposes, shall become the poesession of the DON. The
commanding officer of the 00N command to which the information ie
officially transferred shall be considered the downgrading and
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declassification authority over the information. If the
commanding officer is not a designated downgrading and
declassification authority identified in paragraph 4-19, the next
senior official in the chain of commend, designated the
authority, shall review the information for possible downgrading
or declassification.

2. Classified information that originated in an agency(ies) or
command(s) that have ceased to exiet (and for which there ie no
succeeeor command) shall become the possession of the custodial
OON commend and may be downgraded or declassified after
consultation with any other agency(iee) or command(e) interested
in the subject matter. If a determination ie made that another
agency(ies) or command(s) may have an intereet in the continued
classification of the information, the custodial 00N command
shall notify the agency(ies) or command(s) of its intention to
downgrade or declassify the information. Notification shall be
made to the custodial command within 60 days of any objections
concerning the downgrading or declassification of the
information; however, the final decision shall restde with the
custodial DON command.

3. Before they are accessioned into the National Archivee and
Records Administration (NARA), OCAS shall take reasonable stepe
to declassify classified information contained in records
determined to be of permanent historical value. The Archivist
can require that these records be accessioned into the NARA when
necessary to comply with the provisions of reference (n). l’hie
provision doee not apply to records being transferred to the
Archivist under Section 2203 of reference (n), or recorde for
decommissioned commands to which the NARA serves as custodian.

4-26 NOTI~ICATIO14 OF CLASSIYICATIOM CHANQE8

1. OCAe are reeponeible for notifying holdere of any
classification changes involving their information. Original
addressee shall be notified of an unscheduled classification
change euch as classification duration, or a change in
classification level.

2. Notices that aesign classification to unclassified
information shall be classified Confidential, unless the notice
itself contains information at a higher claeeification level.
The notice shall be marked for declassification no less than 90
days from its origin. Noticee are not iseued for information
marked with specific downgrading and declassification
instruction.
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4-27 POREI~ RELATIONS SERIES

The Department of State (DOS) editors of ~tion f th
~ have a mandated goal of publishing 20 years after th~ %ent?
Commanding officers shall assist the editors by allowing access
to appropriate classified information in their possession and by
expediting declassification review of items selected for poseible
publication.

RE3’ERENCES

(a) Executive Order 12958, Classified National Security
Information, 17 Apr 95

(b) Title 42, U.S.C., Sections 2011-2284, Atomic Energy Act of
30 Aug 54, as amended

(c) OPNAVINST 5513.lE, DON Security Classification Guides,
16 Ott 95

(d) SECNAVINST 5720.42E, ~N Freedom of Information Act (FOIA)
Program, 5 Jun 91

(e) Title 5, U.S.C., Section 552a (Public Law 93-579), Ths
Privacy Act of 1974

(f) Title 35, U.S.C., Section 181-188, The Patent Secrecy Act
of 1952

(g) CG-RN-1 (Rev. 3), DOE-DOD Classification Guide for the Naval
Nuclear Propulsion Program (U), Fsb 96 (NOTAL)

(h) OPNAVINST S5513.3B, D2N Security Classification Guide for
Surface Warfare Programs (U), 6 Nov 84 (NOTAL)

(i) OPNAVINST S5513.5B, DON Security Classification Guide for
Undersea Warfare Programs (U), 25 Aug 93 (NOTAL)

(j) NAVSEAINST C5511.32B, Safeguarding of Naval Nuclear
Propulsion Information (NNPI) (V), 22 Dec 93 (NOTAL)

(k) SECNAVINST 5510.34, Manual for the Disclosure of 02N Military
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(m) OPNAVINST 5513.16A, Declassification of 25-Yeer Old EQN
Information, 8 Apr 96 (NOTAL)

(n) Title 44, U.S.C., Chaptere 21, 31 and 33, Federal Records Act

(o) Title 50, U.S.C., Section 401, Central Intelligence Agency
Information Act

(P) Title 31, U.S.C., Section 9701 (Title 5 Independent Offices
Appropriation Act)

(q) NAVSO P1OOO, Navy Comptroller Manual, Vol III Procedures,
21 Apr 98 (NOTAL)
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EXHIBIT 4A

DEPARTMENT OF TBB NAVY
ORIGINIUI CLASSIFICATION AUTHORITIES

OrriCe of! the i3etmetarv of the Navy

Secretary of the Navy

Under Secretary of the Navy

ghe General Couneel

General Counsel of the Navy

peniox 8eauritv Offioial for the Department of the Navy

Special Aesietant for Naval Investigative Hattere
and Security (N09N)/Oirsctor, Naval Criminal

Investigative Service

Offiae of the Judae Aclvocate aenerti

Judge Advocate General (00)

psei atant eeoretarv of the Navy

Assistant Secretary of the Navy
(Research, Development and Acquisition)

Department of the Naw Pr arsm Nxo ecutive officers

Program Executive Officer for Air ASW,
Aseault, Special Mission Programs (PEO-A)

Program Executive Officer, Cruiee Mieeiles
and Joint Unmanned Aerial Vehicles (PEO-CU)

Program Executive Officer, Submarines (PEO-SUS)

TS

TS

TS

TS

s

TS

TS

TS

s
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Program Executive Officer, Tactical
Aircraft Programs (PEO-T)

Program Executive Officer for Undersea
Warfare (PEO-USW)

Program Executive Officer, Theater Air
Defense/Surface Combatants (PEO-TSC)

Program Executive Officer for Carriers
(PEO-CARRIERS)

Program Executive Officer for DD21
(PEO-DD21)

Program Executive Officer for Expeditionary
Warfare (PEO-EXW)

Program Executive officer for Mine Warfare
(PEO-MIW)

TS

TS

s

s

s

s

s

chief of Naval Research

Chief of Naval Research (00) TS

Commanding Officer, Naval Research Laboratory (1000) TS

Naval Air @vstems Commanq

Commander, Naval Air Systems Command (AIR-00) TS

Vice Commander, Naval Air System Command (AIR-09) s

Deputy Commander for Acquisition and Operationa (AIR-09) S

Assistant Commander for Logistics (AIR-3.0) s

Aeeietant Commander for Research and Engineering (AIR-4.0) S

Commander, Naval Air Warfare Center, Weapons Oivision,
China Lake, CA (00)

TS

Executive Director for Research and Development, s
Naval Air Warfare Center, Weapons Division,

China Lake, CA
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Naval Sea 8YfJteme Commanq

Commander, Naval Sea Syetema Command (00)

Deputy Commander, Engineering Directorate (03)

Commanding Officer, Coastal Systems Center,
Dahlgren Division, Panama City, FL

ma oe en4 Nav el Warfere Bvateme Commanq

Commander, Space and Naval Warfare Syetenm Command (00)

Program Director, Command, Control and Communication
Systeme Program Directorate (PD-17)

Program Director, Intelligence, Surveillance and
Reconnaissance Directorate (PD-18)

TS

s

s

TS

s

s

Offi ce of the Chief or Naval Operations

Chief of Naval Operations (NOO) TS

Executive Assistant to the Chief of Naval
Operation (NOOA) s

Executive Director, CNO Executive Panel/Navy s
Long-Range Planner (NOOK)

Deputy Chief of Naval Operations (Manpower/Personnel) (Nl)/ TS
Chief of Naval Personnel (PEAS 00)

Assistant Deputy chief of Naval Operations TS
(Manpower/Pereonnel) (NIB)/Deputy Chief of Naval

Personnel (PEAS 00B)

Director of Naval Intelligence (N2) TS

Assietant Director of Naval Intelligence for s
Interagency Coordination (N2K)

Director, Requirements, Plans, Policy and s
Programs Division (N20)
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Director, Operational Support Division (N23)

Director, Special Projects Division (N24)

chief of Staff, Office of Naval Intelligence,
Suitland, MD (ONI-OC)

Deputy Chief of Naval Operations (Plans, PolicY, and
Operation) (N3/N5)

Director, Strategy and Policy Divieion (N51)

Director, Operations, Plans, Political Military
Affairs (N31/N52)

Deputy Chief of Naval Operation (Logietics) (N4)

Director, Strategic Sealift DiVif3i0n (N42)

Director, Space, Information Warfare, command
and Control (N6)

Sxecutive Aesistant to Director, Space, lnfOrmatiOn
Warfare, Command and Control (N6A)

Deputy Director, Space, Information Warfare, Command
and Control (N6B)

Director, Fleet S Allied Requirements Division (N60)

Deputy Chief of Naval Operation (Reeources, Warfare
Requirements, and Assessments) (N8)

Director, Programming Division (N80)

Director, Assessments Division (N81)

Director, Fiscal Uanegement Division (N82)

Director, Expeditionary Warfare Division (N85)

Head, Special Warfare Branch (N851)

s

TS

TS

‘m

TS

TS

TS

s

TS

s

TS

TS

TS

TS

TS

s

TS

s
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Director, Surface Warfare Division (N86)

Head, Surface Warfare, Plans/Programs/
Requirements Assessments Branch (N861)

Head, l%eate~ Air Defense (N865)

Director, Submarine Warfare Division (N87)

Head, SSBN & Maintenance Branch (N871)

Head, Attack Submarine Branch (N872)

Head, Deep Submergence Branch (NS73)

Head, Undereea Surveillance Branch (N874)

Head, Undersea Manpower & Training Branch (N879)

Director, Air Warfare Division (N88)

Head, Aviation Plans/Requirements Branch (N8SO)

Head, Carrier h Air Station Programs Branch (N885)

TS

s

s

TS

s

s

s

s

s

TS

s

s

Naval Nuolear P~n Proura4o

Director, Naval Nuclear Propulsion Program (NOON)/ TS
Deputy Commander, Nuclear Propulsion Directorate,

Naval Sea Systeme Command (SEA-08)

Deputy Director, Naval Nuclear Propulsion Program s
(NOONB)/Deputy Director, Nuclear Propulsion

Directorate, Naval Sea Systems Command (SEA-08)

Aseociate Director for Regulatory Affairs (NOONU) s

Director, Nuclear Technology Division (NOONI) s

Program Manager for Commissioned Submarines (NOONO) s

Director, Reactor Engineering Divieion (NOONI) s

Director, Submarine Systems Division (NOONE) s
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Oceanour avher of the Nayy

Oceanographer of the Navy (N096)

Mu tarv Bealif t Commanq

Commander, Military Sealift Command (NOO)

Naval ConDutex and Telecommunication Commanq

commander, Naval Computer and Telecommunications
Command (NOO)

Navel Beouri Qtv (3Xou

Commander, Naval Security Group Command

Strateaio BYsteme Prourama

Director, Strategic Systems Programs (00)

Nava 1 t3DaceCommanq

Commander, Naval Space Command

Nl131 e o c

Director, Navy International Programs Office (00)

Navel Ueteoroloov and Oceanoaraphv Commanq

Commander, Naval Oceanography Command

Mine Warfare commamq

Commander, Mine Warfare Command

Naval War Colleme

President, Naval War College

4A-6

TS

TS

TS

TS

TS

TS

s

TS

TS

TS
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U.S. ATLAN’H c l?LE~

Commander in Chief, U.S. Atlantic Fleet (NOO)

Deputy and Chief of Staff, U.S. Atlantic Fleet (NO1)

commander, Southern U.S. Atlantic Fleet (N2)

Director of Operation, U.S. Atlantic Fleet (N3)

Director of Plane and Policy, U.S. Atlantic Fleet (N5)

Commander, Training Command, U.S. Atlantic Fleet (NO02)

Commander, Naval Surface Force, U.S. Atlantic
Fleet (NO02A)

Commander, Submarine Force, U.S. Atlantic Fleet

Commander, Second Fleet (NO02A)

TS

TS

TS

s

s

s

TS

TS

TS

. B. PACIFIC FLEET

Commander in Chief, U.S. Pacific Fleet (NOO) TS

. . Nnvm FORCEX3EUAOPE

Commander in Chief, U.S. Naval Forces Surope (N014)

Deputy Commander in Chief, U.S. Naval Forcee
Europe (N014)

Chief of Staff, U.S. Naval Forces Europe (01)

Deputy Chief of Staff for Intelligence, U.S. Naval
Forcee Surope (N2)

Deputy Chief of Staff, Operation, U.S. Naval FOrCeS
Surope (N3)

Deputy Chief of Staff, Supply/Logietice, Europe (N4)

TS

TS

s

s

s

s
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Deputy Chief of Staff, Plans, Policy, and
Requirement, Europe (N5)

Deputy Chief of Staff, Command, Control,
Communications and Computers, Europe (N6)

Deputy Chief of Staff, Cryptology, Surope (N8)

s

s

s

U.S. 81XTR FLEE??

Commander, U.S. Sixth Fleet (00) TS

commander, Fleet Air Mediterranean/U.S. Sixth Fleet (Nl) TS

. . NAVAL J?ORCEB CRNTRAL com4AND

Commander, Service Forces, U.S. Naval Forces Central TS
Command (00)

JJ*S.U?um?R CORP@

Commandant of the Marine Corps

Military Secretary to the Commandant of the Marine Corps

Assistant Commandant of the Marine Corps

Director, Marine Corps Staff, Secretary of the General
Staff

Deputy Chief of Staff for Plans, Policies and
Operations, Marine Corps

Deputy Chief of Staff for Aviation, Marine Corps

Assistant Chief of Staff for Command, Control,
Communications, Computers, and Intelligence

(C41)/Directorate Intelligence/Marine Corps

Deputy Director, Intelligence Division (CI), Marine
corps

TS

s

TS

s

TS

TS

TS

s

4A-S S13C31AVIliST5510.36



BECNAVItWT 5510.36

I7 MMl1999

U.a. Uarin e corDs combat D0V010D19ent commanq

Commanding General, Marine Corpe Combat Development
Command, Quantico, VA

U.Iv.Uarine corm isv13teme Commanq

Commander, Marine Corpe Systems Command,
Quantico, VA

. e co~ tat o

Commanding General, U.S. Marine Corps Forces, Atlantic/
Commanding General, 11 ?larine Expeditionary

Force/Commanding General, Fleet Marine
Force, Europe

Chief of Staff, Fleet Marine Corps Force, Europe

Commanding General, 2nd Marine DiViSiOn, FMF,
Camp LeJeune, NC (Code 6)

U.S. Uarine CorDs Loaistice Baae

Commanding General, Marine Corps Logietics Base,
Albany, GA (Code 100)

U.S. Marine CorDs F s. Pa tiorce al a

Commander, U.S. Marine Corps Forces, Pacific

U.8. Marine CormJ Sxpeditionarv Forces

Commanding General, 1st Marine Division/CG, I
Marine Expeditionary Force

Commanding Officer, llth Harine ExpeditionaW
Unit, Camp Pendleton, CA

Commanding Officer, 15th Marine Expeditionary
Unit, Camp Pendleton, CA

Commanding General, 3rd Marine Division/CG, III
Expeditionary Force

m

m

TS

s

s

s

TS

s

s

s

s
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U.S. 14arine Corm Base

Commanding General, Marine Corps Base, Camp
Pendleton, CA

Us. Xarin e Coros Aix Btatioq

Commanding General, ?larine Corps Air Station,
El Toro, (Santa Ana), CA

U.S. Marine 4th Airoraft Winq

Commanding General, 4th Marine Aircraft Wing,
New Orleane, LA (Code 6)

4A-10
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CHAPTKB 5

8KCORITY CLASBII?XCATXOM GUIDXB

5-1 EASXC POLXCY

1. Security Classification Guides (SCGe) serve both legal and
management functions by recording OON original classification
determinations made under reference (a) and its predecessor
orders. SCGS are the primary reference source for derivative
classifier to identify the level and duration of classification
for specific information elements.

2. The DON OCAS listed in exhibit 4A are required to prepare a
SCG for each DON eyatem, plan, program, or project under their
cognizance which createe classified information. Updates to
e8bl.bit 4A can be found on the CNO (N09N2) Ronepage at
m.navyaaourity.navy.mil. SCGS shall be issued as soon as
practicable prior to initial funding or implementation of the
relevant system, plan, program, or project. In support of this
requirement, the CNO (N09N2) manages a syetem called the
Retrieval and Analysis of Navy Classified Information (RANXIN)
Program, which managee and centrally i.esuesSCGS for the OON
OCAS .

5-2 PREPARItW3 BCGe

SCGS shall be prepared, in writing, in the format described in
reference (b), and approved personally by an OCA who has both
cognizance (i.e., program or supervisory responsibility) over the
information, and who ie authorized to originally classify
information at the highest classification level prescribed in
their SCG(S).

5-3 SANRIN PROQ-

1. The primary element of the RANNIN Program is a computerized
data base that provides for the standardization, centralized
management and issuance of all 00N SCGe. After approval by an
OCA, SCGS are forwarded to the CNO (N09N2), RANNIN Program
Manager, and entered into the RANNIN data base. Additionally,
the NANNIN PrograuiManager maintains historical files for all DON
SCGS .
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2. Uniformly formatted SCGe are issued by the CNO (N09N) in the
following major eubject categories:

OPNAVINST 5513.1:

OPNAVINST C5513.2:

OPNAVINST S5513.3:

OPNAVINST S5513.4:

OPNAVINST S5513.5:

OPNAVINST S5513.6:

OPNAVINST C5513.7:

OPNAVINST S5513.8:

OPNAVINST S5513.9:

OPNAVINST 5513.10:

OPNAVINST 5513.11:

OPNAVINST 5513.12:

OPNAVINST 5513.13:

OPNAVINST 5513.14:

OPNAVINST 5513.15:

OPNAVINST 5513.16:

00N SCGa. (Assigns specific
responsibilities for guide
preparation and updating)

Air Warfare Programs

Surface Warfare Programs

General Intelligence, Cover and
Deception, Security and Investigative
Programs

Undersea Warfare Programs

Communication and Satellite Programs

Mine Warfare Programs

Electronic Warfare Programs

Nuclear Warfare Programs

Advanced Technology and Miscellaneous
Programs

Ground Combat Systems

Intelligence Research Projects

Non-Acoustic Anti-Submarine Warfare
(NAASW) Programs

Space Programs

Naval Special Warfare Programs

Declassification of 25-Year Old DON
Information

Periodic updates to this category listing can be found on the
CNO (ri09N2)Homepage at wv.navyaaaurity.navy.mil.
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3. The OPNAVINST 5513 series contains, as enclosures, individual
SCGS for syetems, plans, programs, or projects related to the
overall subject area of the instruction. The SCGS are
automatically distributed to commands consistent with their
command missions.

4. The CNO (N09N) periodically issues an index of SCGS available
within the DON. Commands ehall utilize the index to identify
those SCGS needed to accomplish their mission. Most instructions
in the OPNAVINST 5513 series are assigned National Stock Numbers
(NSNS) and can be ordered through the 00N supply system.
Reguests for instructions not aseigned NSNS or reguest.s to be
placed on automatic distribution for changes and revieions to
SCGS shall be addressed to the CNO (N09N2).

5-4 PERIODIC REVIEW OP SC13S

OCAS shall review their SCGS for accuracy and completeness at
least every 5 years and advise the CNO (N09N2) of the results.
Proposed changes to, and cancellations of, existing SCGS shall be
sent to the CNO (N09N2) in the format described in reference (b).

5-5 SC12SOr MULTI-SERVICE INTBREST

SCGS for systems, plans, programs, or projects involving more
than one DoD component are issued by the Office of the Secretary
of Defense (OSD) or the DoD component designated by the OSD as
executive or administrative agent. When designated by the OSD,
commands ehall report the designation to the CNO (N09N2), prepare
any necessary security classification guidance, and forward it to
the CNO (N09N2).

5-6 CONFLICT BETWEEN A SOURCE DOCUMBNT AND AN SCQ

In cases of apparent conflict between an SCG and a classified
source document about a Ciiscrete item of information, the
instructions in the SCG shall take precedence.

REFEAKNCES

(a) Executive Order 12958, Classified National Security
Information, 17 Apr 95

(b) OPNAVINST 5513.lE, lX)NSecurity Classification Guides,
16 Ott 95
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CNAPTER 6

UARKING

6-1 BASIC POLICY

1. All classified information shall be clsarly marked with the
date and office of origin, the appropriate classification level
and all reguired “associated markingsn (see paragraph 6-1.5 for
exceptions to this policy). ‘Associated markingen include those
markings which identify the source of classification (or for
original decisions, the authority end reason for classification);
downgrading and declassification instructions; and warning
notices, intelligence control markings and other miscellaneous
markings (see paragraph 6-7 for guidance on the placement of
associated markings).

2. The word “document” is used generically throughout this
chapter not only becauee it deecribes the most common form of
classified material, but to make explanations more tangible.
Documents take many forms, including publications (bound or
unbound), reports, studies, manuals, etc. Some typee of
classified material (e.g., correspondence, letters of
transmittal, AIS media, recordings, photographs, and electronic
messages) have special marking requirements ae described in this
chapter.

3. The proper marking of a classified document is the specific
responsibility of the original or derivative classifier. While
markings on classified documents are intended primarily to alert
holders that classified information is contained in a document,
they also eerve to warn holders of special access, control or
safeguarding requirements.

4. Documents containing ‘tentatively” classified information
ehall be marked per chapter 4, paragraph 4-14.

5. Exceptions to the basic marking policy include:

a. NO classification level or associated markings shall be
:PPlied to anY article or portion of an article that has appeared
In the public domain (e.g., in a newspaper or magazine) , even if
that article is the subject of a public media compromise inguiry.

b. Documents containing RD (including CNWDI) or FRD, shall
not be marked with any downgrading or declassification
instructions, other than those approved by the DOE.

813CNAVINST 5510.36 6-1
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Hark classified documents provided to foreign
goveZLents, their embassies, missions, or similar official
officsB within the U.S., with only the highest overall
classification level. Commands originating such documents shall
maintain a file copy which reflects all required associated
markings.

d. Classified documents shall not be marked if the markings
themselves would reveal a confidential eource or relationship not
otherwise evident in the document.

6-2 OoH COMIAND AMD DATB Or OEX02M

Every classified document shall indicate on the front cover,
first page or title page (hereafter referred to as the “face” of
the document) the identity of the DON command that originated the
document (a command’e letterhead satisfies this requirement) and
the date the document wae originated.

6-3 OVERALL CLASSIIUCATION LSVBL MARKIlfO

Mark (stamp, print, or permanently affix with a sticker or tape)
the face and back cover, top and bottom center, of all classified
documents to show the highest overall classification level of the
information they contain. These markings shall be conspicuous
enough (i.e. larger than the text) to alert anyone handling the
document that it ie classified. Include an explanatory statement
on the face of any classified document which cannot be marked in
this manner.

6-4 INTEAIOR PAGE MARKIt?QS

1. Mark each interior page of a document (except blank pages),
top and bottom center, with the highest overall classification
level of any information contained on the page (see paragraph
6-7, 6-11 and 6-12 (and e8hibit 6A-1) for placement of certain
warning notices and intelligence control markinge on interior
pages) . If the page is printed front and back, mark both sidee
of the page. Hark pages containing only unclassified information
‘UNCLASSIFIED. n

2. An alternative interior page marking method permite each page
to be marked with the higheet overall classification level of
information contained in the document. Using thie highest
overall classification scheme for interior pages, however, doee
not eliminate the requirement to portion mark.
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6-5 PORTION NARXIHQS

1. Mark each portion (e.g., title, section, part, paragraph or
subparagraph) of a classified document to show its classification
level. This requirement eliminates any doubt as to which
portions of a document are classified. Place the appropriate
abbreviation (“TS” (Top Secret), “S” (Secret), “C” (Confidential)
or nUII (Unclassified)) , immediately following the portion letter
or number, or in the absence of lettere or numbers, immediately
before the beginning of the portion (see exblbit 6A-2). The
abbreviation “FOUOn may be used to designate unclassified
portions containing information exempt from mandatory release to
the public under reference (a) (see exhibit 6A-3). Additionally,
place the applicable abbreviated warning notice(s) and
intelligence control marking(s) (see paragraph 6-11 and 6-12)
directly after the abbreviated classification level of each
PO* ion.

2. If an exceptional situation makes individual portion markings
clearly impracticable, place a statement on the face of the
document describing which portions are classified, and at what
claseil’ication level. This statement shall identify the
classified information ae specifically aa would parenthetical
portion markings.

3. Mark figures, tables, graphe, charts and similar
illustrations appearing within a document with their
classification level, including the short form(s) of any
applicable warning notice(e) and intelligence control marking(s).
Place these markings within, or adjacent to, the figure, table,
graph or chart. Mark chart and graph captions or titles with the
abbreviated classification level (including all applicable
abbreviated warning notice(s) and intelligence control
marking(s)) . When figure or table numbers are used to identify
the captions or titles, place these abbreviated marking(s) after
the number and before the text (see exhibit 6A-4).

4. Portions of U.S. documents containing NATO or FGI shall be
marked to reflect the country, international organization, and
appropriate classification level (see exhibit 6A-5). The letter
‘Rn ehall be used for the identification of NATO RESTRICTED or
Foreign Government RESTRICTED information.

5. The authority to grant waivers of the portion marking
requirement rests with the Director, 1S00. Waivere granted prior
to 14 October 1995 by DoD officiale are no longer valid.
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Reguests for waivers ehall be forwarded to the OASD (C%), via
the CNO (N09N2), for submission to the Director, 1S00. Forward
waiver regueste for SAPS to the Director, Special Programs,
Office of the DUSD(PS), via the CNO (N09N2), for submission to
the Director, 1S00. The waiver regueet shall include the
following:

Identification of the claeeified information or material
(e.g!; a certain type of document) for which the waiver ie
eought;

b. A detailed explanation of why compliance with the portion
marking reguirament ie not practical;

c. An estimate of anticipated dissemination of the
classified information or material; and

d. The extent to which the claeeified information or
material may form a basis for derivative classification.

6-6 SUBJECTS AND TITLES

1. Mark subjects or titles with the appropriate abbreviated
classification level, after the eubject or title (see exhibits
6A-2, 6A-3 and 6A-5). When subjects or titles of classified
documents are included in the reference line, enclosure line, or
the body of information, the classification of the subject or
title ehall follow.

2. Whenever possible, eubjects or titles ehall be unclassified
for identification and reference purposes. If a classified
subject or title is unavoidable, an unclassified short
title ehall be added for reference purposes, for example:

nSubj : ASW OPERATIONS IN THE BATAVIAN LITTORAL ON 2 JUNE 99 (C)
(SHORT TITLE: ‘ASWOPS 3-99 (u)).n

6-7 PLAC~ 09 ASSOCIATED MARXINGS

1. Associated markings are epelled out in their entirety on the
face of a document. Certain associated markinge, (i.e., the
mclaesified by,II‘Reason, n ‘Derived from,n ‘Downgrade to,-
‘*Declassify on,m linee) , and certain warning notices (e.g., RD,
CNWDI and PRO) are placed on the face of the document in the
lower left hand corner (eee exhibit 6A-l). Other warning notices
(e.g., dissemination and reproduction notices, SIOP-ESI and
CRYPTO) and all intelligence control markinge, are spelled out in

I
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their entirety on the face of the document, at the bottom center
of the page, above the classification level marking. See
paragraph 6-23 for the proper placement of markings on
correspondence and lettere of transmittal.

2. Associated markings are not spelled out on interior pages.
However, the short forms of Certain Warning notice(s), (e.g.,
‘RESTRICTED DATA,= ‘FORMERLY RESTRICTED DATA,” WNPI,n and
‘CJ?YPTOn (see paragraph 6-11)), and the short form of U
intelligence control marking(e) (eee paragraph 6-12), applicable
to each page, shall be marked after the classification level at
the bottom center of each page. Associated markinge ehall not be
placed on the back cover of any classified document (see exhibit
6A-1) .

6-S MARRII?Q 0R1GINALL% CLASSIFIED DOCUMENTS WITB THE
~Dc~sIPIED By*jAHD ‘iREASON* LINES

1. The Nclassified byn and t8Reasonn lhSS are rarelY used
because an eetimated 99 percent of all DON documents are
derivatively claeslfied.

2. Mark the face of a document containing originally classified
information with a “Classified by” and ‘Reason” line (see exhibit
6A-6) . The nClassified by” line ehall be followed by the
identity of the DON OCA (e.g., COMINI?WARCOM). The “R~ea~” line
shall indicate a concise reason for classification.
‘Reasonn codes may be found in reference (b).

3. Hark the face of a document containing both originally an~
derivatively classified information with a “classified by” line
and “Reason” line (see exhibit 6A-7). The %?lassified by” line
shall indicate ‘Multiple Sources” as the eource of classification
and a list of sources, ae required in paragraph 6-9, ehall be
maintained with the file copy of the document.

6-9 MARRING DERIVATIVELY CLAS8ZZIED DOCUMENTS WITE THE
IID~I~D FROMC8LI~

Mark the face of a document containing only derivatively
classified information with a ‘Derived fromcsline. If all of the
information wae derivatively classified using a single SCG or
source document, identify the SCG or source document on the
‘Derived from- line. Include the date of the source document or
SCG (unless the identification of either the source or the SCG
implicitly includee the date) (see exhibit 6A-8). If more than
one SCG, source document, or combination of theee provide the
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derivative classification guidance, place “Multiple Sourcee” on
the $$Derived fromqaline. However, if “Multiple Sources” ie used,
maintain a record of the sources on or with the file or record
copy of the document. When feasible, thie list should be
included with all copies of the document. If the document has a
bibliography, or reference list, this may be used as the list of
sourcee, however, amotate the list to distinguish the sources of
claeeification from other reference.

6-10 USE OP TNB “DOWNGRADE ‘f@ ANO “DKLASBIPY OIW LINES

1. When applicable, place the “Downgrade to” line on a document
immediately below either the “Classified by” and “Reasone lines
or the ‘Derived fronn line. The “Downgrade to” line ie ueed to
indicate that a change in document classification level will
occur on a specific date or event. The “Downgrade to” line is
alwaye used in addition to the *’Declassify onn line (see exhibits
6A-6 through 6A-8).

2. Place the ‘Declassify onn line on a document immediately
below the ‘Classified by” and ‘Reason” lines, or the “Derived
from” line, or immediately below the ‘Downgrade ton line, if a
‘Downgrade to” line is ueed. The “Declassify on” line is used to
indicate that a document no longer requires classification after
a epecific date or event, or that the document ie exempt from
automatic declassification (i.e., requires an “X” code) (see
exhibite 6A-3 and 6A-7). Reference (c) discusses the use of “25X
codes” as a declassification instruction applied to permanently-
valuable records.

3. When derivatively classifying a document, the most
restrictive downgrading and declassification instruction(s) of
all the sources shall be carried forward to the newly created
document.

6-11 WARNING NOTICES

1. Warning notices advise the holders of a document of
additional protective measures euch ae restrictions on
reproduction, dissemination or extraction. See exhibit 8A for a
listing of distribution statements for technical documents.

2. ‘The following warning notices are authorized for uee, when
applicable:

Disaemiaation and Reproauotion lioticee. Mark classified
docu%nts subject to special dissemination and reproduction
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limitations, as determined by the originator, with one of the
following statements on the face of the document, at the bottom
center of the page, above the classification level marking:

(1) “REpRODU~ION REQUIRES APPROVAL OF ORIGINATOR OR
HIGHER DOD AUTHORITY.N

(2) “FURTHER DISS~INATION OwLy AS DIRECTED BY (ineert
appropriate command or official) OR HIGHER ODD A~O~TY.n

b. AD and PRD. Per reference (d), mark classified documente
containing RD and/or FRD on the face of the document, in the
lower left corner, with the applicable warning notice (the RD
notice takes precedence over the FRO notice if both AD and FAD
information are contained in the document) (eee sxhibite 6A-9 and
6A-lo) :

(1) “RESTRICTED DATA”--nThie material contains Restricted
Data as defined in the Atomic Energy Act of 1954.
Unauthorized disclosure subject to administrative and
criminal sanctions.w

(2) “FORMERLY RESTRICTED DATA”--mUnauthorized disclosure
subject to administrative and criminal eanctions.
Handle as Restricted Data in foreign dissemination.
Section 144.b, Atomic Energy Act, 1954.”

Portion mark documents containing RD with the abbreviated form
‘RDn (e.g., ‘(TS/RD)n) and portions containing FRO with the
abbreviated form nFRDn (e.g., ‘(C/FRO)n). The short form for RD
is ‘RESTRICTED DATA” and the ehort form for FAD is “FORMERLY
RESTRICTED DATA.” Place theee ehort forma on interior pages,
after the classification level at the bottom of each applicable
page. Additionally, place these short forme after the
classification level at the top left corner on the first page of
correspondence and letters of transmittal.

c. CNUDI. CNWDI (a subset of AD) ie subject to special
dissemination controls. In addition to the AD notice, mark the
face of a document containing CNWDI in the lower left corner with
the following warning notice:

‘CRITICAL NUCLEAR WEAPONS DESIGN INFORMATION, DOD DIRS~IVE
5210.2 APPLIES”

Portion mark RD documents containing CNWOI with the abbreviated
form “(N)” (e.g., ‘(S/AD)(N)”). Mark interior pages containing
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CNWDI with the short form “CNWDI” after the classification level
at the bottom center of each applicable page (see exhibit 6A-10).
Place “CAITICAL NUCLEAR WEAPONS DESIGN INFORMATION” after the
classification level at the top left corner on the firet page of
correspondence and letters of transmittal. The marking policiee
and dissemination procedures for CNWDI are contained in reference
(e).

d. NNPI

(1) Per reference (f), in light of the national policy
prohibiting foreign disclosure of NNPI, epecial distribution
control markinge are used on correspondence and documente
containing claeeified or unclassified NNPI. Requirement for the
proper use and placement of theee markings ie set forth in
reference (f) and (g) (theee markinge ehall only be ueed on NNPI
documents (except for the use of “NOFORN” as the ehort form of an
intelligence control marking (see paragraph 6-12)):

(a) “NOFORN” - NOT RELEASABLE TO FOAEIGN NATIONALS;

(b) “SPECIAL HANDLING REQUIRED” - NOT RELEASABLE TO
FOREIGN NATIONALS;

(c) “TNIS DOCUMENT (or material) IS SUSJECT TO
SPECIAL EXPORT CONTROLS AND EACH TRANSMITTAL TO FOREIGN
GOVERNMENTS OR FOREIGN NATIONALS UAY BE MADE ONLY WITH PR1OR
APPROVAL OF THE COMNAVSEASYSCOM”

(2) The paragraph 6-5 requirement for portion marking is
waived for documents containing classified NNPI (except for NNPI
classified as RD). However, in the case of a document containing
both classified NNPI and non-NNPI classified information, the
non-NNPI classified portions shall be portion marked as required
in paragraph 6-5.

(3) Mark the following aeeociated marking on the face of
a classified NNPI document (except an NNPI document also
classified ae RD):

‘Derived from: DOE-DOD Classification Guide,
CG-RN-1, Revision dated

Declassify on: X2, X3, X6, X8 —
This document shall not be used as a baeis for
derivative classification guidance.”
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(4) Classified NNPI containing RO or FRD information is
governed by the provisions of paragraphs 6-4 and 6-10.
Classified NNPI not containing RD or PRO information shall
include the associated markings set forth in reference (f).

(5) 00E Unclassified Controlled Nuclear Information (OOE
UCNI ). Mark unclassified NNPI which is also 00E UCNI per
reference (f).

e. EIOP . Per reference (h), SIOP documents shall be marked
in the same manner as any other classified document. SIOP
documente released to NATO shall be marked per reference (h).

f. 810P-EOI. Per reference (h), SIOP-ESI documents are
subject to special dissemination controls. Mark the front and
beck cover of SIOP-ESI documents, center top and bottom, below
the classification level marking, with the indicator “SIOP-ESI
Category XX”. Additionally, mark the face of SIOP-ESI documents,
bottom left, with the following warning notice:

Whis (correspondence, memorandum, report, etc.) contains
SIOP-ESI Category XX data. Access lists govern internal
distribution .“

Messages containing SIOP-ESI ehall include the designator
‘SPECATn and the indicator ‘SIOP-ESI Category XXn with the
category number spelled out (e.g., SPECAT SIOP-ESI CATEGORY ONE)
at the beginning of the meesage text immediately following the
overall message classification.

9. CO14.SEC

(1) Per reference (i), the designator “CRYPT@
identifies all COMSEC documents and keying material which is ueed
to protect or authenticate classified or eeneitive unclassified
government or government-derived information. The marking
‘CRYPTOn is not a security classification.

(2) Mark COMSEC documente and material likely to be
released to contractors with the following warning notice on the
face of the document, at the bottom center of the page, above the
classification level marking:

‘COMSEC Material - Access by Contractor Pereonnel Restricted
to U.S. Citizens Holding Final Government Clearance.”
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3. Notices for Controlled Unclassified Information are ae
followe:

Per reference (a), mark the bottom face and
inte~iory~;e of documente containing POUO information with “FOR
OFFICIAL USE ONLY.n Classified documents containing FOUO do not
require any markings on the face of the document, hovever, the
interior pagee containing only POUO information shall be marked
top and bottom center with ‘FOR OFFICIAL USE ONLY.” Hark only
unclassified portione containing POUO vitb ‘(FOUO)n immediately
before the portion (eee exhibit 6A-3). Unclassified letters of
transmittal vith POUO enclosures or attachments shall be marked
at the top left corner vith ‘FOR OFFICIAL USE ONLY ATTACHMENT.n
Additionally, mark FOUO documents transmitted outeide the DoD
vith the folloving notice:

“This document contains information exempt from mandatory
disclosure under the FOIA. Exemption(s) apply.”

b. DoD Unolaasified Controlled Nuolear Information (DoD
UCNI) .

(1) Unolaesified dooumenta containing DoD UC2JI. Per
reference (j), mark the bottom face and the back cover of
unclassified documente containing DoO UCNI with ‘DoD Unclassified
Controlled Nuclear Information.n Portion mark DoD UCNI
unclassified documents with the abbreviated form “(DoO UCNI)N
immediately before the beginning of the portion. Mark
correspondence and letters of transmittal at the top left corner
on the face of the document vith “DoD Unclassified Controlled
Nuclear Information.”

(2) Claseif ied doouments containing DoD UCtTf. Per
reference (j), mark classified documents containing DoD UCNI as
any other classified document except that interior pages vith no
classified information ehall be marked ‘DoD Unclassified
Controlled Nuclear Information” at the top and bottom center.
Portion mark classified documents that contain DoD UCNI vlth the
abbreviated form “(DoD UCNI)n immediately before the beginning of
the portion and in addition to the claeeification marking (e.g.,
‘(S/DoD UCNI)n). Mark correspondence and letters of transmittal
at the top left corner on the face of the document vith ‘DoD
Unclassified Controlled Information.n
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(3) Additionally, mark the face of documents containing
DoD UCNI which are transmitted outside the DoD in the lower left
corner with the following notice:

‘DEPARTMENT OF DEFENSE UNCLASSIFIED CONTROLLED NUCLEAR
INFORMATION, EXEXPT FROM MANDATORY DISCLOSURE (5 U.S.C.
552(b)(3), as authorized by 10 U.S.C. 128)”

c. Drug Enforcement Administration (DEA) sensitive
Information.

(1) Unolaasif ier3doauments containing DEA Bansitive
Information. Mark the top and bottom face and back cover of
unclaaeified documents containing DSA Seneitive information with
“DEA Sensitive.n Portion mark unclassified DEA Sensitive
documents with the abbreviated form ‘(DEA)” immediately before
the beginning of the portion. Mark interior pagee of
unclassified DEA Sensitive documents top and bottom center with
‘DEA Sensitive.n

(2) Claeaified doauments containing DEA Bensitive
Information. Mark classified documents containing DEA Sensitive
information ae any other classified document except that interior
pages with no classified information ehall be marked “DEA
Sensitive” at the top and bottom center. Portion mark classified
documents that contain DEA Seneitive information with the
abbreviated form “(DEA)” immediately before the beginning of the
portion and in addition to the classification marking (e.g.,
“(S/DEA)”).

d. Department of State (DOS) Seneitive But Unclassified
(SEW) Information. The 00S does not reguire that SBU information
be specifically marked, but does require that holders be made
aware of the need for controls. Mark DON documents containing
SBU information in the came manner ae if the information were
Fouo .

NATO an4 ?oreiga Government RESTRICTED Information.
Marke~ocuments containing NATO and Foreign Government RESTRICTED
information per paragraph 6-15.

6-12 INTELLIr2ENCB CONTROL MARRINGS

1. The policy for marking intelligence information is contained
in reference (k). Mark classified documents containing
intelligence information with all applicable intelligence control
markings on the face of the document, at the bottom center of the
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page, above the classification level. Mark interior pages
containing intelligence information with the short forms of all
applicable intelligence control markings after the claeeification
level at the bottom of each applicable page. Mark portions of
intelligence documents with the abbreviated form of all
applicable intelligence control markings. Additionally, place
the applicable intelligence control marking(s), in its entirety,
after the classification level at the top left corner on the
first page of correspondence and letters of transmittal (see
exhibit 6A-11).

2. Authorized intelligence control markings are as follows:

“DISSEMINATION AND EXTRACTION OF INFORMATION CONTROLLED
BY O;;GINATOR” (“ORCON” or ‘OC”).

(1) This marking is the most restrictive intelligence
control marking and shall only be used on classified intelligence
that clearly identified or would reasonably permit ready
identification of intelligence sources or methods that are
particularly susceptible to countermeasure that would nullify or
measurably reduce their effectiveness. It ie used to enable the
originator to maintain continuing knowledge and supervision of
distribution of the intelligence beyond its original
diseemlnation. This control marking shall not be used when
access to the intelligence information will reasonably be
protected by its security classification level marking, use of
any other control markings specified in reference (k), or in
other DCIDS.

(2) This information shall not be used in taking
investigative action without the advance permission of the
originator. The short form of this marking is “ORCON”; the
abbreviated form ie ‘OC”.

b. ‘CAUTION-PROPRIETARY INFORMATION INVOLVEO** (!!PROPIN”or
‘PRn) .

use this marking with, or without, a security
classification level marking, to identify information provided by
a commercial firm or private source under an expressed or implied
underetanding that the information shall be protected ae a trade
secret or proprietary data believed to hsve actual or potential
value. l%is marking may be used on U.S. Government Proprietary
data only when the U.S. Government proprietary infOIT!JatiOncan
provide a contractor(s) an unfair advantage such as U.S.
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Government budget or financial information. The short form of
this marking is “PROPIN”; the abbreviated form is “PR”.

c. ‘NOT RELEASABLE TO FOREIGN Nationals (nNOFOANo or ‘NFrl).

Use this marking to identify intelligence which, per
reference (l), the originator has determined may not be discloeed
or released, in any form, to foreign governments, international
organization, coalition partnere, foreign nationale, or
immigrant aliens without originator approval. This marking ie
not authorized for use in conjunction with the ‘AUTHORIZED FOR
RELEASE TOn (“REL”) marking. The short form of this marking is
‘NOFORN”; the abbreviated form is ‘NF.”

d. ‘AUTHORIZED FOR RELEASE TO. ..(name of country(iee) or
international organization(e))” (“RELN or ‘REL TO”).

Use thie marking when a limited exception to the marking
requirements of ‘NOFORN1amay be authorized to releaee the
information beyond U.S. recipients. This marking is onlY
authorized when the originator hae an intelligence sharing
agreement or relationship with a foreign government approved in
accordance with DCI policies and procedures that permits the
release of the epecific intelligence information to that foreign
government, but to no other in any form without originator
consent. Thie marking is not authorized for use in conjunction
with the marking “NOT RELEASABLE TO FOREIGN NATIONALS”
(“NOFORN”) . The abbreviated form for thie marking is “REL or
‘REL TO (abbreviated name of country(ies) or international
organizations) .“

4. The obsolete intelligence control markinge, “WARNING NOTICE-
INTE3ALIGENCE SOURCES OR METNODS INVOLVED” (“WNINTEL”) and ‘NOT
RELEASABLE TO CONTAAC1’ORS/CONSULTANTS” (“NOCONTRACT”) are no
longer authorized for use. While the remarking of documente
bearing the obsolete intelligence control markings “WNINTEL” and
‘NOCONTRACT” is not required, holders of documents bearing these
markings may line through or othendise remove the markings from
documents. See reference (k) for assistance in recognizing and
identifying other obsolete intelligence control markings.

6-13 MARKING DOCUNENTS CLASSIFIED ONDER TNE PATENT SECRECY ACT

1. Mark patent applications that contain official information
and warrant classification per this chapter.
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2. If the patent application does not contain official
information that warrants classification, the procedures are as
follows:

a. Place a cover sheet (or letter of transmittal) on the
application with the following language:

‘THE ATTACHED MATERIAL CONTAINS INFORMATION ON WWICW TNE U.S.
PATENT OFFICE HAS ISSUED SECRECY ORDERS APTER DETERMINING
THAT DISC143SURE WOULD BE DETRIMENTAL TO NATIONAL SECURITY
(PATENT SECRECY ACT OF 1952, U.S.C. 181-188) . IT IS
PROHIBITED BY LAW TO TRANSMIT OR REVEAL IN ANY MANNER SUCH
INFORMATION TO AN UNAUTHORIZED PERSON. HANDLE AS TWOUGH
CLASSIFISO (insert the classification that would be assigned
had the patent application been official information).”

b. The information ehall not be releaeed to the public;
dissemination within the DON shall be controlled; the applicant
shall be instructed not to disclose it to any unauthorized
pereon; and the patent application (or other document
incorporating the protected information) shall be safeguarded in
the manner prescribed for equivalent classified information.

3. If a filing of a patent application with a foreign government
is approved under provisions of reference (m) and arrangements on
interchange of patent information have been accomplished for
defense purposes, mark the copies of the patent application
prepared for foreign registration (but only those copies) at the
bottom of each page as follows:

‘WITHHSLO UNDER THE PATENT SECRECY ACT OF 1952 (35 U.S.C.
181-188) WANDLE AS (insert classification level determined).”

6-14 INDEPENDENT RSSEARCH AND DEVELOPMENT (IRSD)

1. IR&D may be U.S. Government sponsored, or a purely private,
uneponsored effort. In either case, the product of IR&D shall
not be classified unless it incorporates classified information
to which the developer was given prior access.

a. If no prior access was given, classification is
permissible only if the U.S. Government first acguires a
proprietary interest in the information.

b. If the pereon or company conducting the IR&D believes
that protection may be warranted in the intereet of national
security, they shall eafeguard the information and submit it to
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the cognizant DON command for eecurity evaluation. The receLving
command shall make or obtain a classification determination as if
it were U.S. Government information. If negative, the originator
shall be notified that the information ie unclassified. If
affirmative, the command shall determine if an official
proprietary interest in the IR&D will be acguired. Assign proper
claeeificati.on if an interest is acquired. If not, the
originator shall be informed that there is no bseis for
classification and the mtentative= classification shall be
cancelled.

2. In other instancee, such as an unsolicited bid, in which a
firm, organization or individual eubmits private information to
the 00N for classification evaluation, follow the “tentative”
classification etepe epecified in chapter 4, paragraph 4-14.

6-15 MARKING DOCUMENTS COSTIUHXXO NATO OR ?01

1. Documents classified by a foreign government or international
organization retain their original foreign classification
designation or are assigned the U.S. classification equivalent
listed in exhibit 6c, in addition to that provided by the
originator, to ensure adeguate protection. Authority to assign
the U.S. designation &oee not require original classification
authority.

2. When NATO or other foreign government RESTRICTED infO~tiOn
is included in an otherwise unclassified DON documen$~~k the
face of the document with the following statement:
document contains NATO RESTRICTED information not marked for
declassification (date of eource) and shall be safeguarded in
accordance with USSAN 1-69.” Additionally, mark the top and
bottom of each applicable page with the following statement:
‘This page contains (indicate NATO or country of origin)
RESTRICTED information” and mark the portions accordingly (e.g.,
‘N/Rm or ‘UK/Rn) .

3. Usrk documents that incorporate or contain extracte of NATO
classified information on the cover or first page with “TNIS
DOCUMENT CONTAINS NATO CLASSIFIED INFORMATION.n Mark portions to
identify the NATO information and classification level (e.g.,
‘(N/S)n or ‘(N/C)n).

4. An FGI document marked with a classification designation
which equates to RESTRICTED or an unclasei.fied FGI document
provided to a DON command on the condition that it will be
treated “in confidence,” shall be marked “CONFIDENTIAL - MODIFIED
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HANDLINGN with the identity of the originating government and
whether the documents are RESTRICTED or provided ‘in confidence.tf

5. When FGI is contained in a document, mark the face of the
document with the following statement: ‘THIS DOCUXENT CONTAINS
(indicate country of origin) INFORMATION, n or if the identity of
the foreign government muet be concealed, ‘THIS DOCIJMENT CONTAINS
FOREIGN GOVERNMENT INFORMATION.N Interior pages of documents
containing FGI require no additional markinge, however, mark
portions to indicate the country and classification level (e.g.,
‘(UK/C)n or ‘(GE/S)m). The “Derived fromn line shall identify
the U.S. and foreign sources. The ‘Declassify on” line shall
contain the notation ‘ORIGINATING AGENCY DETERMINATION REQUIRED”
or nOADRo when the identity of the foreign gover~ent must be
concealed. The identity of the concealed foreign government
shall be maintained with the record copy and properly protected.

6. A date or event for automatic or systematic declassification
shall not be aesigned to FGI unless specified, or agreed to, by
the foreign entity. Protect FGI classified by the DON, under
this or previoue regulation, for an indefinite period.
Classified records containing FGI, transferred for storage or
archival purposes to the NARA or other locations, shall have
accompanying documentation identifying the boxes containing such
information.

6-16 TRANSLATIONS

‘franelations of U.S. claeeified information into a foreign
language shall be marked with the appropriate U.S. classification
markings and the foreign language equivalent (see exhibit 6C).
The translation ehall also clearly show the U.S. as the country
of origin.

6-17 I?ICRNAMEB, EXERCISE TERMs AND CODE WORDB

1. Reference (n) governs the assignment, control, and uee of
nicknames, exercise terme and code words. Mark them as follows:

a. Nicknamee are a combination of two unclassified words
with an unclassified meaning (e.g., ‘MUD ROOM (U)w).

b. An exerciee term is a combination of two non-code words
which may or may not be classified and may or may not have a
classified meaning (e.g., ltPOTATOHSAD (U)n or ‘DUD SPUD (C)tl).
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c. A code word ie a eingle classified word with a classified
meaning (e.g., ‘BRIEFCASE (C)n or ‘RETIREMENT (S)n).

6-18 CLMS12ZCATIOM BY COMPILATION

1. When individual items of unclaeeified or classified
information are combined, classification or higher claeeification
by compilation may result. Claeeification by compilation is
baeed on an exieting SCG or an original decieion by an approved
OCA .

2. Place a etatament on the face of a document classified by
compilation which explaine the reaeon(s) for the higher
classification level. Include in your etatement:

a. The fact that the individual parte are unclaeeified or
are of a lower claeeification;

b. The reaeon why the compilation warrante claeeification or
a higher claeeification; and

c. The authority for the compilation classification.

h example of a compilation statement is as followe: ‘Individual
portions of this document reveal varioue unclassified operational
frequencies of the AN/SPG-149 radar. However, the compilation of
those frequencies reveals the overall frequency band of the
AN/SPG-149 radar. Per OPNAVINST S5513.8, enclosure (103), the
frequency band of the AN/SPG-149 is classified Confidential-X3.”

3. If portions, standing alone, are unclassified, but the
compilation of the unclaeeified portions make the document
classified, mark each portion ae unclaeeified but mark the face
of the document and interior pages with the classification level
of the compilation. This principle also applies if the
individual portions are classified at one level, but the
compilation is of a higher classification level.

6-19 CNANGE8 TO BX18TING CLASSIFIED DOCUMENTS

1. If a change ie being iesued to an exieting classified
document, the originator of the change ehall ensure that the
changed pages are properly marked and consistent with the overall
marking etyle of the basic document.
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2. If a document has a front cover designed for permanent use
and is frequently revised, place a statement on the lover left
corner of the cover which states, ‘SEE TITLE (or first) PAGE FOR
CLASSIFICATION AUTNORITY AND DECLASSIFICATION INSTRUC?TIONS.n The
title or firet page can then be changed as neceesary.

3. In a change transmittal, a pen change for the front cover,
title page, or firet page may be included. If a change consists
of interior pages only, the text of the change transmittal shall
include the statement, ‘TNE DECLASSIFICATION INSTRUCTIONS
ASSIGNED TO TNE BASIC DOCUMENT APPLY .“

6-20 NARRII?G TRAINING OR TEST DOCD31ENTS

1. Mark an unclassified training document which is classified
for training purposes only to show that it is actually
unclassified. Place a statement on each applicable page of the
training document as follows: nTNIS PAGE IS UNCLASSIFIED BUT
MARNED AS (insert classification) FOR TRAINING PURPOSES ONLY.”

2. Mark all applicable pages of an unclassified test document
which will become classified when filled In aa follows: ‘TNIS
(document, page, test, etc.) IS UNCLASSIFIED BUT (insert
classification) WNEN FILLED IN.n ~is policy can be applied to
any unclassified document (e.g., logs and worksheets) which will
later become classified when filled in.

6-21 NARKING CLASSIFIED DOCDNENTS WITE C031PONENT PARTS

If a classified document has components likely to be removed and
used or maintained separately, mark each component as a separate
document. Examples are annexes or appendices to plans, major
parts of a report, aete of reference charts and AIS printout
portions (see paragraph 6-32). If the entire major component is
unclassified, mark it as ‘UNCLASSIFIED,n on its face, top and
bottom center, and add a statement “ALL PORTIONS OF TNIS (annex,
appendix, etc.) ARE UNCLASSIFIED.” No further markings are
required on such a component.

6-22 RH4ARRINQ DPGRADED, DOWNGRADED OR DECLASSIFIED DOCUNENTB

Upon notification, holders of classified documents that have
~~en upgraded, downgraded or declaeeified, ehall immediately
remark the affected portions. Place on the face of the document
the authority for the change, the date of the action, and the
identity of the person making the change(s) (e.g., ‘PORTIONS
DOWNGRADED TO CONFIDENTIAL PER NAVSEA LTR 09TI SER 8S345 OF
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22 JuN 99 BY Ifs.V. CICALA ON 29 JUN 99,” or ‘DECLASSIFIED PER
CNO HESSAGE DTG 1516342 NOV 96 ON 18 NOV 96 BY DR. ED HARSNALL,
CNO (N874)”).

2. When the volume of documents L?Isuch that prompt remarking of
each classified item cannot be accomplished vitbout interfering
with operations, the custodian shall attach upgrading,
downgrading or declassification notices to the storage unit
(e.g., a container drawer, lateral file, etc. ).

6-23 CLASSXPYIMQ PROM SOORCB ~S WITS OLD DBCLABSI~ICATION
121STEUCTIOMS

1. A newly created document which derives its classification
from a source document or SCG issued prior to 1 August 1982,
shall be marked as followe:

If the eource document or the SCG epecifies a
decl~~eification date or event, the date or event shall be
carried forward to the newly created document.

b. If the eource document or the SCG gives an indeterminate
declassification date or event (e.g., “OAOR” or ‘Reviev on:
17 JAN 2001”), the document ehall be marked “Source marked OADR,
source dated (date of source) ,W and the OCA Lclentified on the
source document ehall be consulted to determine the
claeeification duration of the document.

6-24 CORQBSPOMDBNCE AND LBTTERS OP TRA?JSMITTAL

1. correspondence. Classified correspondence is marked in the
same namer as any other classified document, except the upper
left corner is aleo marked with the higheet overall
classification level folloved by the ehort forms of certain
warning noticee (except NNPI, which ie marked per reference (f))
(eee paragraph 6-11) and all applicable intelligence control
markings in their entirety (see paragraph 6-12).

2. Letters of transmittal. A letter of transmittal may have a
classified document, or documenter enclosed vith or attached to
it. The letter of transmittal may itself contain information
classified egual to, or higher than, the classified document it
is transmitting. Host often, the letter of transmittal itself is
unclassified or classified at a lower level than ite enclosures
or attachment.
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a. Unolaasified lettere of transmittal. Mark only the face
of an unclassified letter of transmittal, top and bottom center,
with the highest overall classification level and all applicable
warning noticee and intelligence control markinge of ite
classified enclosures or attachments (the associated markings
found in paragraphs 6-0 through 6-10, e.g., the “Derived from”
and ‘Declassify on” linee among others, shall not be marked on
the face of an unclassified letter of transmittal). Provide
instructions, at the top left corner of the letter of
transmittal, to indicate the highest overall classification level
of the transmittal (including all applicable warning notices and
intelligence control markings in paragraph 6-24.1 format).
Additionally, indicate how the classification level of the letter
of transmittal can be lowered through removal of ite various
enclosures or attachments. For example, if an unclassified
transmittal hae three enclosure, one Secret (encloeure (l)) and
two Confidential (enclosures (2) and (3)), mark the transmittal
“SECRET--CONFIDENTIAL UPON REMOVAL OF SNCLOSURE (1)-UNCUWSIFIED
UPON REMOVAL OF ENCLOSURES (1) THROUGH (3)” (see exhibit 6A-12).
Interior pages (if any) of unclassified lettere of transmittal,
which are transmitting classified enclosures or attachments, need
not be marked or alternatively may be marked as ‘UNCLASSIFIED.n

b. Claeeified letters of transmittal. Mark classified
letters of transmittal in the same manner as any other classified
document (see paragraph 6-l). Additionally, mark a classified
letter of transmittal:

(1) Which has enclosures or attachments classified at a
higher level, with the highest overall classification level and
all applicable warning notices and intelligence control markings
of its enclosures or attachments and the transmittal itself.
Provide instructions, at the top left corner, to indicate the
highest overall classification level of the transmittal
(including all applicable warning notices and intelligence
control markings in paragraph 6-24.1 format) . Additionally,
indicate how the classification level of the letter of
transmittal can be lowered through removal of its various
enclosures or attachments. For example, if the letter of
transmittal itself is CONFIDENTIAL but has one enclosure which is
SECRET, mark the transmittal, ‘SECRET--CONFIDENTIAL UPON REMOVAL
OF ENCLOSURE (l)” (see exhibit 6A-13).

(2) Nhich is classified higher than or egual to the
classification level of ite enclosures or attachment, at the top
left corner with the highest overall classification level and all
applicable warning notices and intelligence control markings of
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its enclosure or attachments and the transmittal itself.
Provide instructions, at the top left cornsr, to indicate
highest overall classification level of’the transmittal
(includinq all applicable warninq notices or intelligence

5510.36

the

control
markings in parag;aph 6-24.1 fofiat). Additionally, -indicate how
applicable warning notices and intelligence control markings can
be removed through removal of varioue enclosures or attachment.
For example, if a letter of transmittal classified SE- is
transmitting a document classified CONFIDENTIAL/NOT RELEASABLE TO
FOREIGN NATIONALS (enclosure (l)), mark the transmittal
‘SECRET/NOT RELEASABLE TO FOREIGN NATIONALS--SECAIW UPON REMOVAL
OF ENCLOSURE (1).”

3. There are no marking requirements for unclassified letters of
transmittal which are transmitting only unclaeeified encloeuree
or attachments, with the exception of the controlled unclassified
information epecified in paragraph 6-11.3.

6-25 MAAXINQ ELECTRONICALLY-TRANSMITTED CLASSIFIED MESSAGES

1. Mark classified electronically-transmitted meeeagee in the
eeme manner ae a classified document, with the following
modifications:

a. The first item of the text ehall be the highest overall
classification level of the meeeage, and may be printed by an
AIS, provided the marking etands out from the reet of the text.
In older AISe thie may be achieved by surrounding the markings
with asterisks or other symbole.

b. The ehort forms of certain warning notices and all
intelligence control markings, ehall be spelled out following the
message claesiflcation level which precedes the meseage eubject
line (eee paragraphs 6-11 and 6-12).

c. Classified messages shall be portion marked per paragraph
6-5. However, certain preformatted meeeagee, such as RAINFORM,
CASNEP and eimilar reporting formate, need not be portion marked
as they do not contain identifiable portions. The overall
claeeification, downgrading and declassification markinge satisfy
the marking requirements for these type meseages.

d. The proper completion of the “DECLC9 line for meeeages is
outlined in exhibit

SECNAVIN8T 5510.36
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6-26 MAAX12W CLASSIFIED PILES, 2’OLDEASAND QROUPS Or DWUNENTS

Mark classified files, folders and similar groups of documents on
the outside of the folder or holder. A classified document cover
sheet (SFS 703, 704 or 705) attached to the front of the holder
or folder will satisfy this requirement. These SFS need not be
attached when the file or folder is in secure storage.

6-27 MA3UKXNG CLASSIFIED BLUEPRINTS, SCIiEXATICS, MAPS AMD CEARTS

Mark classified blueprints, engineering drawinge, charte, maps,
and similar items, not contained in classified documents, top and
bottom center, with their highest overall classification level
and all applicable associated markings. Mark their subjects,
titles and legends as reguired by paragraph 6-6. If rolled or
folded, clearly mark these or other large items so the highest
overall claeeification level %s clearly vieible on the outeide
(see Sxbibit 6A-14).

6-28 XARXING CLASSIFIED PHOTOGRAPHS, NEQATIVPJ3, AND UNPROCESSED
2ULN

1. Hark classified photographs and negatives with their highest
overall classification level and all applicable associated
markings. If thie is not poseible, place theee markings on the
reverse side of the photograph or negative or include
accompanying documentation. Clearly show the classification
level and all applicable associated markings on reproductions of
photographs (see exhibit 6A-15).

2. Mark classified roll negatives and positives, and other film
containing classified, with their highest overall classification
level and all applicable associated markings. Place these
markings on the canister (if one is used) and the film itself.
When placed on the film itself, place the markings at the
beginning and end of the roll. When self-proceeding film or
paper is used to photograph or reproduce classified information,
the negative of the last exposure shall not be allowed to remain
in the camera. Remove all parts of the last exposure, secure, or
destroy it as classified waete; otherwiee safeguard the camera as
classified.

6-29 NAAKINQ CLASSIFIED ELIDES AND TAANSPAREMCIES

1. Mark classified elides and transparencies with the highest
overall classification level and all applicable associated
markings on both the image area and the border, holder or frame.
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Portion mark the information in the image area of the item (eee
exhibit 6A-15).

2. If a group of classified slides or transparencies are used
together and maintained together as a set, mark only the first
slide or transparency of the set with the highest overall
classification level and all associated markings. Thereafter,
mark each slide or transparency with the overall classification
level and the short forms of all applicable warning notices and
intelligence control markings. Classified slides or
transparencies permanently removed from such a set shall be
marked as separate documents (see exhibit 6A-15).

6-30 31ARXIEX3CLAESIYIED MOTIOIJ PIC!TOREPILME AND VIDEOTAPBB

Mark classified motion picture films and videotapes with the
highest overall classification level and all applicable
associated markings at the beginning and end of the played or
projected portion. A clear audible statemant announcing the
highest overall classification level shall be made at the
beginning and end of any motion picture film or videotape to
ensure that listeners or viewers understand that classified
information is being presented. Mark motion picture reele and
videotape cassettes with the higheet overall classification level
and all applicable associated markings. Mark containers for
reels and cassettes in the same manner (see exhibit 6A-16).

6-31 MARRING CLASSIFIED SOUND RECORDINGS

Classified sound recordings shall have a clear audible statement
amounting the overall classification level at the beginning and
end of the recording. Mark recording reels or cassettes with the
highest overall classification level and all applicable
associated markings. Mark containers for reels and cassettes in
the same manner (eee exhibit 6A-17).

6-32 MARRINQ CLASSIFIED MICROFORM

1. Mark classified microfilm, microfiche, and similar media with
the highest overall classification level in the image area that
can be read or copied. Apply thie marking so it is vieible to
the unaided eye. Place associated markings either on the item or
included in accompanying documentation.

2. Mark protective sleeves or envelopes containing microfiche
with the highest overall classification level and all applicable
associated markinge.
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6-33 31AAKIH0 CLABB12WED AENOVA8LB AIE 8TOAAQE MEDIA

1. External Markings. Mark removable AIS storage media with the
highest overall classification level using the appropriate label
(SFS 706, 707, 708, 709, 710, and 712 (for SCI AIS media)) and
include the abbreviated form of all applicable warning noticss
and intelligence control markings (see paragraphs 6-11 and 6-12)
of the information contain therein. (Removable AIS etorage media
ie any device in which classified data is etored and is removable
from a system by the user or operator (i.e., optical disks,
CD-ROMS, removable hard drives, taps cassettes, etc.) (see
Ssbi.bit 6A-18)).

2. Internal Nerkings. Program the software of classified AISS
storing information in a readily accessible format to mark each
classified file stored by the system with the highest overall
classification level and all applicable associated markings
(i.e., in the same manner as any other classified document).
Additionally, mark the outeide of AIS media storing classified
files programmed in a readily accessible format with the highest
overall classification level and all applicable warning notices
and intelligence control markings. AIS media containing
classified files not programmed in a readily accessible format
ehall be marked on the outside with the highest overall
classification level and all applicable associated markings
(normally a sticker or tag) or have marked documentation kept
with the media (see exhibit 6A-18).

3. 1SS0s shall ensure that AISS provide for classification
designation of data stored in internal memory or maintained on
fixed storage media.

6-34 MARKINQ CLABSIPIED DOCUNENTS PRODUCED BY AIS EQUIPHENT

1. Mark documents produced on AISS which function as word
processing systems per paragraph 6-33. Special provisions for
marking some AIS-generated classified documents are as follows:

a. Mark interior pages of fan-folded printouts with the
highest overall classification level. These markinge ehall be
applied by the AISS even though they may not be conspicuous from
the text. Mark the face of the document with all reguired
associated markings or place these markings on a separate sheet
of paper attached to the front of the printout.

b. Mark portions of AIS printouts removed for eeparate use
or maintenance as individual documente (see exhibit 6A-19).
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6-35 MAREIMQ 141SCBLLANEOUS CLAS81~IED MATERIAL

Handle materials such as, rejected copies, typewriter ribbons,
carbons, and other similar items developed during the production
of a classified document, in a manner that adequately protecte
the material. Promptly destroy such material when no longer
nseded. There ie no need to mark this material as classified
unless neceesary to ensure its protection.
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CONFIDENTIAL
- DEPARTMENT OF THE NAVY

f=!#jj:
0Fr8c.rOv lI+CCnlcvOF NAVALOi=cnATIoNs

WASI4INO1ON.DC20330.1000

5510 ‘“”’”’’”’”’”’O
Ser N09N2/9C123456
(Date)

CONFIDENTIU

MEMORANDUM

From: N09N2
TO: N1

Subj: PORTION IWP.KINGS (U)
. .

1. (U) Apply portion markings to every part of a classified
document. The objective of portion markings is to eliminate
doubt as to which portions of a classified document contain or
reveal classified information.

2. (U) Mark each portion with the highest overall classification
level and all warning notices and intelligence control markings
applicable to the information contained in that portion. For
example, this paragraph contains only “unclassified” information,
therefore, it is marked with “(U)” the abbreviation for
“unclassified. ”

a. (C) This portion, a “subparagraph”of paragraph 2,
contains “Confidential” information, therefore,’ it is marked with
“(C)” the abbreviation for “Confidential. ”

(1) (C) This portion, a “subparagraph” of
“subparagraph” 2a., also contains “Confident~al” information,
therefore, it is also marked with “(C)”.

3. (C) The highest overall classification level of this
document, according to its portion markings, is “Confidential,”
hence the document is marked as such.

Derived from:
Declassify on:

S. L. POTTS
Director, Security Review

OPNAVINST S5513.5B, enclosure (17)
31 October 1998

THIS PAGE IS UNCLASSIFIED BUT MARKED “CONFIDENTIAL” FOR TRAINING
PoWOSES ONLY
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SECRET

From:

I To:

Subj :

SECRET
DEPARTMENT OF THE NAVY

CIFFICE OF THE CHIEF OF NAVAL OPE?IATIONS
GECNAVINST S51O.36

w~SHINGION,0C203S0-2W0 ,NRE,LYRE==a TO 17~8/8j~

5510
Ser N09N217S123456
(Date)

Chief of Naval Operations
Commander, Naval Space Command

NAMING CLASSIFIED INFORMATION CONTAINING FOUO
INFORMATION (U)

1. (FOUO) Classified information or

I information shall be marked per this
markings are required merely because
information.

material containing FOUO
regulation. No additional
it contains FOUO

2. (FOUO) Since FOUO information is, by definition unclassified,
“FOUO” is an acceptable portion marking substitute for “U.”
Additionally, pages that contain only FOUO information, with no
classified information, may likewise be marked “FOR OFFICIAL USE
ONLY” as an acceptable substitute for “Unclassified.”.

3. (S) Letters Of transmittal that have no classified
information or material enclosed or attached to them, but have
FOUO enclosures or attachments shall be marked with a scatemenc
similar to this one: “FOR OFFICIAL USE ONLY ATTACHMENT. ”

4. (FOUO) The marking “FOUO” alerts holders that the information
may be withheld under exemptions (b)[2) through (b)(9) of the
Freedom of Information Act (FOIA) Program, outlined in SECNAVItiST .
.5720.42E. The marking “FOUO” may only be terminated by the
originator or other competent authority, such as Initial Denial
Authority (IDA) or appellate authority, when the information no
longer requires protection from public disclosure. If practical,
all kntn~nholders will be notified to remove this marking.

C. G. ONAP.A
Head, Security Branch

Oerived from: OPNAVINST S5S13.6C, enclosure (4)
Declassify on: X3

THIS PAGE IS UNCLASSIFIED BUT MAAKED “SECRET” AND “FOUO” FOR
TRAINING POAPOSES ONLY

SECRET’
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INTERIORPAGES\WTH A CH.4RT

Ch,n S. 2 (USTat Ra.lu

SECRET
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C!IXIU. ,.d ,knibr~ h., .rc I,,,lflrd dnr.n.,”u !m.,,
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v-~b lb. Captbll.
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. .. . . . . .

0
,Z J.,, 7

Raazt.lillamcttm
i’w.mI(s)S.md.01c..t*sWzod L5,erb,

IJlu,tratiba ,mrl.iqi.

SECRET

Charts, figures, tables, graphs and similar illustrations
appearing within an interior page of a document shall be marked
with their unabbreviated classification level and the short
form(s) of applicable warning notice(s) and intelligence control
marking(s) , center toP and bottom. Mark chart legends and titles
with their abbreviated classification levels in parentheses
immediately following them. Blueprints, engineering drawings,
maps and similar items shall be marked in the same manner.

THIS PAGE IS UNCLASSIFIED BUT MXUQZD “SECRET” FOR TFULINING
PURPOSES ONLY
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SECRET

SECRET

MTJIORANDUN FOR

Subj : FOREIGN

DEPARTMENT OF THE NAVY SECNAVINBT 5510.36
O?FICZOPTHCCHIC*OFNbVALOPCnATlONS

WA3M1NOTON.QC 20>30.2000 17M4R l!Jgg
,..C,..“.,!.,.

5510
Ser N09N219S123456
(Date)

THE DEPUTY UNDER SECRETARY OF DEFENSE (POLICY
SUPPORT) (DUSD(PS))

GOVERNMENT INFORMATION (FGI) (U)

1. (FGI/C) Mark portions containing FGI to indicate the country
of origin and the classification level. Substitute the words
“FOREIGN GOVERNMENT INFORMATION” or “FGI” where the identity of
the foreign government must be concealed. (While the identity of
the foreign government source is concealed in the document, the
identity is notated on the record copy and adequately protected.
The “Derived from” line shall be marked “FGI source document
dtd. ..”).

2. (uK/S) This paragraph contains information considered
“Secret” by the United Kingdom (UK). The ‘Derived from” line
shall be marked “UK source document dtd. ..“

3. (U) FGI is exempt from the 10-year automstic declassification
provision of E.O. 12958 under exemption “X5.” Annotate the
“Declassify on” line with “x5” and any other applicable
exemption.

4. (U) The applicable warning notice shall be prominently placed
at the bottom of the page.

B. S. GOLO
Special Assistant for
Security

Derived from: Multiple Sources
Declassify on: X5

*lTHISDC)CIJMENTCONTAINS FOREIGN --NT INFo=TIoN” (for
concealed foreign government sources) ; or

,$TEISDocmNT CONTAINS (COUIIt~) INpcIw’fIoN” (for fOr@ign
government sources identified)

THIS PAGE IS ONCLASSIFIED
P~OSES ONLY

8ECNAVINST 5S10.36

BUT MARKED “SECRET” FOR TRAINING

SECRET
6A-5



aECNAVINaT 5510.36

0

I7 Mlfl1999 SECRET
,$?J@X~ DEPARTMENT OF THE NAVY

~

OPFICCOFTHCc“,C?OPNAVALOPCIIATION,
WASHINGTON.OC 20330.2600v

,.,t.,,.Crt,,.
5510
Ser N09N2/9S123456
(Date)

SECRET

From: Chief of Naval Operations
To: Commander, Naval Air Systems Command

Subj : MARRING AN ORIGINALLY CLASSIFIED DOCUMFNT (U)

Ref: (a) OPNAVINST 5513.lE of 16 Ott 1995

1. (S) Mark the face of an originally classified document with a
“Classified by, ” “Reason, “ “Downgrade to” (if applicable) , and
“Declassify on” line. Include all applicable warning notices and
intelligence control markings per paragraphs 6-11 and 6-12 of
this regulation.

2. (U) A listing of “Reason” codes is found in reference (a).

DAVID L. aP.ANT
Special Assistant for
Naval Investigative Matters
and Security

Classified by: CNO (N09N,I
Reaaon: 1.5a
Downgrade to: CONFIDENTIAL on 18 October 2000
Declassify on: 18 October 2001

THIS PAGE IS ONCLASSIFIED BUT ~D “SECRET “ FOR TRAINING
PURPOSES ONLY

“SECRET
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SECREW,1 SECNAVINST 5510.36

h

DEPARTMENT OF THE NAVY I7 MM 1999
i?q

OFFICEOFTHECHIEFOFN4VAL0PCnA11014S
WASMINO1ON.OC203S0.2000

,..,*L..x.,.,.
5510~
Ser N09N2/9S123456
(Date)

SECRST

From: Chief of Naval Operations
TO: Commandant of the Marine Corps

Subj : MARNING DOCUMSNTS CONTAINING BOTH ORIGINIU AND DERIVATIVE
CLASSIFICATION (U)

1. (s) Mark the.face of documents containin9 ori9inal and
derivative classification with “Classified by: Multiple
Sources. ” Include a “Reason, ” “Downgrade to,” (if applicable) J
“Declassify on” line, and all applicable warning notices and
intelligence control markings per paragraphs 6-11 and 6-12 of
this regulation.

2. (U) Maintain a listing of the derivative source (s), in
addition to the identity of the ocA(a) making the 0ri9inal
decision (s), with the file COPY.

R. W. MARSH
Program Manager

Classified by: Multiple Sources
Reason: 1.5a
Declassify on: X3

TEIS PAGE IS ONCIASSIFIED BOT MAAIC3D “SEC=T” POR T=NING
PDRPOSES 0NL%

SECRET
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0

e

r!%y

SECRST

SECRET
DEPARTMENT OF THE NAVY

O?FICC0, T“#C“,II,e, HA”.Lap~fj.y,~~,
WASHIN070N.oc20s:0.2000

,.●C.,..Crc.,.
5510
Ser N09N219S123456
(Date)

From: Chief of Naval Operations
To: Commanding General, Marine Corps Systems Command

Subj : MARKING A DERIVATIVELY CLASSIFIED DOCUKENT (U)

1. (S) Mark a document classified from a derivative source
(e.g., a SCG, letter or report, etc.), with a “Derived fromn line
instead of a “Classified by” line. Include a “Downgrade to” (if
applicable),and “Declassify on” line with all applicable warning
notices and intelligence control markings per paragraphs 6-11 and
6-12 of this regulation.

2. (U) The majority of classified information is derivatively
classified.

B. A. FITZ
Security Officer

Derived from: CNO ltr 5510
Ser 7u532200 of 20 Jan 97

Declassifyon: 20 Jan 2006

THIS PAGE IS ONCIA.SSIFIED BUT ~D “SECSZT” FOR TRAINING
P~osES ONLY
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WARNING NOTICES

SECNAVINST 5510.36
t7 M~R1999

AND INTELLIGENCE CONTROL MARKINGS

Isms.rcrsoDATA L
“ThismaterialcontainsRestricted
Data ZM defined in Che Atomic
EnergyAct of 19S4. unauthorized
disclosuresubjectto adminle.tsative
and criminalsanctions- 1-

EzzD=3-‘Unauthorizeddisclosuresubject to
administrativeand criminalsanctions
Handle8s RestrictedData in foreign

1-
-1
.CriticalNuclearWeaponsDesign
Inform.atiOn,DoD Directive5210.2
Amlies-

Psosxw
‘CautionProprietaryInformation
Involved.

‘thatSsleasableto ForeignNatk.nala-

1

‘Diassdnetkn and ExtractionOK
InformationControlledby Originator.’

EEiizi3Vhis &cWsentcontainsNATOclassified

L

SECRET

Originating Command
Date

Classified by: David L. Brant
CNO (N09N)

Reason: 1.5(C)
Declassify on: Xl

SECRET

Warning notices and intelligence control markings serve to notify holders
that certain information requires additional protective measures (ace
naraaraPhs 6-11 and 6-12 for a complete listing and placement of these
;oti&es-and markings).

TRIS PAGE IS UNCLASSIFIED BUT
..

SKNA~NST 5510.36

MARRED “SECRET” FOR TRAINING PURPOSES ONLY
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SECNAVINST 5510.36

0

SECRET
#@k2i‘7“R““ DEPARTMENT OF THE NAVY

OFFICEOFTHECHIEF OF NAVAL OPERATIONS

““i= ~

WASHINGTON,OC 20350-2000 IN REFLY REFER TO
5510
Ser N09N219S123456
(Date)

SECRET/RESTRICTED DATA/CRITICAL NUCLEAR WEAPONS DESIGN
INFORMATION

From: Chief of Naval Operations
TO: Commanding Officer, Naval Research Laboratory

Subj : MAIUING RD (INCLUDING CNNDI) AND FRO (U)

1. (S/RD) Portions containing Restricted Data shall have the
abbreviated marking “RD.”

2. (C/F~) Portions containing Formerly Restricted Data shall
have the abbreviated marking “FRD.”

3. (S/P.D)(N) Restricted Data portions that are also Critical
Nuclear Weapons Design Information shall be marked with “N” in
separate parentheses following the classification level portion
marking. CNWDI is always Top Secret or Secret RD.

4. (U) Mark the face of.documents containing RO (including
CNWOI) and FRO with che applicable warning notice at the lower
left corner. These documents shall not be marked with
downgrading or declassification instructions. If a document
contains both RO and FRO, overall markings will reflect only the
RD marking as this marking takes precedence.

A. A. ANDERSEN
Security Manager

Derived from: CG-W-5

“FZS71UC~ DATA*

“IIzM raterialcantainsRastrlatsa
Data as &a flsed in thoAtOalahorn
Act of lSS4. Unzmthorlzcddlsolosuro
subjectto sdnlnlstrativo~ ~rlm~l
Saa:tlms”

“CRITICAL NuCLEAR WSAPO”NS DESIGN INFORMATION, DOD DIRECTI~
5210.2 APPLIES”

TEIS PAGE IS ONCLASSI!JIED BUT MARXED “SECRET/RESTRICTED
DATA/CEUTICU NUC~ WEAPONS DESIGN INFORMATION” FOR TRAINING
POF@OSES ONLY

SECRET sECNAVINST 5510.36
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DEPARTMEN? OF THE NAVY
OFflCCOr THEClllC~OF NAVALOPCSAT,ONS

WAS”ING1ON.OC 201:0.2000

SECNAVINST 5510.36

17M~R lqgg
t“@t.,.,1.,.,.

5510
Ser N09N21S123456
(Date)

SECRET/NOT RELEASABLE TO FOREIGN NATIONALSIDISSEMINATION AND
EXTRACTION OF INFOPJ.lATIONCONTROLLED BY ORIGINATOR

From: N09N2
TO: N2 .

Subj : INTELLIGENCE CONTROL MARKINGS (U)

1. (SINF/OC) Intelligence control markings are spelled out in
their entirety on the face of the document. Mark interior pages
with the short form(s) of the appropriate intelligence control
marking(s) (i.e., “NOEORN” for “NOT RELEASABLE TO FOREIGN
NATIONALS “; “RSL TO” for “AUTHORIZED FOR RELEASE TO. ..” (name of
country or countries); “PROPIN” for “CAUTION-PROPRIETARY
INFORMATION INVOLVED”; and “ORCON” for “DISSEMINATION AND
EXTRACTION OF INFORMATION CONTROLLED BY ORIGINATOR”) . The
intelligence short form marking follows the overall page
classification level at the bottom center of each applicable-.
intertor page.

2. (S/NF)Mark paragraphs and subparagraphs with the abbreviated
form(s) of the appropriate intelligence control marking(s) (i.e.,
respectively “SF”; “REL” (followed by the abbreviated name of the
country or countries) ; “PRN; and “DC”) . This abbreviated
intelligence control marking follows thd paragraph or
subparagraph classification portion marking (separated with
either a ‘/- or .-.,).

3. (U] Mark tables, figures, and charts in a similar manner.
The intelligence control markings rr~a~i~g Notice-Intelligence

Sources or Methods Involved (WNINTSL)r’and “Not Releasable to
Contractors/Consultants (NOCONTRACT)” are no longer authorized
for use.

M. R. BRONNS
By direction

Derived from: OPNAVINST 5513.4D, enclosure (17)
Declassify on: Xl

THIS PAGE IS LTNCLASS16’IEDBOT MAR2CED “SECRXT” FOR TSAINING
PORPOSES ONLY
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0

SECRET
A :‘ “R’999 DEPARTMENT OF THET4AW

?i%J

OFFICE OF THECHIEFOF NAVAL OPERATIONS

.$ , WASH] NOTON. DC 20350-2W0 IN REFLY RE=ER TO
5510

SECRET--CONFIDENTIAL Upon removal of enclosure
upon removal of enclosures (1) and (2)

From: Chief of NaVal Operations
To: Commander, Naval Sea Systems Command

Ser N09N2/9U123456
(Date)

(1)‘Unclassified

Subj : UNCLASSIFIED LETTER OF TiUOSSMITTALWITH CLASSIFIED
ENCLOSURES OR ATTACHNSNTS

Ref: (a) Minutes of Naval Reactor Planning Group

Encl: (1) NAvSEA Report 1410, “The New Torpedo (u)”
(2) NW Report 1592, “The Principles of Radar (U)”
(3) List of Attendees

1. Carry forward, to the face of an unclassified letter of
transmittal, the highest overall classification level and the
applicable warnin9 notices and intelligence control markings per
paragraphs 6-10 and 6-11, of its classified enclosures or
attachments. It is not necessary to mark interior pages of
unclassified letterS of transmittal, however, they may be marked
“Unclassified” for continuity.

2. Titles or subjects of classified documents included in the
reference line, enclosure line, or body of a letter of
transmittal shall be marked per paragraph 6-5. It is not
necessary to indicate the classification level of the references
or enclosures, however, each classified enclosure must be
identified in the instructions at the top left corner of the
transmittal as shown.

V. L. CICADA
By direction

TESISPAGE IS ONCLASSIEIED BOT WAAKED “SECAET” FOR TSAINING
P~OSES ONLY
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SECRET
SECNAVINST 5510.

17MAR 1999

DEPARTMENT OF THE NAVY
OPP,CZOFTMCCU1gPOPNAVALOPCRAT,ONS

w*SH1N12TON.OC 20>:0.2000

5510 ‘“”’’’’9’’[”’0
Ser N09N2/9C123456
(Date)

SECRET--CONFIDENTIAL upon removal of enclosure (2)

From: Chief of Naval Operations
TO: Director, Special Programs OffiCe

Subj : CLASSIFIED LETTER OF TIWNSMITTAL, TRANSMITTING A
CLASSIFIED ENCLOSURE (U)

Enc1: (1) CNO ltr 5510 Ser N09N2/7U12345 of 12 Ott 96
(2) CNO ltr 5510 Ser N09N2/7S12345 of 28 Sep 96

1. (U) A classified letter of transmittal shall be marked as any
other classified document with all applicable associated
markings.

2. (C) This classified letter of transmittal contains
Confidential information and has a Secret enclosure, therefore,
its highest overall classification level is Secret, but
Confidential when the Secret enclosure is removed. Instructions
to this effect are annotated on the face of the letter of
transmittal, top left corner, as shown.

3. (U) The declassification instructions, bottom left, reflect
the disposition of the Confidential information contained in the
classified letter of transmittal after the classified enclosure
is removed.

MARYANNE BATES
By direction

Derived from: OPNAVINST 5513.llB, enclosure (7)
Declassify on: Completion of test or 1 Jan 00

THIS PAGE IS ONCLASSIFIEDBDT K4REC3D “SECAET” FOR TRA3NING
PORPOSES ONLY

SECRET
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Iv Mall1999

ROLLED OR FOLDED DOCUMENTS

If rolled or folded, blueprints, maps, charts, or other lzrge
items shall be clearly marked to show their highest overall
classification level.

THIS PAGE IS UNCLASSIFIED BUT MARKED “SECRET!! FOR TRAINING

PURPOSES ONLY
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PHOTOGPJ@HS, SLIDES MJD TRANSPARENCIES
17 MM 19!!

;, /SECRET
0,,. ”,”,., e, ,., “.”,

“.., “ s. . . . . . . . . . . . . . . . . . . .

/

. . . . . . . . “ ... ” -

(FrontofPhotograph)

//

Ic,...,,,” w, 0..,. . . .,.U
*...., t.,,,,
-1...,,, -, 14 * too, I

SECRET

SECRET

(BackofPhotograph)

P5EEJ,““ ,-

. . . . . . . . . . or . . . “...
“... “ . . . . . . . . . . . . . . . . . . . . .

. . . . . . . “ “,” -

SECRET

Photograph

Mark the face of a classified photograph with its highest overall
classification level and associated markings, if possible. If not, place
these markinga on the reverse side of the photograph. These markings ❑ay
be stamped or permanently aEfixed by pressure tape, labels or other similar
means.

SECRET -

CoverSlide

(Image Area)

—.7-
—Uru

InteriorSlide

t4arkslides or transparencies with their highest overall classification
level and associated markinga on the image area, border, holder or frame.
Groups of slides or transparencies used and stored together aa a set shall
be marked with their highest overall classification level and associated
markings with the exception of the associated markinga “Claaaified by,”
‘Reason,- “Derived from,” and “Declassify on” which shall be marked On the
image area of the cover slide or transparency only.

THIS PAGE IS IJNCLASSIS’IED BUT MARXE”D “SECRET” FOR TRAINING
POIWOSES ONLY
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‘7M~~ l$&T1oN PICTURE FILMS, VIDEOTAPES AND CONTAINERS

IClt.ssilicdBy BG JohnOoc I

---

..... .. .. . .. .. . . ... ,.

l=, I
AlLhebqiflningaidendofenchreel

F!ETl

r

Derivedfrom:MultipleSources

*53
Atlheb~inningandendofexhtape.

~

-m

Deri.cd(rum>IultipleSewrcs

Classified motion picture films, videotapes and their titles
shall be prominently marked, visible when projected, at the
beginning and end of the production with the highest overall
Classification level and associated markings of the i“formatiOn
they contain. Mark classified films, videotapes, and their
containers in the same manner.

THIS PAGS IS UNCLASSIFIED BOT ?.9+RxED“SECRST” AND “CONFIDENTIJUn
FOR TRAINING PORPOSES ONLY
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SOOND FWCORDINGs AND CONTAINERS

rAdm+d.>

. . . . . . . . . . ., . . . . . . .

sKREz/M0roF4 -! . . .. . “ . ..- -----
.. —- . ---

:yI1q, fi; , 0..,6 *. *,U

-1...11, -, 2* - ,“,

L / \ J
rim,.”,..mr0,,.1 ..”7

. . . . . “ . . . ..!, . . . . . . . . . . . . . . . . .
. . . . . . . . . “ “,” ”..

“The information on
Foreign National s,”

classified “SECRET-Not Releasable tothis recording is
and is “Derived from: Multiple Sources, Declassify on:

Source Marked OADR dated 10 May 91.”

..,. ”,”.”, 0, ,.. N.V?
. ..-. . . . . . ,.,, . . . . . . . . ... ... s.

. . . . ...”. M “s”-

-,-.1,,-!“ - *

Classified sound recordings shall include an audible statement at the
beginning gnd end of each recording identifying the highest overall
classification level and associated markings of the recorded information.
Containers of classified reels, cassettes, videotapes, and motion picture
films shall be prominently marked with the highest overall classification
level and associated markings of the information contained therein.

THIS PAGE IS DNCIASSIFIED BUT MAIUCED“SECRET-NOFORX”
PURPOSES ONLY
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17 MM 1999 REMOVABLE AIS MEDIA

3.5”Olshs

TapeBackups

m
I ‘NiMdiui! I

CDBackupStorageDisks

-+~’
.. .._ ,..... ....

10
r
....4 .

I
.-+-.,.—.7.-—-*-- .. . ...,----... .. . .. .....

6.25”Disks

Removable AIS storage media and devices used with AIS systems
and word processors shall be marked using the appropriate SF
label to indicate the highest overall classification level of
information contained therein.

. .

THIS PXLGE IS ONCLASSIFIED BUT MARKJZD “TOP SECRET, ” “SCI,”
“SECRET,” AND “CONFIDENT=” FOR TRAINING PURPOSES 0NL%
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PAGES OR PORTIONS REMOVED FROM IUS

CONFIDENTIAL o

BECNAVINST 5510.36

17M~~l!!!

PRINTOUTS

6
DEPARTMENT OF THE NAVY

OrrlCC OV THE CI’IICPOF 14AVhL OVCnATlONs
wASHINGTON.OC 10350.2000 ●

●
16Nlq 1996

●

(u) ThisportionisUNCLASSIFIED

(C) ThisportionisCONFIDENTIAL .

Derivedfrom:NlultipleSources ●

Declassifyon:Sourcei$larkedOADR;
Sourcedated20Sept1994

●

● CONFIDENTIAL ●

Mark pages or portions removed from AIS printouts for separate
use or maintenance as individual document~. Include the highest
OVerall Classification level and all required associated markings
for all pages or portions removed.

THIS PAGE IS UNCLASSIFIED BUT ~D “CONFIDENTUtt
PURPOSES ONLY
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I7 MM 1999

EXHIBIT 6B

MANRINQ OF CLASSIFIED U.S. MBSSAGE TEXT FORMAT (USMTF) MESSAGES

1. E.O. 12958 has been interpreted to now require that messages
be marked in a manner similar to documente. While the highly
formatted and abbreviated nature of military messages introduces
some eccentricities into the marking of messages, classified
messages shall indicate (1) the nature of the classification
(i.e., original or derivative), (2) the source of classification,
(3) downgrading instructions (if applicable) and (4)
declassification instructions (if applicable).

2. While messages continue to be marked with the highest overall
classification level of the information contained in the message
on the first line of text, as of 1 January 1999 the ‘DECL” set
will be expanded to reflect the additional requirements of E.O.
12958. Prior to 1 January 1999, commands may implement this new
“DECL” set in messages not automatically parsed by C41 eysteme.
However, starting 1 January 1999, the updated 1999 USMTF User
ForMate Vereion 3.0 on CD-ROM will “drive” users to fill-in the
appropriate fields. The ‘DECL” set will be formatted as follows:

“DECL/”

Field 1 (Derivative or Original Source (abbreviate as “DERI:- or
“ORIt3:=respectively) for Classification (this ie a mandatory
field); remember that an estimated 99 percent of all DON
classification decisions are derivative))-/”

Field 2 (Reason for Original Classification (This field is
mandatory if the previous field cites ‘ORIG- reflecting the rare
occurrence of an original classification decision made by a DON
OCA listed in exhibit 4A. The allowable entries for this field
are contained in Table 1))”/”

Field 3 (Downgrading and/or Declassification Instructions (to
include declassification events) (abbreviate as “INST:”) or Date
(use: ‘DATE:”) (This field is “conditional,” i.e., the “DECL” set
will contain information in this field or field 4, but not
both))-/” (with more data to follow) or “//” (to end the set).

Field 4 (Declassification Exemption Code (“X” Code) (This field
is conditional, i.e., the ‘DECL- set must contain this field or
field 3, but not both) (The allowable entries for this field are

SECNAVINST 5510.36 60-1
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I7 MIR1999

contained in Table 2))”/-
end the set).

with more data to follow) or ‘//- (to

~ Fields 3 and 4 are repeatable fields as a group
per USMTF rule: (see examples 2, 4, 6 and 7).

lField 2).- —-—— ,

TABLE 1

Crhem~ CA” PudM* - So.129s8CIMailkuhllcuq.wks,e.g., .lsB-

u 4VIICM 10 ctik* CJWM7 v w Of E.o.1295Q

B&&
- P-v *=PLQU IyUaIn, Or OpadiOm

1ss l%reiigow- infumuiOO
Uc Iamrligeam.ctivik @dUdingq?e&luliviIiu). imclligcncealucuor

ImbO&. Or Crypwlqy
MD *IcW.fOmisIl aelivilka.fbunikd Sluu,includii

cOnG&nUd mums
1s6 scimlil?GIAn&gieA, Or.rJcamic rM@.UsdUinsmllwlXliOwll&nUily
MF unikdsluuoLNc- pqrumfarmfegnu’dii mldrlr,nuclisll.

fdiliU
!s0 Vlllnenbililiuar qlabiic.fcyslems, ims@UhM . P*W. plaln

mhlingtOdwnuiOlnlaclllily

{Field 4)

TABLE 2

(nuseW b m-Ytar MmralK “ Cubnifti 6x.em@mCfi iiwnE.O. 12938)

XX#X
CYuaiGulimI vu .ONSR.. pti m E.O. 129S8 and clI&3cuian @&r6a

Iu$yalobomviaedlomflalspplcilliuo%.ccdelww IhisCadcu

~Y w
xl Idliss=aaulc.. umhOd..8&ity, aracl-yQwlqicrfnaa CU.*
X2 lnfoKmli0aLbllemldaUi5iah&vdGQ.mOr. OfwUpmvOfmUI

dcalmcliml
x3 hfmnMkmL!Mlw0uwiqUirlhe&vd0pn?sm0rLlmofla-witlill*

Uniud Sw weIpmU SylX.
x4 u@i&isluu mil&y@Uls,OruuimnllXwilyclz lcIscrcypmpadrUI

plun
x5 F w- “d~
Xb nIluiOOlhm .allddMugc. AliGn9bam?tndJc U.iudsulwuld.

romigllgowxmwm.Invul9cm15&mulme, . Saicludy Ldcnnim

dipkmutit ulivihaut unl’cuumbly cxpcc!dtn ba -

X7 Mn-mlimlhumuld_*ti*Of@b Ur!ikdsluu
GWU-mTmmomcii to plctca &m 9rUidMk b %% Pluidcm. d
OlfM MividUh &w dlLml pnucclicm.rvk”, in b imcmn of M&Ul

~Y. = ~
X5 MmnUiOnuuls naiwvinlals, -,uuly, cuinwmniOnIlqrUnwm
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3. The following are examples of completed “DECL” sets for
classified USMTF meesages:

EXAMPLE 1: DECL/DERI:MULTIPLE SOURCES/-/-/X4//

M2z.E.: In this example, only the mandatory field (Field 1) and
the conditional field (Field 4) have values to be reported.
Hyphens are inserted to account for the other fields (Fields 2
and 3).

EXAXPLE 2: DECL/DERI:MULTIPLE SOURCES/-/-/X3/-~X4//

NQTE: In this example, because Fields 3 and 4 are repeatable as
a 9roup, a ‘no-value” hyphen muet be inserted into the repeated
Field 3 (this occurs after the “x3”). This must be done in order
to insert the additional “X4- value into the repeated Field 4.

EXAMPLE 3: DECL/DERI:OPNAVINST S5513.5B-37/-/-/X3//

EXAMPLE 4: DECL/DERI:USS BLYTHE 221023ZJUN1999/-/INST:DOWNGRADE
To (c) oN 26m1999/-/DATE:24DECl99l/l

N2m: Use a four digit year as of March 1999. Also, see Note
for Example 2.

ESAMPLS 5: DECL/DERI:CG-RN-l(REV 3)/-/INST:DO NOT DECLASSIFY//

N.QrE: In this example, the information contained in the message
ia not only classified but is also RD. Since documents
containing RD and FRO do not bear declassification instructions,
for messages containing RD or FRD, enter into Field 3 ‘INST:DO
NOT DECLASSIFY//”.

EXAMPLE 6:

EXAMPLE 7:

EXAUPLS 8:

DECL/DERI:C7F OPORD JASWEX 2-99/-/-/X3/-/X5,

DEclJoRIG:cINcPAcFLT/15D/INsT:DowNGRADE To
24DEC1999/-/DATE:24DEC2OO7//

DECL/DERI:MULTIPLE SOURCES/-/-lX4//

/

S) ON

EXAMPLE 9:

EXAMPLE 10:

EXAMPLE 11:

DECL/DERI:CNO LTR N6 SER 9S263 OF 26uAY1999/-/-/Xl//

DECL/0RIG:CNO(N87 )/15A/-/X4//

DECL/DERI:USS RNOX LTR 5510 SER 0C73243 OF
23MAY2000/-/-/XO//
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EXA14PLS 12: DEcL/oRIG:coMNAvsEAsYscoM/15A/-/x3//

ESAMPLS 13: DECL/DERI:USS EDGAR MARSNALL 240012ZDEC1997/-/
DA’TE:24DEC1998//

EXAMPLS 14: DECL/DERI:NORPAC FLEXOPS 99-3 LOI/-/INST:3O DAYS
AFTER EXERCISE COMPLETION//

NQzE: NAVAOMIN 053/98 (NOTAL) included some inaccurate examples
of original classification. This exhibit has been coordinated
with CNO (N6).
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EQUIVALENTFOREIGN SECURITY CLASSIFICATIONS

COUNTRY TOP SECRET SECRET CONFIDENTIAL OTHER

ALBANIA TEPERSEK.Rm SEW IMIREBESUESHEM 1KUFLZUAR

ARGENTRiA ESTRICTAMEIWE SECIWIT) CONFIDENTIAL RESERVADO
SECRErO

AUSTRALIA TOPSECH SECW CONFIDENTIAL RESTRICTED

AUSTRIA STRENGGEHEIM GEHEIM VERSCHLUSS

BALKANS STROGO TASNO POVERLJIVO
POVERLJIVO NilitmvSECRET
SImeSECRET VOSNATAJNA

DRZAVATAJNA
BELGIUM(l%nch) TRESSECR&T SECRET CONFLDENTIEL DIFFUSION

RESTRAINTS

(Fkmish) ZEERGENEIiU GEHEIM VERTROUWELUK BEPERTKE
VERSPRED31NG

BOLIVIA SUPERSECIU?I’Oor SECRETO CONFIDENTIAL RESERVADO
MUY SECWO

BRAZIL ULTRASEC~O SECWO CONFU3ENCIAL RESERVADO

STROGOSEKRENTO SEKRETIW POVEIUTELEN/ OGRANICHE(8sin
BULGARIA SEKR171’NO POVERITELNO limited)

NEPOZVOLEN
(mid)

ZABRANEN
(FOrbiden)

CAMBODIA TRESSECRET SECW SECRET/
CONFIDENTIAL

CANADA TOPSECREI’ SECRET CONFIDENTIAL RESTRICTED

CHILE SECRETO SECRETO RESERVADO RESERVADO

COLUMBIA ULTRASECRETO SECIWTO RESERVADO CONFIDENTIAL
RESTRINGIDO

COSTARICA ALTOSECRIHO SECWO CONFIDENCIAL

CROATIA NAJVECI TAN POVERLJIV OGRANCCEN
TA.INITAJNI

DENMARR YDERST HEMMELIGT FORTROLIGT TILTJENESTEBRUG
HEMMELIGI’

ECUADOR SECRETISIMO SECRETO CONFIDENCL4L RESERVAOO

ELSALVADOR ULTRASECIWTO SECWO CONFIDENTIAL RESERVADO

6C-1
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COUNTRY TOP SECRET SECRET CONFIDENTIAL OTHER

EITUOPIA YEMJAZ MISTIR KILKIL
BIRTOUMISITR

FINLAND mm
SALAINEN

FRANCE TRESSECH SECRET CONFIDENTIEL DIFFUSION
DEFENSE REsTRE12vrE

GERMANY STRENG GEHEIM VS.VSRIRAULICll
GEHEIM

GREECE

GUATAMALA ALTOSECIWTG SECRETO CONFIDENCIAL RESERVADG

HAITI SECRET CONFIDENTIAL

HONDURAS SUPER SECRETO CONFIDENTIAL RESERVAOG
SECWO

HONG KONG TOPSECH SECRET CONFIDENTIAL RESTRICTED

HUNGARY SZIGGRUAN Trncos BUALMAS
mos

ICELAND ALGJORTI TRUNAOARMAL

INDIA TOPSECH SECW CONFIDENTIAL REsTRJcrE13

INDONESIA SANGAT RAHASIA TERBATAS
WUWSIA

IRAN BENKOLISERJU SERRI KHEIL1 WWWWANEH
MAHRAMANEH

ABSOLUTELY SECRET LIMJTEO
% SECRET

Tmndxion)
AN-SICREIDEACHSICREIDEACH RUNDA SRJANTA

(Gadic)

ISRAEL SODIBEYGTER SODI SHAMUR MUGBAL

ITALY SEGRETISSIMO SEGRETO SISERVATISSIMORISERVATO

JAPAN KIMmu GGKUHI HI TORIATSUWCHUI

JORDAN MAKTUM MAKTUM SIRRI MAHouo
JU3DAN

KAZAKSTAN U* Russinn UseRussian
EquivaM Equivalent

6C-2
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COUNTRY TOPSECRET SECRET CONFIDENTIAL OTHER

KOREA IKUPP1MIL IIKUPPIMIL [11KUPPIMJL

KYRGYZSTAN UseRussianEquiwdcm UseRussianEquivnlem

LAos TRESSECRET SECW SECRE17 DIFFUSION
CONFU)ENTIEL RESTREINTE

LEBANON TRESSECW SECH CONFIDENTIAL

MOLDOVAN (i@ ULTRASECRET SECM CONFIDENl_lALOR REsTRrNs
IlkOusch.$sinn SECRET
quimlent)
MExlco ALTOSECMO SECWO CONFIDENTIAL RESTRINGIDO

MmmwANDs ZEERGEHEIM GEHEIM CONFIDENITEELOR DIENSTGEHEEVI
VERTROUWELUK

NEw zEALAND TOPSEC~ SECRET CONFIDENTIAL RESTRJCIED

NICARAGUA ALTOSECR&TO SECRJHU CONFIDENTIAL RESERVADO

NORWAY STRENGT HEMMELIG KONFIDENSLELL BEGRENSET
HEMMELIG

PAKISTAN TOPSECRET SECM CONFIDENTIAL RESTR2CIED

PARAGUAY SEC~O SECRI?TO CONFIDENCIAL RESERVADO

PERU ESTRIC1’AMEtWE SECWO CONFIDENTIAL RESERVADO
SECRETO

PHILIPPtNES TOPSECRET SECRET CONFIDENTIAL RESTRICI-E13

POLAND TAUNY TAJNY POUFNY
SPECJALNEGO

PORNGAL MUITOSECRETO SECRETO CONFIDENCIAL RESERVADO

ROMANIA ULTRASECRE1’ SEC~ CONFIDENTIALOR RESTRINS
SECRET

RUSSIA COBEOWEHHO CEKPEIWO

SAUDIARABIA SAUDITOPSEC~ SAUDIVERY SAUDISECRET SAUDIRESTRICTED
SECRET

sPArN MAXtMO SECP.HO SECREFO CONFIDENTIAL DIFFUSION
LIMITADA

SWEDEN NEMLIG HEMLIG
(RedBorders) (2REDBorders) (1REDBcmler)

6C-3
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COUNTRY

SWnERLAm

FRENCH

GERMAN

ITALIAN

TAIWAN

TAJIKISTAN

TURKMENISTAN

UNIONOFSOUTH
AFfUCA

AFRKAANs

UNITEOARAB
REPUEL[C(EsYP:)

UNITEDKINCKXXM

URUGUAY

Uzbekistan

VfEfNAM (Red)

(WEfW4MESE)

TOPSECRET

(llmbqqngcs.TOP
SECRETIUSo

regkmnionnumberto
distinguishitfmm
SECWf and

CONFIDENTIAL)

TRESSECRf3f

STRENGGEHEIM

SEGRl?llSSIMO

(NoU-anslationin
EnglishCllmwIers)

UseRusskmEqtivaknl

LUPTISUD

COK GIZLI

UseRussianEquivalent

fSILKOJMSEKRETNE

TOPSECRt7f

UffERSGEHEfM

TOPSECW

TOPSECRET

ULTRASECRETO

UseRussionEquivnlenI

TRESSECW

TOI-MAT

SECRET CONFIDENTIAL OTHER

SECfWfDEFENSE

GEHEIM

SEGIWf_O

UssRussianEquhkm

LUPMAAG

GLZL1

UseRussianEquivalent

SEKRETNO

SECfWf

GEHEIM

VERYSECRET

SECRET

SECIUTTO

(k RussianEquivalmt

SECRKfDEFENSE

MAT

CONFIDENTCEL
DEFENSE

VERTRAULICH

RfSERVATISSIMO

LUP

OZEL

KONFLDENTSIAL‘NO

CONFIDENTIAL

VERTROULIK

SECRET

CONFIDENTIAL

CONFIDENTIAL

CONFIDENTIAL
DEFENSE

KIN

DIFFUSION
RESTRHNTE

RfSERVATO

POKPID

HfZMITfOZEL

DLYA

REsTRfcfED

BEPERK

OFFICIAL

RESTRICTED

RESERVADO

DIFFUSION
RESTREINI-E

TUMAT

NOTE:Tlseclassikationsgiven above represent the nearesI mmpmxbledesi&ymtionIIMIwe usedtoSiSSSifYdegreesofpmtecdon
andmmsulsimihtothosep--ribai for Iise equivalent U.S.dassilimdol
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CHAPTER 7

BAYEQUARDXNQ

7-1 SASIC POLICY

1. Commanding officers shall ensure that classified information
is proceeeed only in eecure facilities, on accredited AISe, and
under condition which prevent unauthorized persone from gaining
acceee. Thie includes eecuring it in approved equipment or
facilities whenever it ie not under the direct control of an
appropriately cleared person, or restricting accese and
controlling movement in areas where classified information ie
processed or stored. These areas may be designated, in writing,
by the commanding officer as restricted areae per reference (a).
Decieions regarding designations of restricted areas, their
levele, and criteria for access are at the discretion of the
commanding officer. All personnel shall comply with the
need-to-know policy for accese to claeeified information.

2. Classified information ie the property of the U.S. Government
and not pereonal property. Military or civilian pereonnel who
resign, retire, eeparate from the 00N, or are released from
active duty, ehall return all classified information in their
possession to the command from which received, or to the nearest
DON command prior to accepting final orders or separation papers.

7-2 APPLICABILITY OF CONTROL MEASURES

Classified information shall be afforded a level of control
commensurate with its aeeigned security classification level.
This policy encompasses all classified information regardless of
media.

7-3 TOP SECRET CONTROL UEASUSES

1. All Top Secret information (including copies) originated or
received by a command shall be continuously accounted for,
individually serialized, and entered into a command Top Secret
log. The log ehall completely identify the information, and at a
minimum include the date originated or received, individual
eerial numbere, copy number, title, originator, number of pages,
deposition (i.e., transferred, destroyed, transmitted,
downgraded, declassified, etc.) and date of each disposition
action taken.
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2. In addition to the marking requirement of chapter 6, Top
Secret information originated by the command ehall be marked with
an Individual copy number in the following manner “Copy No.
of copies.n Exceptions to this rule are allowed for —
pub=tions containing a distribution list by copy number and
for mass-produced reproductions when copy numbering would be cost
prohibitive. In the latter case, adequate and readily available
documentation shall be maintained indicating the total copiee
produced and the recipients of the copies.

3. TSCOS shall obtain a record of receipt (typically a
classified material receipt) from each recipient for Top Secret
information distributed internally and externally.

4. Top Secret information shall be physically sighted or
accounted for at least annually, and more frequently ae
circumstances warrant (e.g., at the change of command, change of
TSCO, or upon report of loss or compromise). As an exception,
repositories, libraries or activities which store large volumes
of classified material may limit their annual inventory to all
documents and material to which access has been given in the past
12 months, and 10 percent of the remaining inventory. See
chapter 2, paragraph 2-3 for TSCO duties.

7-4 SECRET COWIWOL HEASURES

Commanding officere ehall establiah administrative procedures for
the control of Secret information appropriate to their local
environment, baeed on an assessment of the threat, the location,
and mission of their command. These procedure shall be used to
protect Secret information from unauthorized disclosure by access
control and compliance with the marking, storage, transmission,
and deStNCtiOn requirement of this regulation.

7-5 CO~IDENTIAL CONTROL MEASURES

Commending officere ehall establiah administrative procedures for
the control of Confidential information appropriate to their
local environment, based on an assessment of the threat,
location, and mission of their command. These procedures shall
be used to protect Confidential information from unauthorized
disclosure by access control and compliance with the marking,
storage, transmission, and destruction requirements of this
regulation.
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7-6 WORKIIW PAPERS

1. Working papere include classified notee from a training
course or conference, reeearch notes, drafts, and similar items
that are not finiehed documente. Working papers that contain
classified information ehall be:

a. Dated when created;

b. Conspicuously marked ‘Working Paper” on the first page in
letters larger than the text;

c. Marked centered top and bottom on each page with the
highest overall classification level of any information they
contain;

d. Protected per the assigned classification level; and

e. Destroyed, by authorized means, when no longer needed,

2. Commanding officers ehall establish procedures to account
for, control, and mark all working papers in the manner
prescribed for a finished document of the same security
classification level when retained more than 180 days from date
of creation or officially released outside the organization by
the originator.

7-7 SPECIAL TYPES OY CLASSIFIED AND CONTROLLEO UWCLUSSIFIED
INPORMATIOIi

1. Control and safeguard special types of claeeified information
ae follows:

a. NWPe. Reference (b) reguires an administrative system
for controlling the WWP Library within the command. Classified
NWPs ehall be safeguarded per this chapter, according to their
security classification level. Administrative controls for NWPs
do not replace the security controls required for classified
information.

Control and safeguard NATO classified information
(inc!~di~’%’fo Restricted) per reference (c).
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I?GI. Control and safeguard FGI, other than NATO, in the
samec&nner as prescribed by this regulation for U.S.
information,

classified
except as follows:

(1) FGI controle and safeguards may be modified ae
required or permitted by a treaty or international agreement, or
by the responsible national security authority of the originating
government for other obligations that do not have the legal
status of a treaty or international agreement (e.g., a contract) .

(2) TOP SECRET FGI. Maintain records for the receipt,
internal distribution, destruction, annual inventory, access,
reproduction, and transmission of Top Secret FGI. The
originating government shall approve reproduction, and
destruction shall be witnessed by two appropriately cleared
personnel. Retain records for 5 years.

(3) SECRET E’ar. Maintain records for the receipt,
transmission and destruction of Secret FGI. Secret FGI may be
reproduced to meet mission requirements and reproduction shall be
recorded. Retain records for 3 years.

(4) CON’PIDENTIAL X?GI. Maintain records for the receipt
and transrnise~on of Confidential FGI. Other records need not be
maintained unless reguired by the originating government. Retain
records for 2 years.

(5) POREIG14 GO~ RESTRICTED and UNCLASSIFIED
INPORNATIOM PROVIDED IllCONFIDENCE. The degree of protection
provided to the FGI shall be at least equivalent to that reguired
by the foreign government. If the foreign government protection
requirement is lower than the protection reguired for U.S.
Confidential information observe the following rules:

(a) Provide the information only to those who have a
need-to-know;

(b) Notify individual given access of applicable
handling instruction in writing or by an oral briefing; and

(c) Store information in a locked desk or cabinet, or
in a locked room to which access ie controlled to prevent
unauthorized accese.

d. RD (IIJCLDDII?13CNFJDI)and lWtO. Control and safeguard RD
and FRO per reference (d).

7-4 SECNAVINST 5510.36



SIN2NAVIMST 5510.36

f7 M~R1999

e. SCI . Control and safeguard SCI per reference (e).

f. COMEEC . Control and eafeguard COMSEC information per
references (f) and (g).

. mop and sxop-mx. Control and safeguard SIOP and SIOP-
ESI ~er reference (h).

h. SliPe. Control and safeguard SAP information per
reference (i).

i. NNPI. Control and eafeguard NNPI per reference (j).

j. Pouo . Control and eafeguard FOUO information per
reference (k).

k. SEW INFORMATION. Control and safeguard SBU information
in the came manner ae FOUO, per reference (k).

1. DEA SENSITIVE INE’ORNATION. Control and safeguard DEA
Sensitive information in the same manner as FOUO, per reference
(k).

m. DoD UCNI. Control and safeguard DoD UCNI per reference
(1).

n. SENSITIVE INFORMATION (CONPUTEN SECURITY ACT Or 1987).
Control and safeguard Sensitive Information contained in U.S.
Government AISS per reference (m).

7-8 ALTEANATIVB OR CONPSNSATORY CONTROL NEASURES

1. The CNO (N09N) approves the uee of alternative or
compensatory security control measures and ensures that the
protection afforded classified information is sufficient to
reasonably deter and detect loss or compromise. Upon reguest,
OCAS shall furnish to other DoD components or executive branch
agencies, with whom classified information or eecure facilities
are shared, approvale for alternative or compensatory control
measures. The CNO (N09N2) will provide a copy of thie
documentation to the DUSD(PS) or ASD(C%) as appropriate, for
reporting to the Director, 1S00.

2. Requests for approval of such controls shall include
criticality, sensitivity, and value of the information; analyeis
of the threats both knovn and anticipated; vulnerability to
exploitation; and countermeasures benefits versus cost.
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3. The CNO (N09N2) shall maintain a centralized record that, as
a minimum, reflects the control(s) used and the rationale for
their use. Controls include:

a. Maintenance of lists or rosters of personnel to vhom the
classified information hae been or may be provided;

b. Using a nickname to identify classified information vhich
requires alternative or compensatory protection. A code word
shall not be used for this purpose. Other special terminology or
special markings ehall not be ueed except that prescribed for the
handling of meseages.

c. Requiring that classified information be placed in sealed
envelopes marked only vith the nickname and etored in a manner to
avoid combining with other classified information.

d. Requiring unique DoD component overeight or inspection
procedures.

4. Approved controls may be applied to cleared DoD contractors
only when identified in the DD 254.

5. Alternative or compensatory security control meaeures shall
not be applied to RD (including CNWDI), FRO, SIOP or SIOP-ESI
information.

6. Requests to use alternative or compensatory eecurity control
measures for the safeguarding of NATO or FGI shall be submitted
to the DUSD(PS) via the administrative chain of command and the
CNO (N09N2).

7. Alternative or compensatory security control measures ehall
not preclude, nor unnecessarily impede, Congressional, OSD, or
other appropriate oversight of programs, command functions, or
operations,

7-9 CARB DORIN12WORRINQ HOURS

1. Keep classified information under constant surveillance by an
authorized person or covered vith SFS 703, 704, or 705 vhen
removed from secure storage.

In a mixed working environment (i.e., classified and
~~claseified) , AIS media used for processing or storing
classified information ehall be marked vith an SF 706, 707,
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708, 709, 710, 711, or 712 (SCI), as applicable. In a totally
unclassified working environment, SF labels are not required.

3. Protect preliminary drafts, platee, etencile, ethnographic
notee, worksheet, computer printer and typewriter ribbone,
computer storage media, and other classified Items according to
their security claeeification level. Immediately destroy these
items after they have served their purpoee.

4. Classified discuesione shall not be conducted with or in the
presence of unauthorized pereone. Take epecial care when
visitors are preeent. Practice the need-to-know principle.

7-10 END-OF-DAY SECURITY CHECKS

Commanding officers ehall establieh procedure for end of the day
security checke, utilizing the SF 701, Activity Security
Checklist, to ensure that all areas which process classified
information are properly eecured. Additionally, an SF 702,
Security Container Check Sheet, shall be utilized to record that
classified vaults, secure rooms (strong roome) , and containers
have been properly eecured at the end of the day. The SF 701 and
702 shall be annotated to reflect after hours, weekend, and
holiday activities in secure areae.

7-11 SAPEGUAADING DURING VISITS

Commanding officers shall eetablieh procedures to eneure that
only vieitors with an appropriate clearance level and need-to-
know are granted access to classified information. At a minimum,
these procedure ehall include verification of the identity,
clearance level, accees (if appropriate), and need-to-know for
all vieitore. Refer to reference (n) for visit procedures.

7-12 SAPEGUAADINQ DURING CLASSIFIED MEETINGS

1. Commanding officers shall ensure that classified discussions
at conferences, seminars, exhibits, symposia, convention,
training courses, or other gatherings (hereafter referred to as
‘meetingen) are held only when disclosure of the information
servee a specific U.S. Government purpose. Classified meetinge
shall be held only at a U.S. Government agency or a cleared DoD
contractor facility with an appropriate facility security
clearance (FCL) where adeguate physical eecurity and procedural
controls have been approved.

8ECNAVINST 5510.36 7-7



8FK!NAV127ST5510.36

17 MlnIggg

2. Commands hosting in-house meetings attended by members of the
command and authorized visitors shall assume eecurity
responsibility for the meeting. Take precaution for conference
rooms and areas specifically designated for classified
discussion. Request technical surveillance counter-measures
support for conferences involving Top Secret information, and for
other designated classified discussion areas per reference (o).

3. Commands hosting meetings outside the command, including
those supported by non-U.S. Government aseociatione, ehall:

a. Confirm that other means for communicating or
disseminating the classified information in lieu of a meeting are
inadequate;

b. Ensure that attendance is limited to U.S. Government
personnel or cleared DoD contractor employees. Any participation
by foreign nationals or foreign representatives shall be
approved, in writing, by the DON command foreign disclosure
office or Navy IPO prior to attendance to ensure that the
information to be presented has been cleared for foreign
disclosure. All attendees shall possess an appropriate level of
clearance and need-to-know;

c. Prepare and implement a eecurity plan that minimizes the
risk to the classified information involved;

d. Segregate classified sessione from unclassified eesslons;

e. Ensure that announcement are unclassified and limited to
a 9eneral description of topics expected to be presented, names
of speakers, logistical information, and administrative and
eecurity instruction when non-U.S. Government associations are
providing administrative support;

f. Permit note taking or electronic recording during
classified sessione only when the eponsor determine, in writing,
that such action is necessary to fulfill the U.S. Government
purpose for the meeting; and

9. safeguard, transmit, or transport classified information
created, used, or distributed during the meeting per this chapter
and chapter 9.

4. Command pereonnel invited to give classified presentations or
to accept security sponsorship for classified meetings organized
by non-U.S. Government associations must receive approval from
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the CNO (N09N2) prior to any commitment or announcement being
made. Requeste to conduct such meetings shall be forwarded to
the CNO (N09N2) via the administrative chain of command and shall
include:

A summary of subjects, level, and eourcee of classified
info;ation;

b. The name of the non-U.S. Government association or
organization involved in the meeting;

c. The location and datee of the meeting;

d. Identification of the sponsoring command, including the
name, address, and phone number of the primary action officer;

e. The epecific reason for having the meeting;

f. A security plan specifying procedures for proceeding
security clearances, badging procedures, access control
procedures, and procedures for storing the classified
information;

A draft agenda, announcement, and clearance verification
form: “

h. The identity of any foreign representetivee expected to
attend, with proof of their official clearance level aesurance
and a statement of their need-to-know.

5. Pending a decision by the CNO (N09N2), general notices or
announcements of meetings may be published or sent to members of
participating associations, societies, or groups if the notice or
announcement does not constitute an invitation to attend. If
approval is granted, the CNO (N09N2) shall appoint a U.S.
Government official to serve as security manager for the meeting.
The security manager shall provide and maintain phyeical security
for the actual fiiteof the classified meeting. Other U.S.
Government organizations or cleared contractor facilities with
an appropriate level FCL may assist with implementation of
security requirenente under the direction of the appointed
security manager. Upon aesuming security sponsorship, the
sponsor shall review all announcements and invitations to
determine that they are accurate, do not contain classified
information, and clearly identify the security sponsor.

SEC!NAVINST 5510.36 7-9
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7-13 REPRODUCTION

1. U.S. classified and DEA Sensitive uncleseified information
shall be reproduced only to the extent reguired by operational
necessity unleee restricted by the originating agency or for
compliance with applicable statutee or directives. See paragraph
7-7.3 for reproduction of FGI.

2. Commanding officers shall:

a. Designate specific equipment for classified reproduction;

b. Limit reproduction to that which is mission-essential and
eneure that appropriate countermeasures are taken to negate or
minimize risk;

Comply with reproduction limitations placed on classified
info~ation by originators and special controls applicable to
special types of classified information;

d. Facilitate oversight and control of reproduction; and

Ensure the expeditious processing of classified
infoktion in connection with review for declassification.

REFERENCES

(a) OPNAVINST 5530.14C, DON Physical Security end Loss
Prevention, 10 Dec 98 (NOTAL)

(b) NWP 1-01, Naval warfare publications System,
Hardcopy Nov 1994/CD-ROM Dec 97 (NOTAL)

(c) OPNAVINST C551O.1O1D, NATO Security Procedures (U),
17 Aug 82 (NOTAL)

(d) DoD Directive 5210.2, Access to and Dissemination of
Restricted Data, 12 Jan 78 (NOTAL)

(e) DoD 5105.21-M-1, DoD Sensitive Compartmented Information
Administrative Security Manual, 3 Aug 98 (NDTAL)

(f) CMS-3.A,Cryptographic Security Pwllcy end Procedures
Manual (U), 25 Feb 98 (NOTAL)
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(g) CMS-21 Series, Interim CHS Policy end Procedures for Navy
Tier 2 Electronic Key Management System, 30 May 97
(NOTAL)

(h) OPNAVINST S5511.35K, Policy for Safeguarding the Single
Integrated Operational Plan (SIOP) (Cl),1 Jul 98
(NOTAL)

(i) OPNAVINST S5460.4C, Control of Special Access Programs
Within the DON (U), 14 Aug 81 (NOTAL)

(j) NAWEAINST C5511. 32B, Safeguarding of Naval Nuclear
Propulsion Information (NNPI) (U), 22 Dec 93 (NOTAL)

(k) SECNAVINST 572O.42E, DON Freedom of Information Act, (FQIA)
Program, 5 Jun 91

(1) OPNAVINST 5570.2, DoD Unclassified Controlled Nuclear
Information (DoD UCNI), 11 Feb 93

(m) Title 5 of public Law 93-579, The Privacy Act,
U.s.c., Section 552a

(n) SECNAVINST 551O.3OA, LWN Persomel Security Program
Regulation, 10 Mar 99

(o) SECNAVINST 5500.31A, Technical Surveillance Countermeasures
(TSCM) Program, 4 Jun 85 (NOTAL)
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CEAPTER 8

DIBBEUINATION

8-1 BASIC POLICY

1. Commanding officers shall establish procedures for the
dissemination of classified and controlled unclassified
information originated or received by their command.

2. Classified information originated in a non-DoD department or
agency shall not be disseminated outside the DoD without the
consent of the originator, except where specifically permitted.

3. Authority for disclosure of classified information to foreign
governments has been centralized in the Director, Navy IPO who
has delegated authority to disclose certain classified
information to those commands designated in reference (a).

8-2 TOP 8ECR13T

Top Secret information originated within the DoD shall not be
disseminated outside the DOD without the consent of the
originator or higher authority.

8-3 SECRET AND CONFIDENTIAL

Unless specifically prohibited by the originator, Secret and
Confidential information originated vithin the DoD may be,
disseminated to other DoD departments and agencies within the
executive branch of the U.S. Government.

8-4 SPECIAL TYPES Or CLASSIFIED AND CONTROLLED DECLASSIFIED
INPOSMATI03J

1. SAPa. The policy and procedures concerning the dissemination
of SAP information are contained in reference (b).

2. RD (inoluding CNWDI) and FRD. The policy and procedures
concerning access to and dissemination of RD (including CNWDI)
and FRD within the DoD are contained in references (c) and (d).

3. NATO . The policies and procedure for the dissemination of
NATO information are contained in reference (e). DON documents
which incorporate NATO information do not require transmission
through NATO channels.

SECNAVINST 5510.36 8-1
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COMSEC . The policies and procedures for the dissemination of
&E3EC information are contained in reference (f).

5. 8CI . The policies and procedures for the dissemination of
SCI are contained in reference (g).

6. 810P and BIOP-ESI. The policies and procedure for the
dissemination of!SIOP and SIOP-ESI are contained in reference
(h).

7. NliPI. The policies and procedures for the dissemination of
NNPI, U-NNPI and DOE Unclassified Controlled Nuclear Information
(DOE UCNI) are contained in reference (i).

8. Rouo . The policies and procedures for the dissemination of
FOUO information are contained in reference (j). FOUO
information may be disseminated within the DoD components and
between officials of the DoD components, cleared DoD contractors,
consultants, and grantees in the conduct of official busineee for
the DoD and DON. FOUO information may be released to other DoD
departments and agencies of the U.S. Government as necessary in
the conduct of valid official bueinese and shall be marked per
chapter 6, paragraph 6-11.3a. Reference (j) also establishes the
policy governing the release of FOUO information to members of
Congress and General Accounting Office (GAO) personnel.

9. SBU INFORUATI031. The policies and procedures for the
dissemination of SBU are the came as those used for FOUO
information, reference (j).

10. DEA 8KNSIT2VE INFORMATION. DEA Sensitive information is
unclassified information that is originated by the DEA and
requires protection against unauthorized disclosure to protect
sources and methods of investigative activity, evidence, and the
integrity of pretrial investigative reports. Access to DEA
Seneitive information shall be granted only to persons who have a
valid need-to-know. DEA Sensitive information shall not be
released outside the DoD without DEA authorization.

11. DoD UCNI. DoD UCNI is unclassified information on security
measures (including security plans, procedures and eguipment) for
phyeical protection of DoD Special Nuclear Material, equipment,
or facilities. Access to DoD UCNI shall be granted only to
persons who have a valid need-to-know and are specifically
eligible for access under the provisions of reference (k).

8-2 SECNAVINBT 5510.36
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12. SENSIT~ IN’X?08MATION(COMPOTER SECDRITY ACT OP 1907). The
Computer Security Act of 1987 established requirements for
protection of certain information in U.S. Government AISS. This
information ie referred to as oenaitivo information and defined
~e ninfomation, the lose, misuse, or unauthorized access to or
modification of which could adversely affect the national
interest or the conduct of federal programe, or the privacy to
which individual are entitled under reference (l), but which has
not been specifically authorized under criteria established by an
E.O. or an Act of Congress to be kept Secret in the interest of
national defenee or foreign policy.n Accsss to this information
shall be limited only to those with a valid need-to-know.

8-5 DISSEMINATION OF INTELLIGENCE INFORMATION

The Director of Central Intelligence has provided controlled
relief to the “third agency rule” by authorizing membere of the
Intelligence Community to use each other’s classified
intelligence in their intelligence documents, publications and
other information media and to disseminate their products to
other Intelligence Community organization, subject to the
limitations and procedures described in reference (m).

0-6 DIBBEM1NATI03J TO CON(3REt313

The policies and procedure for the preparation and processing of
claeeifled information to be disseminated to Congress are
contained in references (n) and (o).

8-7 D18BEHINATION OF TE~ICAL DOC03fENTB

1. Reference (p) reguires the assignment of distribution
statements to facilitate control, distribution, and release of
documents without the nsed to repeatedly refer gueetions to the
originating command. The originating command may choose to make
case-by-case exceptions to distribution limitations imposed by
the statement. Distribution statements also provide the extent
of eecondary distribution that is permissible without further
authorization or approval of the originating command.

2. All newly generated DoD unclassified technical documents
shall bear one of the distribution statements described in
exhibit 8A. If not already in the public domain and likely to be
disseminated outeide the DoD, existing unclassified technical
documents, including informal documents such as working papers,
memoranda, and preliminary reporte shall be aseigned a
distribution statement from exhibit 8A. Existing technical
documents do not have to be reviewed for the sole purpose of

8ECNAVINBT 5510.36 8-3
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assigning distribution statements but, when they are removed
from files, a determination shall be made whether distribution
limitations are necessary and, if eo, they must be marked
accordingly.

3. Classified technical documents shall be aseigned Distribution
Statements B, C, D, E, or F from exhibit 6A. The distribution
statement assigned to a classified document shall be retained on
the document after Its declassification or until specifically
changed or removed by the originating command. Technical
documents that are declassified and have no distribution
statement assigned shall be handled per Distribution Statement F
until changed by the originating command.

4. Information relating to NNPI which is not marked and handled
ae unclassified NNPI shall be reviewed and approved by the Naval
Sea Systems Command (SEA-08) prior torelease to the public.

5. This policy covers all newly created technical documents
generated by all DoD-funded RDT&E programs which are the basic of
the Navy Scientific and Technical Information Program described
in reference (q). It applies to newly created engineering
drawings, standards, specifications, technical manuals,
blueprints, drawings, plans, instructions, computer eoftware and
documentation, and other technical information that can be used
or be adapted for use to design, engineer, produce, manufacture,
operate, repair, overhaul, or reproduce any military or space
equipment or technology concerning that equipment.

6. Reference (r) applies to unclassified technical data which
reveale critical technology with military or space application
and requires an approval, authorization, .or license for its
lawful export and which nay be withheld from public disclosure
(officially released under proper authority). This withholding
authority does not apply to scientific, educational, or other
data not directly and significantly related to design,
production, or utilization in industrial processes.

8-6 PREPUBLIC!ATION REVIEW

Reference (s) applies to public affairs and reference (t) applies
to the clearance of DoD information for public releaee.
Reference (u) establishes the policy that a security and policy
review shall be performed on all official 00D information
intended for public release including information intended for
placement on electronic bulletin boards accessible through the
INTERNET or publicly accessible computer servers. Exhibit 8B iS
an excerpt from reference (u) identifying official DoD
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information prepared by or for DoD personnel
public releaee that requiree a review by the
of Defense, Public Affaire (ASD(PA)) via the

(a)

(b)

(c)

(d)

(e)

(f)

(9)

(h)

(i)

(j)

(k)

(1)

(m)

REFERENCES
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and propoeed for
Aesietant Secretary
CNO (N09N2).

SECNAVINST 5510.34, Manual for the Disclosure of LWN
Military Information to Foreign Governments and
International Organizations, 4 Nov 93

OPNAVINST S5460.4C, Control of Special Access Programs
Within LX2N (U), 14 Aug 81 (NOTAL)

DoD Directive 5210.2, Access to and Dissemination of
Restricted Data, 12 Jan 78 (NOTAL)

SECNAVINST 551O.3OA, LWN Persomel Security Program
Regulation, 10 Mar 99

OPNAVINST C551O.1O1D, NA!lW Security Procedures (V),
17 Aug 82 (NOTAL)

CM-IA, Cryptographic Security
(U), 25 Feb 98 (NOTAL)

DoD 5105.21-M-1, DoD Sensitive
Administrative Security Manual, ~ Aug 98 (NOTAL)

policy end Procedures Henual

Compartmented Information

OPNAVINST 55511.35X, Pollcy for Safeguarding the single
Integrated Operational Plan (SIOP) (U), 1 Jul 98
(NOTAL)

NAVSEAINST C5511.32B, Safeguarding of Naval Nuclear
Propulsion Information (NNPI) (U), 22 Dec 93 (NOTAL)

SECNAVINST 5720.42E, DON Freedom of Information Act (FOIA)
Program, 5 Jun 91

OPNAVINST 5570.20 DoD Unclassified Controlled Nuclear
Information (DoD UCNI), 11 Feb 93

Title 5 of public Law 93-579, The Privacy Act,
(U.S.C. , Section 552a)

DCID 1/7, Security Controls on the
Intelligence Information, 30 Jun

8ECNAVIH8T 5510.36 a-s
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(n) SECNAVINST 5730.5G, Procedures for the Handling of Naval
Legislative Affairs and Congressional Relations,
24 Aug 81

(o) OPNAVINST 551O.158A, Security Review Guide for
Congressional Matters, 10 Dec 84 (NOTA21)

(P) DoD Directive 5230.24, Distribution Statements on
Technical Documents, 18 Mar 87 (NOTAL)

(q) SECNAVINST 3900.43A, Navy scientific and Technical
Information Program, 20 Jul 94 (NOTAL)

(r) OPNAVINST 5510.161, Withholding of Unclassified Technical
Data from Public Disclosure, 29 Jul 85

(s) SECNAVINST 5729.44A, DON public Affairs Regulations,
3 Jun 87

(t) DoD Directive 5230.9, Clearance of DoD Information for
Public Release, 9 Apr 96

(u) DoD Instruction 5230.29, Security and policy Review of DoD
Information for public Release, 6 Hay 96
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EXSIBIT 6A

PROCEDURES POR ASBIGliINQ DISTRIBOTIOIJ
STATEMENTS ON TECBNICAL DOCUNENTS

1. Newly generated unclaeeified technical documents ehall be
assigned Distribution Statamente A, B, C, D, E, F, or X. If not
already in the public domain and are likely to be disseminated
outeide the DoD, exieting unclaeeified technical documents shall
be aseigned Distribution Statements A, B, C, D, E, F, or X.

2. Technical documents in preliminary or working draft form
shall not be disseminated without a proper eecurity
claeeification review and assignment of a distribution etatement.

3. Claeeified technical documente ehall be assigned Distribution
Statements B, C, D, E, or F. The distribution statement aseignsd
to a classified document shall be retained on the document after
declaeeification or until specifically changed or removed by the
originating command. If a technical document without a
distribution statement ie declassified, it ehall be handled ae a
Distribution Statement F document until otherwise notified by the
originating command.

4. If a newly generated technical document contains export-
controlled technical data, it shall be marked with the statement
in paragraph 1 under ‘ADDITIONAL NOTICES,n in addition to
Distribution Statement B, C, D, E, F, or X.

5. Scientific and technical documents which include a
contractor-imposed ‘limited rights” statement shall be
appropriately marked and controlled (see ‘CONTRACTOR-IMPOSED
DISTRIBUTION LIMITATIONS” below).

6. The distribution statement shall be dieplayed conspicuously
so it ie readily recognized by recipients. For etandard written
or printed material, the distribution statement shall appear on
the face of the document, title page, and DD 1473, ‘Report
Documentation Page.” When poseible, parts that contain
information creating the requirement for the distribution
statement shall be prepared ae an appendix to permit broader
distribution of the baeic document. When practicable, the
abstract of the document, the DD 1473, and bibliographic
citations shall be written in such a way that the information
shall not be eubject to Distribution Statements B, C, D, E, F, or
x. If the technical information k? not in standard written or
printed form and does not have a cover or title page, the
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distribution statement shall be conspicuously etamped, printed,
or written by other mane.

7. Distribution statements remain in effect until changed or
removed by the originating command. Each command shall establish
and maintain a procedure for review of technical documsnts for
which it is responsible, with the objective of increasing their
availability as soon ae conditions permit. Public releaee
determinations shall be processed per DoD Instruction 5230.29 of
6 May 1996 (NOTAL). When public release clearance is obtained,
Distribution Statement A shall be aseigned and document handling
facilities, including the Defenee Technical Information Center
(oTIC), shall be notified.

8. Technical documents with superseded distribution limitation
markinge shall be reviewed and assigned the appropriate
distribution statement when a request for the document is
received. Superseded distribution limitation markings shall be
converted ae follows:

a. Documents with distribution marking A or B need not be
reevaluated or remarked.

b. Documents with distribution marking #2 shall be assigned
Distribution Statement C.

c. Documents with distribution marking #3 (U.S. Government
Only) shall be aseigned Distribution Statement B.

d. Documents with distribution marking #4 (DoD Only) shall
be aesigned Distribution Statement E.

Documents with distribution marking #5 (Controlled) shall
be a%gned Distribution Statement F.

9. Originating commande shall promptly notify DTIC and other
information repositories holding their technical documents when:

a. The address of designated originating commands is
changed.

b. The originating command is redesignated.

c. Classification markings, distribution statements, or
eXPOrt control statements are changed.

8A-2 SECNAVINST 5510.36
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DISTAIBDTION BTATEM.ENTB

1. The following distribution statements are authorized for use
on technical documente:

‘DISTRIBUTION BTATEMENT A: approved for publio releaee;
dist%ution is Unlimited.n

(1) This statement shall be used only on unclassified
technical documente that have been cleared for public release by
competent authority per DoD Instruction 5230.29 (NOTAL) and DoD
Directive 5230.9 of 9 April 1996 (NOTAL).

(2) Technical documente resulting from contracted
fundamental reeearch efforte ehall normally be assigned
Distribution Statement A, except for those rare and exceptional
circumstances where there is a high likelihood of disclosing
performance characteristics of military systems, or of
manufacturing technologies that are unigue and critical to
defense, and agreement on this situation has been recorded in the
contract or grant.

(3) Technical documents with this etatement may be made
available or sold to the public including foreign nationals,
companies, and governments, and may be exported.

(4) This statement shall never be used on technical
documents that formerly were classified without a positive
determination of such releasability by the command exercising
cognizance over the information prior to release.

(5) Thie statement shall not be used on classified
technical documents or documents containing export-controlled
technical data as provided in OPNAVINST 5510.161 of 29 July 1985.

b. ‘DISTRZBUTZU2J STATEHENT B: Distribution authorised to
U.S. Government agenoies only; (fill in reaeon) (date). Other
reque8ts for this dooument ehall be referred to (ineert
originating command).”

(1) Thie etatement shall be ueed on unclassified or
classified technical documents if necessary to ensure
distribution limitation in addition to need-to-know requirements
of this regulation or in the event the document is declassified.

BECNAVINET S51O.36 6A-3
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(2) Reasons for assigning Distribution Statement B
include:

(a) FGI - To protect and limit information
distribution per the desiree of the foreign government that
furniehed the technical information. Information of thie type ie
normally classified at the Confidential level or higher.

(b) Proprietary Information - To protect information
not owned by the U.S. Government and protected by a contractor’s
‘limited righten statement, or received with the understanding
that it may not be routinely transmitted outside the U.S.
Government.

(c) Critical Technology - To protect information and
technical data that advance current technology or describe new
technology in an area of significant or potentially significant
military application or that relate to a epecific military
deficiency of a potential adversary. Information of thie type
may be classified or unclassified; when unclassified, it ie
export-controlled and eubject to the provisions of OPNAVINST
5510.161 of 29 July 1985.

(d) Test and Evaluation - To protect resulte of test
and evaluation of commercial producte or military hardware when
disclosure may cause unfair advantage or dieadvantage to the
manufacturer of the product.

(e) Contractor Performance Evaluation - To protect
information in management reviews, records of contract
performance evaluation, or other advisory documents evaluating
programs of contractors.

(f) Premature Dissemination - To protect patentable
information on eystems or processes in the developmental or
concept stage from premature dissemination.

(g) Administrative/Operational Uee - To protect
technical or operational information from automatic dissemination
under the International Exchange Program or by other means. This
protection covere publications required eolely for official use
or strictly for administrative or operational purposee. Thie
statement ehall be applied to manuale, pamphlete, technical
orders, technical reports, and other publications containing
valuable technical or operational data.

8A-4 SECNAVINST 5510.36
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(h) Software Documentation - Releasable only per the
provisions of DoD Instruction 7930.2 of 31 December 1979 (NOTAL).

(i) Specific Authority - To protect information not
specifically included in the above reasons and discussions, but
which requires protection per valid documented authority such ae
E.O.e, claeeification guideline, DoD or DON regulations, or
policy guidance. When filling in the reason, cite “Specific
Authority (identification of valid documented authority).”

“DIOTRIBUTIOIJ 8TATEMENT C: Distribution authori!ded to
U.S.cQovernment agenoiea and their contractors; (fill in reason)
(date). Other requests for thie dooument shall be referred to
(insert originating command).”

(1) May be used on unclassified or classified technical
documents if necessary to ensure distribution limitation in
addition to need-to-know requirements of this regulation or in
the event the document is declassified.

(2) Reaeons
include:

(a) FGI

for assigning Distribution Statement C

- Same as Distribution Statement B.

(b) Critical
Statement B.

(c) Software
Statement B.

Technology - Same as

Documentation - Same

(d) Administrative or Operational
Distribution Statement B.

Distribution

as Distribution

Use - Same as

(e) Specific Authority - Same as Distribution
Statement B.

d. ‘DISTRIBDTIOII STATEMENT D: Distribution authorised to
DoD and DoD contractors OnlY; (fill in reason) (date). Other
U.S. reguests shall be referrad to (insert originating oommand).”

(1) May be used on unclassified or classified technical
documents if necessary to ensure distribution limitation in
addition to need-to-know requirement of this regulation or in
the event the document is declassified.
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(2) Reasons for assigning Distribution Statement D
include:

(a) FGI - Sams as Distribution Statement B.

(b) Administrative or Operational Uee - Same as
Distribution Statement B.

(c) Software Documentation - Same as Distribution
Statement B.

(d) Critical Technology - Same as Distribution
Statement B.

(e) Specific Authority - Same as Distribution
Statement B.

‘DISTRIBDTIOM STATEMENT E: Distribution authorised to
DoD ~~mponents only; (fill in reason) (date). Other requests
shell be referred to (ineert originating commard).n

(1) May be used on unclassified or classified technical
documents if necsesary to ensure distribution limitation in
addition to need-to-know requirements of this regulation or in
the event the document is declassified.

(2) Reasons for assigning Distribution Statement E
include:

(a) Direct Military Support - Document contains
export-controlled technical data of such military significance
that release for purposes other than direct eupport of DoD-
wwoved activities my jeopardize an important technological or
operational military advantage of the U.S. Designation of euch
data is made by competent authority per OPNAVINST 5510.161 of
29 July 1985.

(b) FGI - Same as Distribution Statement B.

(c) Proprietary Information - Same as Distribution
Statement B.

(d) Premature Dissemination - Same as Distribution
Statement B.

(e) Test and Evaluation - Same as Distribution
Statement B.

8A-6 SECNAVIMST 5510.36
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(f) Software Documentation - Sane as Distribution
Statement B.

(g) Contractor Performance and Evaluation - Same as
Distribution Statement B.

(h) Critical Technology - Same as Distribution
Statement B.

(i) Administrative/Operational Use - Same as
Distribution Statement B.

statement B.(j) Specific Authority - Same as Distribution

f. ‘DIBTIUBOTION STATEMENT 9! Purther dissemination only ae
direoted by (Insert originating oommand) (date) or higher DoD
authority. N

(1) Normally used only on classified technical documents,
but may be used on unclassified technical documents when specific
authority exists.

(2) Distribution Statement F is used when the originator
determines thst the information is subject to the special
dissemination limitation specified in chapter 6, paragraph
6-11.3a.

(3) When a classified document assigned Distribution
Statement F is declassified, the statement shall be retained
until specifically changed or removed by the originating command.

9. ‘DISTAIBUTIOM 8TATENENT X: Dietxibution authorised to
u.S. Government agenoies and private individuals or enterprises
eligible to obtain export-controlled technical data in accordance
with OPNAVINST S51O.161. Other requests shall be referred to
(originating uommand).”

(1) This statement shall be used on unclassified
documents when Distribution Statements B, C, D, E, or F are not
applicable but the document contains technical data per OPNAVINST
5510.161 of 29 Jllly 1985.

(2) This statement shall not be used on classified
technical documents. It nay be assigned to technical documents
that formerly were classified.

BECNAVINST 5510.36 8A-7
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ADDITIONAL MOTICES

1. In addition to the distribution statement, the following
notices ehall be used when appropriate:

a. All technical documents determined to contain export-
controlled technical data shall be marked “WAANINQ - Thie
dooument contains technical data whoee export is restricted by
the ma EXpOrt Control Act (Title 22, U.S.C. 8eo. 2751 et e-.)
or the Export Administration Aot of 1979, ae amended, Title 50,
U.B.C., App 2401, et eeq. violations of these export laws are
eubjeot to severe oriminal penalties. Disseminate per the
provisions of OPNAVINST 5510.161.” When it is technically
impracticable to uee the entire statement, an abbreviated marking
shall be used, and a copy of the full statement added to the
“Notice To Accompany Release of Export Controlled Datan required
by OPNAVINST 5510.161 of 29 July 1985.

2. Unclassifieti/Limited Dietributfon documents shall be handled
using the same standard as FOUO information, and shall be
destroyed by any method that will prevent disclosure of contents
or reconstruction of the document. When local circumstances or
expe~ience indicate that this destruction method iS not

sufficiently protective of unclassified limited information,
local authorities may prescribe other methods but must give due
consideration to the additional expense balanced againet the
degree of sensitivity.

CONIW+CTOR INPOSED DISTRIBUTION LIMITATIONS

1. Contractors may have proprietary technical data to which the
U.S. Government is given limited rights. The contractor shall
place a limited rights etatement on each document containing
contractor controlled technical data furnished to the U.S.
Government. Documente with limited rights information ehall be
aseigned Distribution Statement B, E, or F.

2. Limited righte is defined as the right to use, duplicate, or
disclose technical data in whole or in part, by or for the U.S.
Government, with the exprese limitation that such technical data,
without the written permission of the party furnishing the
technical data, shall not be:

a. Releaeed or disclosed in whole or in part outeide the
U.S. Government.
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b. Used in whole or in part by the U.S. Government for
manufacture, or in the case of computer eoftware documentation,
for reproduction of the computer eoftware.

c. Used by a party other than the U.S. Government, except
for:

(1) Emergency repair or overhaul work only by or for the
U.S. Government, when the item or process concerned is not
otherwise reasonably available to enable timely performance of
the work, provided that the release or diecloeure outside the
U.S. Government will be made subject to a prohibition againet
further use, releaee, or disclosure; or

(2) Release to a foreign government, as the interest of
the U.S. Government nay require, only for information Or
evaluation within the foreign government or for emergency repair
or overhaul work by or for the foreign government under the
conditions of subparagraph (1) above.

3. The limited righte statement remeins Ln effect until changed
or cancelled under contract terms or with the permission of the
contractor and the controlling office notifies recipients of the
document that the statement has been changed or cancelled. Upon
cancellation of the limited rights etatement, the distribution,
disclosure, or release of the technical document will then be
controlled by ite security classification or, if it is
unclaeeified, by the appropriate distribution etatement.
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E~IBIT 8B

CATEQORXES OY 12ZP02U4ATIONWEIC!BRBQUIBS REVIEW AND CLBAAAWCE
BY TEE ASD(PA) PRIOR TO PUBLIC RELBASE

1. Certain categories of information reguire review and
clearance by the ASD(PA) via the CNO (N09N2) before public
release. They include information which:

a. Originates or is proposed for public release in the
Washington, D.C. area;

b. Is or has the potential to become an item of national or
international interest;

c. Affects national eecurity policy or foreign relations;

d. Concerns a subject of potential controversy among the DoD
components or with other federal agencies;

Is presented by a DoD employee, who by virtue of rank,
posi~~on, or expertise would be considered an official OOD
spokesperson;

f. Contains technical data, including data developed under
contract or independently developed and controlled by the
International Traffic in Arms Regulation (ITAR), that may be
militarily critical and subject to limited distribution, but on
which a distribution determination haa not been made; or,

9. Bears on any of the following subjecte:

(1) New weapons or weapons systems, significant
modifications or improvements to exieting weapone, weapons
ayatema, equipment, or techniques.

(2) Military operations, significant axercises, and
operations security.

(3) National Command Authorities; command, control,
communications, computers, and intelligence; information warfare;
and computer security.

(4) Military activities or application in space; nuclear
weapona, including nuclear weapons effects research; chemical
warfare and defensive biological warfare; and arms control treaty
implementation.
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CHAPTER 9

TRANSMISSION AND TRANSPORTATION

9-1 BASIC POLICY’

1. Commanding officers shall ensure that only appropriately
cleared pereonnel or carriers, transmit,. transport, escort, or
handcarry classified information. Unless a specific kind of
transmission or transportation is restricted, the means selected
should minimize the risk of a loss or compromise while permitting
the use of the meet cost-effective mode of conveyance.

2. All international tranefere of claeeified information ehall
take place through government-to-government channels. Follow the
provisions of exhibit 9A.

9-2 TOP BBCRBT

Transmit or traneport U.S. Top Secret information only by:

1. Direct contact between appropriately cleared U.S. personnel;

2. The Defense Courier Service (DCS), if gualified under the
provisions of reference (a);

3. The 00S Diplomatic Courier SeNice;

4. Communications protected by a cryptographic syetem authorized
by the Director, NSA or a protected distribution system designed
and installed to meet the requirements of reference (b). (Thie
applies to voice, data, message, and facsimile transmissions);

5. Appropriately cleared DoD contractor employees or U.S.
military or Government civilian personnel specifically designated
to escort or handcarry the information, traveling on a conveyance
owned, controlled, or chartered by the U.S. Government travelin9
by surface transportation;

6. Appropriately cleared U.S. military or Government civilian
personnel, specifically designated to eecort or handcarry
classified information, traveling on scheduled commercial
passenger aircraft within and between the U.S., its territories,
and Canada;
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7. Appropriately cleared U.S. military and Government civilian
personnel, specifically designated to escort or handcarry
classified information, traveling on scheduled commercial
passenger aircraft on flights outeide the U.S., its territories,
and Canada per paragraph 9-12; and

8. Appropriately cleared and designated DoD contractor employees
within and between the U.S., its territories, and Canada per
reference (c).

9-3 SECRET

Transmit or traneport U.S. Secret information only by:

1. AIIymeans approved for Top Secret information, except that
Secret information may be introduced into the DCS only when U.S.
control cannot otherwise be maintained. This restriction does
not apply to COMSEC and SCI, per paragraph 9-5;

2. US Postal Service (USPS) registered mail within and between
the U.S. and its territories;

3. USPS registered mail addressed to U.S. Government agencies
through U.S. Army, Navy, Marine Corpsr or Air Force Postal
Service facilities outside the U.S. and its territories;

4. USPS and Canadian registered mail with registered mail
receipt between U.S. Government and Canadian government
installations in the U.S. and Canada;

5. USPS Express Mail sent between U.S. Government activities and
cleared DoD contractor within and between the U.S. and its
territories. Use USPS Express Mail Service only when it ie the
meet coet effective way to meet program requirements. USPS
Sxprese Mail Service ie strictly controlled in the DON and the
official command mail control officer shall approve each use.
The ‘Waiver of Signature and Indemnityn block on the USPS Express
Mail Label 11-B shall not be executed under any circumstances.
The use of external (street-side) Express Mail collection boxes
ie prohibited;

6. U.S. Government and Government contract vehicles including
aircraft and ships of the U.S. Navy, civil service-operated U.S.
Naval Ships (Military Sealift Command), and ships of U.S. ‘
registry. Appropriately cleared operators of vehicles, officers
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of ships, and pilots of aircraft who are U.S. citizens nay be
designated as eecorts, provided the control and surveillance of
the carrier is maintained on a 24-hour basis. The eecort shall
protect the shipment at all times through personal observation or
authorized storage to prevent inspection, tempering, pilferage,
or unauthorized access. Observation of the shipment ie not
reguired during flight or eea transit, provided it is loaded into
a compartment that is not accessible to unauthorized persons or
ie in a specialized eecure, safe-like container;

7. The current holder of the General Services Administration
(GSA) contract for overnight delivery, when approved by the
official command mail control officer. Use of this senice is on
an exception baeis, when applicable postal regulations are met,
and when an urgent requirement exists for overnight delivery for
the executive branch to a DoD component or to a cleared DoD
contractor facility within the U.S. and its territories. The
delivery eervice shall be U.S .-owned and U.S.-operated, provide
automated in-transit tracking, and ensure package integrity
during transit. The contract shall reguire cooperation with U.S.
Government inguiries in the event of a loss or possible
compromise. Size and weight limitations shall be met. The
sender ehall ensure that an authorized pereon is available to
receive the delivery and ehall verify the correct I&ailing
address. Under no circumstances shall the release signature
block on the receipt label be executed. The use of external
(street-side) collection boxee is prohibited. Classified COMSEC,
NATO, and FGI shall not be transmitted in this manner;

8. Carriers cleared under the NISP who provide a Protective
Security Service (PSS). This method is authorized only’within
the Continental U.S. (CONUS) when other methods are impractical,
except that this method is also authorized between U.S. and
Canadian government-approved locations documented in a
transportation plan approved by the U.S. and Canadian government
security authorities;

9. In the hold of a cleared U.S. registered air carrier
(Civilian Reeerve Air Fleet Participant) without an appropriately
cleared escort, in exceptional circumstance with the written
approval of the recipient government security authorities. The
shipment shall be sent between two specific points with no
intermediate stops. The carrier shall agree in advance to permit
cleared and specifically authorized persone to observe placement
and removal of the classified shipment from the air carrier. The
shipment shall be placed in a compartment that ie not accessible
to unauthorized persone or shall be placed in the came type of
specialized shipping container prescribed for use by the DCS.

I
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9-4 CONPIDERTIAL

Transmit or transport U.S. Confidential information only by:

1. Any means approved for Secret information;

2. USPS registered mail to and from APO or FPO addressees
located outside the U.S. and its territories, and when the
originator is uncertain that the addressees location ie within
U.S. boundaries;

3. USPS certified mail for information addressed to a cleared
DoD contractor facility or non-DoD agenciee;

4. USPS first class mail between DoD component locations
anywhere in the U.S. and its territories. The outer envelope or
wrapper shall be endorsed: l?R~~ SERVICE REQUESTED”.

5. A carrier that provides Constant Surveillance Service (CSS)
within CONUS. A cleared DoD contractor facility shall be
notified by separate communication at least 24 hours in advance
of the shipment arrival. Information about commercial carriers
providing a CSS is available from the Military Traffic Management
Command (MT14C).

6. Personal custody of commander or masters of ships of U.S.
regietry who are U.S. citizens. Confidential information shipped
on shipe of U.S. regietry shall not pass out of U.S. Government
control. The commander or masters ehall receipt for the cargo
and agree to:

a. Deny access to the Confidential information by
unauthorized persons, including customs inspectors, with the
understanding that Confidential cargo that would be subject to
customs inspections shall not be unloaded; and

b. Maintain control of the cargo until a receipt is obtained
from an authorized representative of the consignee.

9-5 SPECIAL TYPES Or CLASSIFIED AND CONTROLLED UNCLASSIFIED
INFORMATION

1. COMSEC. References (d) and (e) establieh the requirements
for the transmission or transportation of COHSEC information.
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2. NATO . Reference (f) establishes the requirements for the
transmission or transportation of classified NATO information.
NATO RESTRICTED information shall, at a minimum, be transmitted
by USPS first claes mail within CONUS and USPS first class mail
using an APO/FPO address outside CONUS (single wrapped).
Geographical addresses and international mail channels shall not
be used.

3. SCI . Reference (g) establishes the requirements for the
tranemiasion or transportation of SCI.

4. SAPe. Reference (h) establishes the requirements for the
transmission or transportation of SAP information.

5. SIOP and SIOP-ESI. Reference (i) establishes the
requirements for the transmission or transportation of SIOP and
SIOP-ESI.

6. NNPI. The policies and procedure for the transmission or
transportation of NNPI, U-NNPI, and DOE UCNI are contained in
reference (l). Since there is foreign national access to the
internet, U-NNPI may only be transmitted on the internet if the
transmission ie encrypted. The encryption standard for
transmission of U-NNPI is Federal Information Processing
Standards (PIPS) 140-1.

7. SD (inaluding CNWDI) and BRD. Transmit or traneport RD
(including CNWDI) and FRD in the same manner as other classified
information of the same security classification. Reference (j)
establishes the requirement for the transmission or
transportation of nuclear information or component.

8. Pouo . Transport FOUO information via USPS firet ClaSS mail,
or standard mail for bulk shipments. Electronic transmission of
FOUO information (voice, data, or faceimile) shall be by approved
secure communications systems whenever practical. All meane used
shall preclude unauthorized public disclosure per reference (k).

9. SBu (formerly LOU). Transmit or transport DOS SBU
information in the same manner as FOUO information.

10. DEA SENSITIVE INFORMATION. Transmit or transport DEA
Seneitive information within CONUS by USPS first class mail.
Transmit or transport DEA Sensitive information outside the CONUS
(double wrapped and marked on both sides of the inner envelope
with ‘DEA Sensitiven) by any means approved for the transmission
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or transportation of Secret material (see paragraph 9-3). Non-
Government package delivery and courier eervicae ehall not be
used. Electronic tranemi.ssion of DEA Sensitive information
within CONUS and outside CONUS shall be over approved secure
communication circuits.

11. DoD UCNI. Tranemit or transport DoD UCNI via USPS first
class mail in a eingle, opague envelope or wrapping. Except in
emergencies, electronic transmission of DoD UCNI shall be over
approved eecure communications circuits per reference (m).

12. SENSITIVE INF’0R21ATION(COlfPDTBR8ECDRITY ACT Of 1987).
Reference (n) establishes the requirements for the transmission
of seneitive information in AISS.

13. l?OREIGN GO~ RESTRICTED and UNCLASSIFIED INPORKATIO14
PROVIDED IN CONFIDENCE. Tranemit or transport in a method
aPProved for classified information, unless thie method ie waived
by the originating government.

9-6 TELEPHONB TRAHSf41SSIOll

Classified telephone conversations ehall be permitted only over
secure communication circuits approved for the classification
level of the information being discussed. Every attempt shall be
made to eneure that the classified information is not compromised
to unauthorized personnel.

9-7 CLASSIFIED BDLKY FREIGHT SHIPMENTS

Commanding officers shall establish procedures for shipping bulky
classified information as freight. These procedures shall
include provision for shipment in closed vehicles when required,
appropriate notice to the consignee concerning the shipment,
procedures at transshipment activities, and actions to be taken
in case of non-delivery or unexpected delay in delivery.

9-S PREPARING CLASSIFIED INFORMATION ?OR SHIPXENT

1. Prepare claeeified information for shipment by packaging and
sealing it with tape which will retain the impression of any
poetal etamp, in ways that minimize risk of accidental exposure
or undetected deliberate compromise. classified information
shall be packaged eo that classified text is not in direct
contact with the inner envelope or container.
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2. Enclose classified information transported outside the
command in two opague, sealed covere (e.g., envelopes, wrappings,
or containers) durable enough to conceal and protect it from
inadvertent exposure or tampering. The following exception
apply:

a. If the claeeified information ie an internal component of
a packageable item of equipment, the outeide shell or body may be
considered as the imer cover provided it does not reveal any
claeeified information.

b. If the classified information is an inaccessible internal
component of a bulky item of equipment, the outeide or body of
the item nay be considered a sufficient cover provided
ObSeNatiOn does not reveal classified information.

c. If the classified information is an item of equipment
that is not reasonably packageable and the shell or body is
classified, it shall be concealed with an opague covering that
conceals all classified features.

d. Specialized shipping containers, including closed cargo
transporters, may be considered the outer wrapping or cover when
used.

Refer to the appropriate reference in paragraph 9-5 for
prep%ation of special typee of classified and controlled
unclassified information for tranamiseion or transportation.

9-9 ADDREERIWQ CLAS811?XED INPORMATIOH YOR SEIWE21T

1. Addrese the outer envelope or oontainer only to an official
U.S. Government activity or a cleared DoD contractor facility
with the appropriate FCL level and storage capability. Include
the complete return addrees of the sender. The outer envelope or
container shall not have any markings indicating, or alerting
handlers to the classification level of the contents. The
classified information shall not be addressed to an individual
(except when ueing USPS Express Mail or the current holder of the
GSA contract for overnight delivery); however, an attention line
may be used to include an office code or a specific department to
aid in internal routing. Classified information intended only
for U.S. elements of international etaffs or other organizations
shall be addressed specifically to those elements.
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2. The inner envelope or
recinient. the addrese of

container ehall
the sender, the

show the address of the
highest classification

levei of the contente (including all-warning-notices,
intelligence control markings, or any other applicable special
instructions (see chapter 6, paragraphs 6-11 and 6-12)), and may
aleo include an ‘attention linen with the intended reclpient~s
name and~or office code.

3. Refer to the appropriate reference in paragraph 9-5 on
addressing epecial types of classified and controlled
unclassified information for transmission or transportation.

4. DOB Diplomatic Courier BerViae. The outer envelope of the
classified information to be sent through the DOS Diplomatic
Courier Service shall be addressed to: Chief, Classified Pouch
and Mail Branch, U.S. Department of State, Washington, DC 20520-
0528 and mailed via USPS registered mail. Uark the inner
envelope with the appropriate classification level and address of
the specific overseas activity.

5. USPS E8press Mail. The USPS Exprese Mail envelope may eerve
as the outer wrapper.

6. Current Holder of 128AContraat for Overnight Delivery. The
delivery envelope may serve as the outer wrapper and may be
addressed to the recipient by name.

9-10 RECEIPTING FOR CLASSIFIED INFORMATION

1. Acknowledgement of receipt is required for Top Secret and
Secret information transmitted or transported in and out of the
command and for all classified information provided to a foreign
government or ite representatives, including its embaseies in the
Us., and its contractors. A receipt is reguired with all
classified packagee handcarried to the U.S. Senate.

2. Use OPNAV 5511/10, Record of Receipt (exhibit 9B), and attach
it to the inner cover. Ths receipt ehall contain only
unclassified information that clearly identifies the classified
information. Retain Top Secret receipts for 5 years and Secret
receipts for 2 years (see chapter 7, paragraph 7-7 for receipt
retention of FGI). Failure to sign and return a receipt to the
sender may result in a report of possible loss or compromise.
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9-11 GKMERAL PROVISIONS FOR E8CORT12W OR ~YIHG
CLASSIFIED XMPORMATIOM

1. Use a cover sheet, file folder, or other covering to prevent
inadvertent disclosure when handcarrying classified information
within the command.

2. Double-wrap the classified information when han”dcarrying
outside the command. A locked briefcase may eerve as the outer
cover, except when handcarrying aboard commercial aircraft. When
handcarrying classified information to another command, refer to
the provision of this chapter on requiramente for receipting,
addressing, and covering.

3. Second echelon commanda shall approve escorting or
handcarrying of classified information aboard commercial aircraft
traveling outside the U.S., its territories, and Canada. This
authority may be further delegated, in writing, to subordinate
commands ae necessary.

4. Commanding officers or other designated officials shall
authorize official travelere to eecort or handcarry classified
information only when:

a. The information is not available at the destination and
is needed for operational neceseity or a contractual requirement;

b. The information cannot be transmitted via a secure
facsimile or other eecure means in sufficient time for the etated
purpose;

c. The escort or handcarry is accomplished aboard a U.S.
carrier, or a foreign carrier if no U.S. carrier is available and
the information remains in the custody and physical control of
the U.S. courier or escort at all times; and

d. Advance arrangement have been made for eecure etorage at
a U.S. ambaeay, military or cleared DoD contractor facility with
safeguarding capability, commensurate with the classification
level of the handcarried information, at the destination and all
intermediate stops.

5. Commanding officers shall ensure that couriers are informed
of and acknowledge their eecurity responsibilities when escorting
or handcarrying classified information. The latter requirement
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may be satisfied by a briefing or by requiring the courier to
read written instructions that contain the information listsd
below, as a minimum:

a. The courier is liable and responsible for the information
being eecorted;

b. The information is not, under any circumstances, to be
left unattended;

c. During overnight stops, classified information is to be
stored at a U.S. embasey, military or appropriately cleared DoD
contractor facility (see paragraph 9-11.4d) and shall not, under
any circumstances, be stored in vehicles, hotel rooms or safes;

d. The information shall not be opened enroute except in the
circumstances described in subparagraph 9-11.5h;

e. The information shall not be discussed or disclosed in
any public place or conveyance;

f. The courier shall not deviate from the authorized travel
schedule;

9. The courier ie responsible for ensuring that personal
travel documentation (paesport, courier authorization, and
medical documente) are complete, valid, and current;

h. There is no assurance of immunity from search by
security, police, customs and/or immigration officials on
domeetic or international flights. Carry-on bage and packages
may be subjected to X-raying and inspection by customs or
airlinefairport security officials. If there is a question about
the contents of the package, the courier shall present the
courier authorization to the official or to the official~s
supervisor, if necessary. If the official demands to see the
actual contents of the package, it may be opened in his or her
presence, in an area out of sight of the general public.
However, under no circumstances shall classified information be
disclosed. Immediately after the examination, the courier shall
reguest that the package be resealed and signed by the official
to confirm that the package was opened. Inform both the
addressee and the dispatching security officer in writing of the
opening of the package;
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i. The courier shall carry a copy of an inventory ot the
contents in the sealed package and submit a copy to the courier’e
eecurity office for retention;

j. Upon return, the courier ehall return all classified
information in a sealed package or furnish documentation eigned
by an authorized security official of the addressee organization
for any information that is not returned;

k. Refer to reference (f) on the handcarry of classified
NATO information.

6. In the event that the handcarry of classified information
will aleo involve the disclosure of claeeified information to
foreign nationals, the command foreign disclosure approving
official shall ensure that disclosure authorization has been
obtained per reference (o).

9-12 AOTEOR18ATI03? TO ESCORT OR RAHACMRY CLASSX171RD XNYOIU4ATI03J

1. The Security Manager shall provide written authorization to
all individual escorting or handcarrying classified information.
This authorization may be the DD 2501, Courier Authorization
Card, or included on official travel orders, visit requests, or
a courier authorization letter. my of these four written
authorizations may be used to identify appropriately cleared DoD
military and civilian personnel approved to escort or handcarry
classified information (except for SCI and SAP) between DoD
commands per the following, except for travel aboard commercial
aircraft, in which case the provision of paragraph 9-13 also
apply:

a. The individual has a recurrent need to escort or
handcarry classified information;

b. The written authorization ie eigned by an appropriate
official in the servicing eecurity office;

c. The expiration date may not exceed 3 yeare from the issue
date (pertaine only to DD 2501);

d. Retrieve the written authorization upon an individual’s
transfer, termination of employment, or when authorization is no
longer required;

e. When using the DD 2501, a limited number may be issued to
‘Bearer,n on a case-by-case basis, to individuals who need to
handcarry classified information for a specific event. In this
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instance, Item 2 on the card shall be annotated “Indefinitesu.
The DD 2501 ie controlled to preclude unauthorized uee and local
reproduction is prohibited.

2. The written authorization ie intended for use between DoD
commande worldwide and provides eufficiant authorization to
handcarry classified information aboard a U.S. military aircraft.

3. See appendix B for courier card procurement information.

9-13 ADTEORISATION LETTER ~OR ESCORTING OR EANDCM=YIMG
CLA8SIb’IED IIWORMATION ABOARD COMMERCIAL PASSENGER A3RCRAPT

1. Personnel escorting or handcarrying classified information
aboard commercial aircraft shall process through the airline
ticketing and boarding procedure in the came manner ae other
passengers. Advance coordination ehall be made with airline and
departure terminal officials and, when poeeible, with
intermediate tranefer terminale to develop mutually satisfactory
arrangsmente within the terms of this regulation and Federal
Aviation Administration (FAA) guidance to facilitate the
courierte processing through airline ticketing, screening, and
boarding procedures. Local FAA field offices can often be of
aeeistance. During thie coordination, epecific advice ehall be
sought regarding the nature of documentation that will be
reguired. Generally, the following will meet commercial airline
security reguiremente:

The individual designated as courier shall posseee an
iden&fication card that includes a photograph, date of birth,
height, weight, and signature. If the identification card doee
not contain these iteme they shall be included in the written
authorization.

b. The courier shall handcarry the original authorization
letter and efficient copies to provide documentation to airline
officials. Prepare the authorization letter on command
letterhead authorizing transport of the classified information
and include the following information:

(1) The full name of the individual and employing agency;

(2) Description of the pereonal identification the
individual will present (e.g., VA Ori.vereLicense No. 1234);

(3) Description of material being carried (e.g., three
eealed packages, 9“ X B“ X 24”), addreeeee and eender;
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(4) The point of departure, destination, and known
transfer points;

(5) A date of issue and expiration date;

(6) The name, title, and signature of the official
iseuing the letter. The official shall sign each package or
carton on its face;

(7) The name and a valid U.S. Government telephone number
of the official designated to confirm the courier authorization
letter.

2. If a return trip is necessary, the host eecurity official at
the original destination ehall conduct all neceesary coordination
and provide an endorsement to the original courier authorization
letter to include the updated itinerary.

9-14 ESCORT OR WWDCARRY OF CLASSIFIED INPORNATION TO TEE
U.B. SENATE

1. Top Secret packages shall be handcarried to the Office of
Senate Security, Room S-407, the Capitol. Other claeeified
packages being handcarried directly to the U.S. Senate shall be
by an authorized courier, to one of the following offices:

a. The Committee on Appropriations, Room SD-119, Dirksen
Building;

b. The Committee on Armed Services, Room SR-22S, Russell
Building. l%is office will accept only receipted classified
packagee addreesed to the Chairman, the Ranking Minority Member,
or to individual Committee staff members. Classified packages
addressed to all others shall be delivered to the office of
Senate Security;

c. The Committee on Foreign Relations, Room SD-423, Dirksen
Building; or

d. The Committee on Intelligence, Room SH-211, Hart
Building.

2. Under no circumstances shall classified packagee be delivered
directly to a Senator’s personal office.

3. Mail Secret and Confidential packagee only by USPS registered
mail, addressed to the Director, Office of Senate Security, Room
s-407, The Capitol, Washington, D.C. 20510-7114.
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4. Prepare the package per paragraph 9-8 and 9-9 with the inner
envelope addreesed to the intended recipient (e.g., Senator,
staff member, committee, subcommittee, or other Senate office).
Include a multiple-copy receipt with all claeeified packages
handcarried to the U.S. Senate.

RWERE2JCES

(a) DoD 5200.33-R, Defense Courier Service, 7 Nov 94

(b) Natfonal Communications Sacurity Instmction (NCSI) 4009,
Protected Distribution Systems (U). 30 Dec 81

(c) DoD 5220.22-M, National Industrial Security Program
Operating Manual (NISFQM), Jan 95 (NOTAL)

(d) CMS-lA, Cryptographic Security policy and Procedures
Hsnual (U), 25 Feb 98 (NOTAL)

(e) CMS-21 Series, Interim CMS Policy end Procedures for Navy
Tier 2 Electronic Key Management System, 30 l.!ay97
(NOTAL)

(f) OPNAVINST C551O.1O1D, NATO Security Procedures (U),
17 Aug 82 (NOTAL)

(g) DoD 5105.21-M-1, DoD Sensitive Compartmented Information
Administrative Sacurfty Manual, 3 Aug 98 (NO’TAL)

(h) OPNAVINST S5460.4C, Control of Special Access Programs
Within the Department of tha Navy (U), 14 Aug 81 (NOTAL)

(i) OPNAVINST S5511. 35K, Policy for Safeguarding the Sfng10
Integrated Operational Plan (SXOP) (U), 1 Jul 98

(j) OPNAVINST C8126.lA, Navy Nuclear WeapOn SeCUrlty (u),
20 Dec 94 (NOTAL)

(k) SECNAVINST 5720.42E, LMN Freedom of Information Act (FOIA)
Program, 5 Jun 91

(1) NAVSSAINST C5511.32B, Safeguarding of Naval Nuclear
Propulsion Information (NNPI) (U), 17 Ott 79
(NOTAL)

9-14 SE~VIMST S51O.36



E13CMAV12JBTSS10.36

19MAn 1999

(m) OPNAVINST 5570.2, DoD Unclassified Controlled Nuclear
Information (DoD UCNI), 11 Feb 93

(n) DoD 5200.28, Security Regufrements for Automated
Information Systems (AIS), 21 Mar 88 (NOTAL)

(o) SECNAVINST 5510.31B, Pulfcy end Procedures for Control of
Foreign Disclosure in the DON, 31 Dec 92

I
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EXHIBIT 9A

TAAN8MISSI031 OR TAANBPORTATIOH TO POREIG3i G~S

1. Classified information and/or material approved for release
to a foreign government shall be transferred between authorized
representatives of each government in compliance with the
provisions of this exhibit. Each contract, agreement, or other
arrangement that involves the release of classified material as
freight to foreign entities shall either contain detailed
transmission instructions or require that a separate
transportation plan be approved by the appropriate DoD security
and transportation officials and the recipient government before
release. Transportation plan requirements are outlined in
paragraph 9. (OOD TS-5105.21-M-3 provides guidance regarding
SCI) .

2. Classified information andlor material releaeed directly to a
foreign government representative shall be delivered or
transmitted only to a person who has been designated, in writing,
by the recipient government to sign for and aesume custody and
responsibility on behalf of the government (hereafter referred to
ae the “designated government representative”). This written
designation shall contain assurances that such a person has a
security clearance at the appropriate level and that the person
shall assume full responsibility for the information on behalf of
the foreign government. The recipient shall be reguired to
execute a receipt regardless of the level of classification.

3. Classified material that is suitable for transfer by courier
or postal service per this regulation, and that cannot be
transferred directly to a foreign government’s designated
representative, shall be transmitted to:

a. An embassy, consulate, or other official agency of the
recipient government having extra-territorial statue in the U.S.;
or

b. A U.S. embassy or U.S. military organization in the
recipient country or in a third party country for delivery to a
designated representative of the recipient government.

4. The shipment of classified material ae freight via truck,
rail, aircraft, or ship ehall be per the following:

a. The DoD officials authorized to approve a Foreign
Military Salee (FllS)transaction that involves the delivery of
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U.S. classified material to a foreign purchaser shall, at the
outset of negotiation or consideration of a proposal, consult
with DoD transportation authorities (11’lYfC,Plilitary Sealift
Command, Air Mobility Command, or other authority, as
appropriate), to determine whether secure shipment from the cows
point of origin to the ultimate foreign destination is feasible.
Normally, the U.S. shall use the Defense Transportation System
(OTS) to deliver classified material to the recipient government.
A transportation plan shall be developed by the DoD component
that prepares the Letter of Offer and Acceptance (LOA) in
coordination with the purchasing government. Security officials
of the DoD component that prepares the LQA shall evaluate the
adequacy of the transportation plan.

b. Classified shipments resulting from direct commercial
sales shall comply with the same security 8tandards that apply to
PMS ehipments. To develop and obtain approval of the required
transportation plan, cleared DoD contractors shall consult vith
the purchasing government and the DSS Regional Operating Location
(OPI.OC)before consummation of a commercial contract that vill
result in the shipment of classified material.

Delivery of classified material to a foreign government
at acpoint within the U.S. and its territories shall be
accomplished at:

(1) An embassy, consulate, or other official agency under
the control of the recipient government;

(2) The point of origin. When a designated
representative of the recipient government accepts delivery of
U.S. classified material at the point of origin (for example, a
manufacturing facility or depot), the DoD official vho transfers
custody shall ensure that the recipient is avare of secure means
of onvard movement of the material to its final destination,
consistent vith the approved transportation plan;

(3) A military or commercial Part of Embarkation (POE)
that is a recognized point of departure from the U.S. and its
territories for on-loading aboard a ship, aircraft, or other
carrier. M these cases, the transportation plan shall provide
for U.S.-controlled secure shipmente to the CONUS transshipment
point and the identification of a secure storage facility,
government or commercial, at or near the POE. A DoD official
authorized to transfer custody shall supervise or ObSeNe the
on-loading of PUS material being transported when physical and
security custody of the material hae yet to be transferred

9&-2 EECNAVIIWT 5510.36



SECMAVIMST S51O.36

17Mhl 1999

formally to the foreign recipient. In the event that tranefer of
physical and security custody cannot be accomplished promptly,
the DoD official shall ensure that the classified material ie
either returned to a eecure storage facility of the U.S. shipper
(government or contractor); segregated and placed under constant
surveillance of a duly cleared U.S. security force at the POE; or
held in the secure storage facility designated in the
transportation plan;

(4) AIIappropriately cleared freight forwarder facility
identified by the recipient government as its designated
representative. In these cases, a person identified as a
designated government representative shall be present to accept
delivery of the classified material and receipt for it, to
include full acceptance of security responsibility.

5. Delivery outeide ths U.S. and its territories:

U.S. classified material delivered to a foreign
gove&ment within the recipient country ehall be delivered on
arrival in the recipient country to a U.S. Government
representative who shall arrange for its transfer to a designated
representative of the recipient government. If the shipment ie
escorted by a U.S. Government official authorized to accomplish
the transfer of custody, the classified material may be delivered
directly to the recipient government’e designated representative
upon arrival.

b. U.S. classified material to be delivered to the
representatives of a foreign government within a third country
shall be delivered to an agency or installation of the U.S. or
the recipient country which has extra-territorial status or is
otherwise exempt from the jurisdiction of the third country.
Unless the classified material is accompanied by a U.S.
Government official authorized to accomplish the transfer of
custody, a U.S. Government official shall be designated locally
to receive the ehipment upon arrival and deliver it to the
recipient government’s designated representative.

6. Overseas ehipments of U.S. claeeified material ehall be made
only via ships, aircraft, or other carriers that are:

a. Owned or chartered by the U.S. Government or under U.S.
registry;

b. Owned or chartered by or under the regietry of the
recipient government; or
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Otherwise authorized by the head of the DoD component
havi;g classification jurisdiction over the classified material
involved. Overseas shipments of classified material shall be
escorted, prepared for shipment, packaged, and stored aboard as
prescribed elsewhere in this regulation and in DoD 5220.22-14.

7. Only freight forwarders that have been granted an appropriate
FCL by the DoD or the recipient government are eligible to
receive, process related security documents, and store U.S.
classified material authorized for release to foreign
governments. However, a freight forwarder that does not have
access to or custody of the classified material, and is not
required to perform security-related functions, need not be
cleared.

8. Foreign governments may return classified material to a U.S.
contractor for repair, modification, or maintenance. At the time
the classified material is initially released to the foreign
government, the approved methods of return shipment shall be
specified in the LOA for F?4Smaterial, the security requirements
section of a direct commercial sales contract, or in the original
transportation plan. The contractor, upon notification of a
return shipment, shall give advance notice of arrival to the
applicable cognizant contracting command or the DSS and arrange
for eecure inland shipment within the U.S. if euch shipment has
not been prearranged.

9. Transportation plan requirements:

a. Preparation and coordination:

(1) ~. U.S. classified material to be furnished to a
foreign government or international organization under PUS
transactions shall normally be shipped via the DTS and delivered
to the foreign government within its own territory. The U.S.
Government may permit other arrangements for such shipments vhen
it determines that the recipient foreign government has its own
secure facilities and means of shipment from the point of receipt
to ultimate destination. In any FMS case, the DoD component
having security cognizance over the classified material involved
is responsible, in coordination with the foreign recipient, fOr
developing a transportation plan. When the point of origin is a
U.S. contractor facility, the contractor and DSS ehall be
provided a copy of the plan by the DoD component.
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(2) Commercial Transaatj.o~. The contractor shall
prepare a traneportation plan for each commercial contract,
subcontract, or other legally binding arrangement providing for
the tranefer of claeeified freight to foreign governments, to be
moved by truck, rail, aircraft, or ship. The requirement for a
transportation plan applies to U.S. and foreign classified
contracts. The DSS will approve transportation plans that
support commercial arrangements or foreign classified contracte.

(3) The transportation plan shall describe arrangamente
for secure shipment of the classified material from the point of
origin to the ultimate destination. It shall identify recognized
POES from the U.S. and ite territories for transfer to a
specified chip, aircraft, or other authorized carrier. It shall
identify a government or commercial secure facility in the
vicinity of the POES and debarkation that can be ueed for storage
if transfer or onward movement cannot take place immediately.
Except ae described in paragraph 9a(4), a U.S. Government
official authorized to transfer custody and control ehall
supervise the on-loading of classified material when it has yet
to be officially transferred. The plan ehall provide for
eecurity arrangements in the event custody cannot be transferred
promptly.

(4) Upon transfer of the title to the purchasing foreign
government, classified material may be delivered to a freight
forwarder that is designated, in writing, by the foreign
government as ite representative for that ehipment and is cleared
to the level of the classified information to be received. The
freight forwarder shall be provided a copy of the transportation
plan and agree to comply.

b. The transportation plan shall, as a minimum, include:

(1) A description of the classified material to be
shipped and a brief narrative describing where and under what
circumstances tranefer of custody will occur;

(2) Identification, by name and title, of the designated
government representative (or alternate) of the recipient
government or international organization who will receipt for and
aseume security responsibility;

(3) Identification and specific location(e) of delivery
point(e) and eecurity arrangement while located at the delivery
point(s);
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(4) Identification of commercial carriere and freight
forwarder or transportation agents who will be involved in the
shipping process, the extent of their involvement, and their
clearance;

(5) Identification of any storage or processing
facilities and tranefer points to be used; certification that
such facilities are authorized by competent government authority
to receive, store, or procees the level of classified material to
be shipped; and a description of security arrangement while
located at the facilities;

(6) Routes and, if applicable, security arrangements for
overnight etops or delays enroute;

(7) Arrangements for dealing with port security and
cuetoms officiale;

(8) The identification, by name or title, of couriers,
eecorts, or other responsible officiale (e.g. captain or crew
chief) to be used, including social security number, government
identification, or passport number, security clearance, and
details concerning their responsibilities;

(9) Description of the shipping methods to be ueed and
the identification of the foreign or domestic carriers;

(10) Description of packaging requirements, seals, and
storage during shipment;

(11) A requirement for the recipient government or
international organization to examine shipping documents upon
receipt in its own territory; and a requirement to notify DSS or
the DoD component having security cognizance if the information
has been transferred enroute to any carrier not authorized by the
transportation plan;

(12) Requirement for the recipient government or
international organization to inform DSS or the DoD component
having security cognizance over the classified information
promptly and fully of any known or suepected compromise of the
classified information;

(13) Arrangements for return shipments, if neceeeary for
repair, modification, or maintenance.
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CEAPTlm 10

STORAGE AND DESTEUCTIOM

10-1 EASIC POLICY

1. Commanding officere ehall ensure’that all classified
information is stored in a manner that will deter or detect
accese by unauthorized pereone. Claeeified information which is
not being used or not under the personal observation of cleared
persons who are authorized access shall be stored per this
chapter. To the extent poseible, limit areas in which classified
information ie stored and reduce current holdings to the minimum
reguired for mission accomplishment.

2. Weapona or sensitive items, such ae money, jevels, precioue
metale, or narcotics shall not be stored in the same security
containers used to store claeeified information.

3. There shall be no external markinge revealing tie
classification level of information being stored in a specific
security container, vault, or secure room. Priorities for
emergency evacuation and destruction shall not be marked or
posted on the security container. This does not preclude placing
a mark or symbol on the security container for other purposes or
applYing decals or etickers required by the DCI for security
containers used to atore or procese intelligence information.

4. Report to the CNO (N09N3) any veakness, deficiency, or
vulnerability in any eguipment ueed to eafeguard classified
information. Include a detailed description of hov the problem
vae discovered and the measuree taken to mitigate it, and
classify per chapter 4 of’thie regulation, if applicable.

10-2 STANDARDS FOR BTORAGE EQUIPMSNT

The GSA establishes and publishes minimum standards,
specifications, and supply schedules for containers, vault doore,
modular vaulte, alarm systems, and associated security devices
suitable for the etorage and destruction of classified
information. Reference (a) describee acquisition requirements
for physical security equipment used vithin the DoD.

10-3 BTO=GE REQUIREKENT8

1. Classified information not under the personal control or
observation of an appropriately cleared pereon shall be guarded
or stored in a locked GSA-approved security container, vault,
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modular vault, or secure room (open storage area constructed per
e8hi.bit 10A) as follows:

a. Store Top Beoret information by one of the following
methode:

(1) In a GSA-approved security container with one of the
following eupplsmental controls;

(a) The location housing the security container shall
be eubject to continuous protection by cleared guard or duty
pereonnel;

(b) Cleared guard or duty personnel ehall inspect the
security container once every 2 hours;

(c) An Intrueion Detection Syetem (IDS) with
pereonnel responding to the alarm within 15 ninutee of the alarm
annunciation;

(d) Security-in-Depth when the GSA-approved eecurity
container ie equipped with a lock meeting Federal Specification
FF-L-2740; or

(e) In either of the following: (1) An open etorage
area (secure room) or vault which is equipped with an IDS with
pereonnel responding to the alarm within 15 minutes of the alarm
annunciation if the area is covered by Security-in-Depth or a
5-minute alarm response if it is not.

b. Store 13scret information by one of the following methods:

(1) In the same manner prescribed for Top Secret;

(2) In a GSA-approved security container, modular vault,
or vault without supplemental controls; or

(3) In either of the following: (1) Until 1 October
2002, in a non-GSA-approved container having a built-in
combination lock or in a non-GSA-approved security container
secured with a rigid metal lock-bar and a GSA-approved padlock,
or (2) An open etorage area (secure room) with one of the
following supplemental controle:

(a) The location housing the open storage area is
eubject to continuous protection by cleared guard or duty
personnel;

10-2 SECNAVIMST 5510.36



SECNAV2NST 5510.36

fV MIR!999

(b) Cleared guard or duty personnel shall inspect the
area once every 4 houre; or

(c) An IDS with reeponse time within 30 minutes of
alarm annunciation.

(4) Commande are encouraged to replace non-GSA-approved
cabinets with GSA-approved security containers as coon as
feasible prior to the mandatory replacement date of 1 October
2002. New lock-bar cabinets ehall not be fabricated from either
existing or new containers, nor shall any existing lock-bar
container that wae not previously used for the protection of
classified information be put into use for that purpoee.

Store Confi~ential information in the same manner
pres~~ibed for Top Secret or Secret except that supplemental
controls are not required.

2. Under field conditions during military operations, the
commanding officer may require or impose eecurity measuree deemed
adeguate to meet the storage reguirenents in paragraphs
10-3.la through c, commensurate to the level of classification.

3. Reference (b) governe the requirements for storing classified
ordnance items too large to store in GSA-approved containers.

4. Storage areae for bulky material containing Secret or
Confidential Information may have access openings secured by
GSA-approved combination padlocke (Federal Specification FF-P-11O
Series), or high security key-operated padlocks (MIL-P-43607).
If these storage requirements cannot be met afloat or on board
aircraft, Secret or Confidential information may be stored in a
locked container COnetNCted of metal or wood (such as a foot
locker or cruiee box) secured by a GSA-approved padlock meeting
Federal Specification FF-P-11O. The area in which the container
is stored ehall be locked when not manned by U.S. personnel and
the eecurity of the locked area checked once every 24 houre.

5. Commanding officers shall establieh standard operating
procedures to include screening pointe, in order to ensure that
all incoming mail, including bulk shipments, are eecured Until a
determination is made as to whether or not they contain
classified information. Overnight storage of certain unopened
mail, overnight delivery, USPS Expreee, firet Clase, certified,
or registered mail (all of which could contain classified
information), shall be safeguarded per chapter 7, paragraphs 7-3
through 7-5 and reference (c).
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10-4 PROCUREMENT 0? NEW STORAGE EQUIPMENT

1. If new eecurity storage eguipment is needed, procure it from
the GSA Federal Supply Schedule. However, prior to procuring new
storage eguipment, conduct a physical eecurity survey of existing
eguipment and review classified record% on hand. Coordinate with
the records manager to determine if it is feasible to use
available equipment or to retire, return, declassify, or destroy
a sufficient volume of records on hand to make the needed
security storage space available. Promptly report excess
containers (if any) to property disposal and fulfill requirements
for added eguipment through property disposal when that ia more
cost effective.

2. Security containers conforming to Federal Specifications have
a Test Certification Label on the inside of the control locking
drawer. Container manufactured after February 1962 will also be
marked “General Services Administration Approved Security
Containern on the outside of the top drawer. Specifications have
been developed for 8 classes of security containers (Classes 1,
2, 3, 4, 5, 6, 7, and 8.) However, only 6 classes (Classes 1, 2,
3, 4, 5, and 6) are approved for storage of classified
information, and only Classes 5 and 6 are currently on the GSA
schedule. The removal of approved security containers from GSA
schedule does not negate the approval. Previously approved GSA
containers may still be used to store classified information
provided they meet the original level of integrity and have not
had the Test Certification Label removed for cause.

10-5 REMOVAL 09 8ECORITY CONTAINERS

Security containers that have been used to store classified
information shall be inspected by appropriately cleared personnel
before removal from protected areas or before unauthorized
persons are allowed access to them. The inspection shall ensure
that no classified information remains within.

10-6 SHIPBO- CONTAINERS ANU PILING CABIHBTS

1. Shipboard containers shall conform to OON standards for
durability, size, weight, maintainability, and safety. Non GSA-
approved filing cabinets and safe lockers of various sizes and
shapes are available for use. These cabinets and safe lockers
are designed and constructed according to various hull type
drawings and ship drawings, and are eguipped with mechanical
Group lR combination locks.
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2. The requirement to store Secret and Confidential information
in these types of locked containers aleo includes implementing
supplemental security measuree euch ae continuous operations, or
locking the surrounding area when not manned by U.S. pereonnel
with the locked area checked every 24 houre.

3. New ship construction reguiremente ehall include GSA-approved
eecurity container and comply with the etorage requirement of
this regulation.

4. ?iechanical locks on existing shipboard file cabinets and safe
lockere do not have to be replaced with locks meeting Federal
Specification FF-IJ-2740.

10-7 VAOLTS AND SECORE ROOMS

1. Entrances to vaulte or eecure rooms ehall be under vieual
control during duty hours to prevent entry by unauthorized
personnel, or equipped with electric, mechanical, or electro-
mechanical access control devices to limit access. Electrically
actuated locks (e.g., cipher and magnetic etrip card locks) do
not afford by themaelvee the required degree of protection for
classified information and shall not be usad as a substitute for
the locks prescribed in paragraph 10-3.

2. Periodically examine exieting areas and promptly repair
correctable dafacts. Exieting approvad vaults and secure roome
do not require modification to meet current standards.

3. GSA-approved modular vaulte meeting Federal Specification AA-
V-2737 may be used to store classified information as an
alternative to vault requirement as described in exhibit 10A.

10-8 SPECIALIZED SECUAITY CONTAINEAE

1. GSA-approved field safes and epecial purpose one- and
two-drawer light-weight security containers are Intended
primarily for storage of classified information in situations
where normal storage is not feaeible. These containers shall be
securely fastened to the structure to render them non-portable or
kept under conetant surveillance to prevent their theft.

2. GSA-approved map and plan file containers are available to
etore odd-eized claeeified itame euch as computer media, maps,
and charts.
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10-9 WON GSA-APPROVED SECURITY CONTAINERS

Immediately remove security container manufactured by Remington
Rend from eervice and dispose of them under accepted safety
standards. Previously approved two- and four-drawer Class 5
security containers manufactured by Art Metal Products, Inc. , are
no longer authorized for the protection of classified
information.

10-10 RESIDSMTIAL STORAGE

1. Top Secret information may be removed from designated areas
for work at home during off-duty hours only as authorized by the
SECDEF, the Secretaries of the Military Departments, the
Combatant Commanders, and the CNO (N09N).

2. Secret and Confidential information may be removed from
designated areas for work at home during off-duty hours only as
authorized by the CNO (N09N), a Fleet Commander in Chief, the
Commander of the Naval Space Command, the Commanders of the Naval
Systems Commands, the chief of Naval Research, the Commandant of
the Marine Corps, or the Commanding General of U.S. Marine Corps
Forces Atlantic or Pacific.

3. A critical operational requirement shall exist for
consideration of such regueets. In each instance, commands shall
develop written procedure that require the information to be
under personal control of the authorized individual at all times
when it ie not secured in a GSA-approved security container,
identification and signature receipt of the information
temporarily stored, and reconciliation upon its return. The
classified information shall be stored in a GSA-approved storage
container and protected with an 10S. Other methods of
supplemental control may be used in place of an IDS if they
provide substantially the came assurance of protection.

10-11 REPLACEMENT OP COMBINATION LOCRS

1. Exhibit 10B is the priority list for replacing existing
mechanical combination locks with locke meeting Federal
Specification FF-L-2740. The mieeion and location of the
command, the classification level and sensitivity of the
information, and the overall eecurity posture of the command
determines the priority for replacement of existing combination
locks. All system components and supplemental security measures
including an IDS, automated entry control subsystems, video
assessment subsystems, and level of operation shall be evaluated
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when determining the priority for replacement of security
equipment. Priority 1 requires immediate replacement.

2. New purchases of combination locke shall conform to Federal
Specification FF-L-2740. Exieting mechanical combination locke
shall not be repaired. They shall be replaced with locks meeting
Federal Specification FF-L-2740.

10-12 COMBINATIONS

1. Only personnel who have the responsibility and poesese the
appropriate clearance level shall change combinations to security
container, vaulte and secure rooms. Combinations shall be
changed:

a. When first placed in use;

b. When an individual knowing the combination no longer
reguiree access to it usless other sufficient controls exist to
prevent access to the lock;

c. When a combination has been subjected to compromise; or

d. When taken out of service. Built-in combination locks
shall then be reset to the etandard combination 50-25-50;
combination padlocks shall be reeet to the standard combination
10-20-30.

2. The combination of a container, vault, or secure room used
for the storage of classified information shall be treated as
information having a claeeification egual to the highest category
of the classified information stored therein. Mark any written
record of the combination with the appropriate classification
level.

3. Maintain a record for each eecurity container, vault, or
secure room ehowing the location of each, the namee, home
addresses, and home telephone numbers of all persons having
knowledge of the combination. Use SF 700, ‘Security Container
Information,” for this purpose.

a. Place Part 1 of the completed SF 700 on an interior
location in security containers, vault or secure room doore.
Mark Parts 2 and 2A of the SF 700 to show the highest
classification level and any special access notice applicable to
the information stored within. Store Parte 2 and 2A in a
security container other than the one to which it applies. If
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necessary continue the listing of persons having knowledge of the
combination on an attachment to Part 2.

b. If a container is found unsecured, ‘mattended, or shows
evidence of unauthorized entry attempt, notify the appropriate
official.

10-13 XBY AND PAOLOCK CONTROL

1. commanding officers shall establish administrative procedures
for the control and accountability of keys and locks whenever
high security key-operated padlocke are used. The level of
protection provided each key ehall be equivalent to the higheet
classification level of information being protected by the
padlock.

2. Reference (d) makes unauthorized possession of keye,
keyblanks, keyvays, or locks adopted by any part of the DoD for
use in the protection of conventional arms, ammunition or
explosives (USE), special weapons, and classified eguipment a
criminal offense punishable by fine or imprisonment up to 10
years, or both.

3. Reference (e) governe key eecurity and lock control used to
protect classified information.

4. Reference (b) governs controls and security of keys and locke
used for AA&E.

10-14 SECOAINQ SECORITY CONTAINERS

When securing security containers, rotate the dial of combination
locks at least four complete turns in the same direction, and
check each drawer. In most locks, if the dials are given only a
quick twist, it is possible to open the lock merely by turning
the dial beck to ite opening position.

10-15 REPAIR, MAINTENANCE, AND OPEBATIMG INSPECTIONS

1. Neutralization of lock-outs or repair of any damage that
affects the integrity of a security container approved for
etorage of classified information shall be accomplished only by
authorized persons who have been the subject of a trustworthiness
determination per reference (f) or, who are continuously
escorted.

a. With the exception of frames bent through application of
extraordinary stress, a GSA-approved security container
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manufactured prior to October 1991 (identified by a silver GSA-
label with black lettering affixed to the exterior of the
container) is considered restored to its original state of
security integrity as follows:

(1) If all damaged or altered parts (e.g., locking
drawer, drawer head, or lock) are replaced with new or
cannibalized parts; or

(2) If a container has been drilled immediately adjacent
to or through the dial ring to neutralize a lock-out, the
replacement lock shall meet Federal Specification FF-L-2740; the
drilled hole shall be repaired with a tapered caee-hardened steel
rod (e.g., dowel, drill bit, or bearing) with a diameter slightly
larger than the hole and of such length thst when driven into the
hole there remains, at each end of the rod, a shallow recess not
lees than 1/8 inch nor more than 3/16 inch deep to permit the
acceptance of substantial welds; and the rod is welded on the
inside and outside surfacee. The outside of the drawer head
shall be puttied, sanded, and repainted so no visible evidence of
the hole or ite repair remaine on the outer surface after
replacement of the damaged parts.

b. In the interest of cost efficiency, the procedure
identified in paragraph 10-15a(2) ehall not be used for
GSA-approved security containers purchased after October 1991
(identified by a eilver GSA label with red lettering affixed to
the outeide of the container control drawer) until it is first
determined whether warranty protection etill appliee. To make
this determination, contact the manufacturer and provide the
serial number and date of manufacture of the container. If a
Class 5 security container is under warranty, use the procedures
deecribed in the Naval Facilities Engineering Service Center
(NFESC) Technical Data Sheet (TDS) 2000-SNR, ‘Neutralizing
Locked-Out Containers,n to neutralize a lock-out. If a Class 6
security container ie under warranty, use the procedures
described in the NFESC TDS 201O-SNR, ‘Red Label Claes 6 Security
Container Opening Procedures,” to neutralize a lock-out.

2. GSA-approved containers which have been drilled in a location
or repaired in a manner other than deecribed in paragraph
10-15a(2) are not considered restored to their original etate of
security integrity. Remove the “Teet Certification Lsbeln on the
inside of the locking drawer and the “General Servicee
Administration Approved Security Container” label on the outside
of the top drawer of the container. Place a permanently marked
notice to this effect on the front of the container. AS a
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result, these containers may be used to store only unclassified
information.

3. When repair resulte are visible and could be mistaken for
marke left in an attempt to gain unauthorized entry to the
container, stamp a registration mark in the metal of the
container and post a label inside the locking drawer stating the
detaile of the repair. Use exhl.bit 10C to record the hietory of
the security eguipment to reflect the operating problems, the
type of maintenance, the date repaired/inspected, the name and
company of the technician, the name of the command, and the
certifying official. Retain this record for the service life of
the security container/vault door.

4. External modification of GSA-approved security containers to
attach additional locking devices or alarms is prohibited.

10-16 ELECTRONIC SECURITY SYSTEM (ESS)

1. An ESS consists of one or a combination of the following
subsystems :

a. IDS;

b. Closed Circuit Television (CCTV); and

c. Access Control Syetem (ACS).

2. An IDS monitore electronic seneors designed to detect, not
prevent, an attempted intrusion. Some of the major phenomena
these seneors are designed to detect are movement, changes in
heat sources, door openings, and eound changes. A CC3’Vsystem ie
designed to assess, view areas, or detect an intrusion. Some of
the major component of a CCTV system are cameras, thermal
images, ewitchers, and video motion detectors. An ACS system is
designed to help control access to spacee. 14ajorACS components
consist of card reader devices, biometrics, and hand geometry
components and the computers to control them.

3. An ESS providee additional controls at vital areas ae
insurance against human or mechanical failure. The uee of an ESS
in the protective program of a command may be required because of
the critical importance of a command’s miesion, design, layout,
or location of the facility. In some instances, their use may be
justified as a more economical and efficient substitute for other
protective measures.
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4. Commercial IDSe ueed on storage container, vaults, modular
vaults, and securs rooms shall be approved by the CNO (N09N3).
Existing IDSe nay continue to be used and do not need approval
until upgraded or replaced.

5. Eshibit 10D provides guidance regarding IDSe and ACSS.

10-17 DESTRUCTION Or CLASSIFIED INPORKATIOM

Destroy classified information no longer required for
~~erational purposes per reference (g). DestNction of
classified information shall be accomplished by means that
eliminate rick of recognition or reconstruction of the
information.

2. Commanding officere should eetablish at least 1 day each year
‘clean-outn day when specific attention and effort are focused on
disposition of unneeded classified and controlled unclassified
information.

3. Refer to references (h) and (i) for destroying COUSEC
information, reference (j) for destroying SCI, and reference (k)
for destroying NATO information.

4. Refer to reference (1) for AIS storage media destruction
techniques.

5. The Directorate for Information Systems Security, NSA,
provides technical guidance concerning appropriate methods,
equipment, and etandards for the destruction of classified
electronic media and processing equipment components.

6. Obtain specifications concerning appropriate GSA-approved
eguipment and standarda for destruction through the National
Supply Syetam (FSC Group 36, Part II).

7. Refer to exhibit 2B for emergency destruction guidelines.

10-18 DESTRUCTIOII MBTEODS AND STANDARDS

1. Various methode and eguipment may be used to destroy
classified information that include burning, cross-cut shredding,
wet-pulping, mutilation, chemical decomposition, or pulverizing.

2. A cross-cut shredder shall reduce the information to shreds
no greater than 3/64 inch wide by 1/2 inch long. Strip shredders
purchased prior to 29 April 1988 may continue to be used;
however, new purchases shall be cross-cut ahreddere.
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3. Pulverizers and disintegrators must have a 3/32 inch cm
emaller security screen.

4. Pulping (vet process) devices with a lf4 inch or smaller
security screen may be used to destroy classified water-soluble
material.

10-19 DESTRUCTION PROCEDURES

1. Commanding officers shall eetablish procedures to ensure that
all classified information intended for destruction ie deetroyed
by authorized means and appropriately cleared personnel.
Classified information that cannot be destroyed shall be
reevaluated and, when appropriate, downgraded, declaeeified, or
retired to a designated record center.

2. Classified information shall be controlled in a reamer
designed to minimize the possibility of unauthorized removal
and/or access. A burn bag nay be used to store classified
information awaiting destruction at a central destruction
facility. Seal and safeguard each burn bag per this regulation
until actually deetroyed.

3. A record of destruction is required for Top Secret
information. The use of OPNAV 5511/12, “Classified Material
Destruction Report,” is no longer reguired. Record destruction
of Top Secret and any special types of classified information (if
reguired) by any means as long as the record includee complete
identification of the information destroyed and date of
destruction. The record shall be executed by two witnesses when
the information is placed in a burn bag or actually destroyed.
Retain Top Secret records of destruction for 5 years. Records of
dOStNCtiOn are not reguired for waste products containing Top
Secret information.

4. Records of destruction are not reguired for Secret and
Confidential information except for epecial typee of classified
information (see paragraphs 7-7 and 10-17).

10-20 DESTRUCTION 02’CONTROLLED ONCLASSIPIED INPORMATIOH

1. Oestroy record copies of FOUO, SBU, OOD UCNI, DOE UCNI,
Sensitive (Computer Security Act of 1987), and unclassified
technical documents assigned Distribution Statement B through X,
per reference (g). Non-record copiee may be ehredded or torn
into pieces and placed in trash containers. Records of
destruction are not reguired.
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2. Destroy Unclassified DEA Sensitive Information and NNPI in
the same manner approved for classified information.

10-21 DISPOSITION Or CLASSIFIED INPOAMATION PROM COMMANDS
AEMOVED PAOX4ACT2VB STATUB OR TUQNED OVER TO
VAIENOLY ~OEEIQN GOVEAWKNTS

1. commending officere ehall ensure that all classified
information has been removed before relinquishing security
control of a ship, shore activity, or aircraft for etriking,
decommiesloning, deactivation, or rehabilitation. Dieposal ehall
be per reference (g) or stored at an approved facility when the
etatus is temporary.

a. The commanding officer shall certify to the command
accepting custody that a security inspection has been conducted
and that all classified information has been removed. If, for
some reason, all classified information has not been removed, the
certification shall document the information remaining, the
authority and reason therefore.

b. Where possible, conduct the security inspection jointly
with the command accepting custody.

2. Commanding officers shall ensure that the release of
classified information in connection with the transfer to a
friendly foreign government is processed per reference (m), and
that the permission of the Archivist of the U.S. is obtained
before transferring records to other agencies or non-U.S.
Government organizations, including foreign governments, per
reference (g).

REPEAENCEO

(a) DoD Instruction 3224.3, Physical Security Eguipment (PSE):
Assignment of Responsibility for Research, Development,
Testing, Evaluation, Production, Procurement,
Deployment, and Support, 17 Feb 89 (NOTAL)

(b) OPNAVINST 5530.13B, DON Physical Security Instruction for
Conventional Arms, Ammunition and Explosives (l@&E),
5 Jul 94

(c) OPNAVINST 5112.5A, Mail Handling and Delivery PrOCeifUreS
for Maflrooms and Postal service Centers, 17 Jun 87

(d) Title 18, U.S.C., Section 1386, crimes and Criminal
Procedures
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(e) OPNAVINST 5530.14C, DON Physical Security and Loss
Prevention, 10 Dec 98

(f) SECNAVINST 551O.3OA, DON Persomel Security Program
Ragulatfon, 10 19Sr99

(g) SECNAVINST 5212.5D, Navy and Marine Corps Records
Disposition Uanual, 22 Apr 98

(h) CPLV-UL,Cryptographic Security Policy and Procedures
Manual (U), 25 Feb 98 (NOTAL)

(i) CMS-21 Series, Interim CMS Pollcy and Procedures for Navy
Tier 2 Electronic Key Management System, 30 May 97
(NOTAL)

(j) DoD 5105.21-M-1, DoD Sensitive Compartmented Information
Admlnfstrative Security Manual, 3 Aug 98 (NOTAL)

(k) OPNAVINST C551O.1O1D, NA’lWSecurity Procedures (U),
17 Aug 82 (NOTAL)

(1) NAVSO P-5239-26, Remanence Security Guidebook, Sep 93

(m) SECNAVINST 5510.34, Manual for the Disclosure of LWN
Military Information to Foreign Governments and
International Organizations, 4 Nov 93
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EXHIBIT 10A

VAULT AWD 8ECURE ROOM (OPEN STORAGE AREA) COIJSTAUCTION 6TAMOAROS

1. VAULT

a. Eloor and Waxxg . Eight inchee of reinforced-concrete to
meet current structural standarda. Walls are to extend to the
underside of the roof slab.

b. w. Monolithic reinforced-concrete slab of thickness
to be determined by structural requirements, but not less than
the floors and walls.

c. GQ&lAM. The roof or ceiling ehall be reinforced-
concrete of a thickness to be determined by structural
requirements, but not lese than the floors and wane.

d. ~. Vault door and frame unit shall conform to Federal
Specification AA-D-2757, Claee 8 vault door, or Federal
Specification AA-D-600, Claee 5 vault door. Doors shall be
equipped with a built-in GSA-aPproved co~ination lock meeting
Federal Specification FF-L-2740.

2. SECURE BOOM

a. lialle. Floor. and ROOC . The walls, floor, and roof
construction shall be of permanent construction materials; i.e.
plaeter, gypsum wallboard, metal panele, hardboard, wo~,
plywood, or other materials offering resistance to, and evidence
of unauthorized entry into the area. Walls ehall be extended to
the true ceiling with permanent construction materials, wire
mesh, or 18-gauge expanded steel screen.

b. Ceilinq. The ceiling ehall be constructed of plaster,
gypsum, wallboard material, hardwood, or any other acceptable
material.

c. D!2Qzf2. The accees door to the room shall be
substantially Constncted of wood or metal and be equipped with a
built-in GSA-approved combination lock meeting Federal
Specification FF-L-2740. For open storage areas approved under
previous standards, the lock may be the previously approved GSA
combination lock until the door hae been retrofitted with a lock
meeting Federal Specification FF-L-2740. When double doors are
used, an astragal will be installed on the active leaf of the
door. The hinge pine of outewing doors ehall be peened, brazed,
or spot welded to prevent removal. Doors other than the access
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door shall be secured from tha inside (for example, by a dead
bolt lock, panic dead bolt lock, or rigid wood or metal bar which
extends across the width of the door, or by any other means that
will prevent entry from the outside. Key operated locks that can
be accessed from the exterior eide of the door are not
authorized) . Each perimeter door shall be protected by a
balanced magnetic evitch that meets the standards of UL 634.

d. ~. All windows which might reasonably afford
visual observation of classified activities vithin the facility
shall be made opaque or equipped vlth blinds, drapes, or other
coverings. Windows that are lese than le feet above the ground
measured from the bottom of the vindov, or are easily accessible
by msans of objects directly beneath the vindows shall be
constructed from or covered with materials which provide
protection from forced entry and shall be protected by an IDS,
either independently or by the motion detection sensore in the
space. The protection provided to the windowe need be no
stronger than the strength of tha contiguous walls.

e. px4enina8. Utility openings euch as ducte and vents ehall
be kept at lese than man-passable (96 sguare inches) opening.
Openinge larger than 96 square inches shall be hardened per the
Military Handbook 1013/lA.
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EXEIBIT 10B

PRIORITY rollREPLAmMENT

Prioritiesrangefrom 1 to 4, with 1 beingthe highestand 4 the lowest.

Vault Doors 1 1 3

Containers(A) ● 3 4 4

Containers(B) ● * 1 1 1

Crypto 1 1 2

REPLFLCEMENT PR20R2TI Es
~

4

4

2

2

Xs 9.4

Vault Doors 1 1 2 2

Containers(A) ● 2 2 3 3

Containers(B) ● * 1 1 1 2

Crypto 1 1 2 2

High Risk Areas 1 1 1 1

●A-Located in a controlled environment where the DoD has the
authority to prevent unauthorized disclosure of classified
information. The U.S. Government may control or deny access to
the space, post guards, require identification, challenge
presence, inspect packages, program elevators, or take other
reasonable measures necessary to deny unauthorized access.

**B-Located in an uncontrolled area without perimeter SeCUritY
measures.
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EXHIBIT 10C

MAINTENANCE RECORD FOR SECURITY CONTAINERS/VAOLT DOORS
OPTIONAL PORN 89

MAINTENANCE RECORO FORSECURITYCONTAINERSNAULTOOORS
UI.)TE: Smm mu mm mtn. mc.rnycnntamsr won ow . ..18000.,
WE s&aMwltBmM— -m Nkm91m0=w

-. Vtinnndti.nmw -.-
g—ca!numn v~r mm titndmw,, N
LUam—

OFtRAnw PROELEM
TYPEOF OA%w ORGANIZATION

MAINTENANCE NaAQ Aclnln NAME

WIlnu w msnmw!u #w

1- —

0$ aFfiOAA mm -

. .. —- --.—. .——. ._ -----.,— .“— —,. OPTIONAL FORM8S19.98,
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NAINTBNANCE RECORD FOR SECURITY CONTAINERS/VAULT DOORS
OPTIONAL PORN S9 (BACK)

mnwi FuG91m TYPEOF m-ml TEmmmN ORGA&llON
MAINTENANCE WMc —

S.zllArumOF— WRC!U lww —— ME SGwo

OPTIONALFORM89GS.8SIBACK
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EXEIBIT 10D

IDS AND ACCESS CONTROLS

1. IDS . An IDS must detect an unauthorized or authorized
penetration in the secure area. An IDS complamente other
physical security measures and consiste of the following:

a. Intrusion Detection Eguipment (IDE)

b. Security forces

c. Operating procedures

2. SYSTEM lWX!TIONS

IDS component operate as a syetam with the following
foura~istinct phaaes:

(1) Detection

(2) Reporting

(3) Assessment

(4) Response

b. These elemente are egually important, and none can be
eliminated if an IDS ie to provide an acceptable degree”of
protection.

(1) petectioq: The detection phase begine ae soon as a
detector or eeneor reacts to stimuli it is designed to detect.
The censor alarm condition is then transmitted over cabling
located within the protected area to the Premise Control Unit
(Pcu). The PCU may service many seneors. The PCU and the
sensore it serves compriee a ‘zone” at the monitor etation.

(2) ~enortinq The PCU receives signals from all sensors
in a protected srea aid incorporates these eignals into a
communication scheme. Another signal ie added to the
communication for supervision to prevent compromise of the
communications scheme. The supervised signal is intended to
disguise the information and protect the IDS against tampering or
injection of falee information by an intruder. The supervised
signal ie sent by the PCU through the transmission link to the
monitor station. Inside the monitor station either a dedicated
panel or central proceesor monitors information from the PCU
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signals. When an alarm occurs, an annunciator generates an
audible and visual alert to security personnel. Alarms result
normally from intrusion, tampering, component failure, or system
power failure.

(3) Bss+essnent: The assessment period is the firet phase
that requires human interaction. When alarm conditions occur,
the operator assesses the situation and dispatched the reeponse
force.

(4) BesDonse : The response phase begins as soon as the
operator asseesee an alarm condition. A response force must
immediately respond to all alarm. The responee phase must also
determine the precise nature of the alarm and taks all measures
neceeeary to eafeguard the eecure area.

3. TEAEAT, WLNEAASILITY, AND ACCEPTABILITY

As determined by the commanding officer, all areas that
reas&ably afford access to the container, or where classified
data ie etored should be protected by an IDS unleee continually
occupied. Prior to the installation of an IDS, commanding
officers shall consider the threat, vulnerabilities, in-depth
security measures and shall perform a risk analyeis.

Acceptability of Squipment: All IDEe muet be U&listed
(or &uivalent) and approved by the DoD Component or DoD
contractor. Government-inetalled, -maintained, or -furnished
syetems are acceptable.

4. TRANSMISSION AND AIUTOMCIATIOli

am ansmiseion Lin t3ecurity: When the transmission line
leav.& the secured area %d travereee an uncontrolled area, Class
I or Class II line eupervieion ehall be used.

(1) Claes I: Class I line eecurity ie achieved through
the uee of a data encryption eystem or an algorithm based on the
cipher feedback or cipher block chaining mode of encryption.
Certification by the National Institute of Standarde and
Technology or another independent teeting laboratory is required.

(2) Claes II: Class II line supervision refere to
systems in which the transmission is baeed on pseudo-random
generated tones or digital encoding ueing an interrogation and
response scheme throughout the entire communication, or UL Claaa
AA line supervision. The signal shall not repeat itself within a
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minimum 6-month period. Class II security shall be impervious to
compromise using resistance, voltage, current, or signal
substitution techniques.

b. Xnternal Ceblinq The cabling between the sensors and
the PCU should be dedica~ed to the IDE and must comply with
national and local code standards.

~trv c ntr 1 Bvt3teme: If an entry control system is
inte~ated intoOan’;DS, reports from the automated entry control
syetem should be subordinate in priority to reports from
intrusion alarms.

d. B intenanae ?fode: When an alarm zone ie placed in the
maintenan~e made, this condition should automatically signal to
the monitor etation and the IDS ehall not be securable while in
the maintenance made. The alarm or meeeage muet be continually
vieible at the monitor station throughout the period of
maintenance. A standard operating procedure must be established
to address appropriate actione when maintenance accese is
indicated at the panel. All maintenance periods shall be
archived in the syetem. A self-test feature shall be limited to
1 second per occurrence.

pnnunoiation of Shuntina or #faskina Condition : Shunting
or m%king of any internal zone or seneor muet be appropriately
logged or recorded in archive. A shunted or masked internal zone
or sensor must be displayed ae such at the monitor etation
throughout the period the condition exists whenever there is a
survey of zones or seneors.

f. Blarms In4ioationa: Indications of alarm status shall be
revealed at the monitoring station and optionally within the
confines of the secure area.

9. 2-= Su-li ee: Primary power for all IDE shall be
commercial AC or DC power. In the event of commercial power
failure at the protected area or monitor station, the equipment
shall change power eources without causing an alarm indication.

(1) ?mXan-pwx Emergency pover ehall consist of a
protected inde~en~ent b~c!up pover source that provides a minimum
of 4-hours operating power battery andfor generator power. When
batteries are used for emergency power, they shall be maintained
at full charge by automatic charging circuits. The
manufacturer’s periodic maintenance echedule shall be followed
and results documented.
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(2) power 130urac3 and rail- Indi atio~ An illuminated
indication shall exist at the PCU o: the ~over ~ource in use (AC
or DC). Equipment at the monitor station shall indicate a
failure in power source, and the location of the failure or
change.

h. Component T D r Proteotioq: IDE components located
inside or outside t~ ~ecure area shall be evaluated for a tamper
protection requirement. If access to a junction box or
controller will enable an unauthorized modification, tamper
protection shall be provided.

5. BYSTEM REQUIREMENTS

ma D nd nt Eouivm at When many alarmed areas are
prot.%tad b; ~neemonitor e~at~on, eecure room zones muet be
clearly distinguishable from the other zonee to facilitate a
priority response. All sensore shall be installed within the
protected area.

b. ~aoeaa andlor aeaure Switah and Pcq : No capability
should exiet to allow changing the access status of the IDS from
a location outside the protected area. All PCUS must be located
inside the secure area and should be located near the entrance.
Assigned personnel should initiate all changes in access and
secure status. Operation of the PCU may be restricted by use of
a device or procedure that verifies authorized use. In the
secure mode, any unauthorized entry into the space ehall cause an
alarm to be transmitted to the monitor station.

c. notion Deteati.on Proteotioq: Secure areas that
reasonably afford access to the containar or where classified
information is stored ehould be protected with motion detectian
sensors (e.g., ultrasonic and passive infrared). Use of dual
technology is authorized when one technology transmits an alarm
condition independently from the other technology. A failed
detector shall cause an immediate and continuous slarm condition.

d. ~oteotion of perimeter Doors Each perimeter door ehall
be protected by a balanced magnetic s~itch that meets the
etandarde of UL 634.

e. EmQY!L@:All readily accessible windows (within 18 feet
of ground level) ehall be protected per appendix lQA.

f. XDS ReUUiX emeritafox continuOus Operations ?aOi.lity: A
continuous operations facility may not reguire an IDS. This type
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of secure erea should be equipped with an alerting system if the
occupants camot observe all potential entrances into the room.
Duress devices may also be reguired.

9. we and lox Nuieante Ala- Any alarm signal
transmitted in the absence of a det~cted intrueion or identified
as a nuisance alarm is a falee alarm. A nuisance alarm is the
activation of an alarm sensor by some influence for which the
sensor was designed but which is not related to an intrueion
attempt. All alarms shall be investigated and the results
documented. The maintenance prcqram for the IDS should ensure
that incidents of false alarms should not exceed one in a period
of 30 days per zone.

6. INSTALLATION, NAINTSNANCE, AND MONITORING

a. ~netallati on and Maintenance Perf30nne&: Alarm
installation and maintenance should be accomplished by U.S.
citizens who have been subjected to a trustworthiness
determination per SECNAVINST 551O.3OA.

b. PIoni.torStation 13tatf~: The monitor station shall be
supervised continuously by U.S citizens who have been subjected
to a trustworthiness determination per SECNAVINST 551O.3OA.

7. ACCESS CONTROLS. The perimeter entrance should be under
visual control at all times during working houre to prevent entry
by unauthorized personnel. Thie may be accomplished by eeveral
methode (e.g., employee work station, guard CCI’V). Regardleee of
the method used, an ACS ehall be used on the entrance. Uncleared
persons are to be escorted within the facility by a cleared
person who is familiar with the security procedures at the
facility.

a. Automate4 Nntrv Control Bvetema (AECSL: w automated
entry control system may be used to control admittance during
working hours instead of visual control, if it meets the AECS
criteria etated in subparagraph 7.a and b below. The AECS must
identify an individual and authenticate the person’s authority to
enter the area through the use of an identification badge or
card.

(1) ~dentifi oation Badaea or Key Cards. The
identification badge or key card must use embedded seneors,
integrated circuits, magnetic stripes, or other means of encoding
data that identifies the facility and the individual to whom the
card ie issued.
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(2) personal Identitv Ve-oati on: Personal identity
verification (Biometrics Devices) identified the individual
requesting accees by ecsneunique pereonal characteristic, such
ae:

(a) Fingerprinting

(b) Hand Geometry

(c) Handwriting

(d) Retina scans

(e) Voice recognition

A biometrics device may be required for access to the most
sensitive information.

b. In conjunction with subparagraph 7a(l) above, a personal
identification number (PIN) may be required. The PIN must be
separately entered into the system by each individual ueing a
keypad device and ehall consist of four or more digite, randomly
eelected, with no known or logical association with the
individual. The PIN must be changed when it is believed to have
been compromised or eubjected to compromise.

c. Authentication of the individual’e authorization to enter
the area met be accomplished within the syetem by inputs from
the identification badgefcard, the personal identity verification
device, or the keypad with an electronic database of individuals
authorized to enter the area. A procedure must be established
for removal of the individual’e authorization to enter the area
upon reassignment, tranefer, or termination, or when the
individual’s access ie suspended, revoked, or downgraded to a
level lower than the required accese level.

d. Protection must be established and maintained for all
devices or equipment which constitute the entry control eyetem.
The level of protection may vary depending upon the type of
device or equipment being protected.

(1) Location where authorization data and personal
identification or verification data ie input, etored, or recorded
muet be protected.

(2) Card readers, keypade, communication or interface
devices located outeide the entrance to a controlled area shall
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have temper resistant enclosure and be securely fastened to the
wall or other permanent etmcture. Control panels located within
a controlled area shall reguire only a minimal degree of physical
security protection sufficient to preclude unauthorized access to
the mechanism.

(3) Keypad devices ehall be designed or installed in such
a manner that an unauthorized person in the immediate vicinity
camot observe the selection of input numbers.

(4) Systems that use transmission linee to carry access
authorizations, pereonal identification data, or verification
data between devices or eguipment located outeide the controlled
area shall have line supervision.

(5) Electric etrikeo used In access control eystems shall
be haavy duty, industrial grade.

e. Access to records and information concerning encoded
identification data and PIN8 shall be restricted. Access to
identification or authorizing data, operating syatenisoftware or
any identifying data associated with the entry control system
shall be limited to the fewest number of personnel as possible.
Such data or software ehall be kept eecure when unattended.

f. Records shall be maintained reflecting active assignment
of identification badge/card, PIN, level of access, and similar
syetem-related recorde. Records concerning pereonnel removed
from the syetem shall be retained for 90 days. Records of
entries shall be retained for at least 90 days or until
investigation of system violations and incidents have been
investigated, resolved, and recorded.

9. Personnel entering or leaving an area ehall be required
to secure the entrance or exit point. Authorized personnel who
permit another individual to enter the area are responsible for
confirmation of need-to-know and access. The Heads of DoD
components may approve the use of standardized ASCS which meet
the following criteria:

(1) For a Lavel 1 key card eystem, the AECS must provide
a .95 probability of granting accese to an authorized user
providing the proper identifying information within three
attempts. In addition, the system must ensure an unauthorized
user is granted accase with lese than 0.05 probability after
three attempts to gain entry.

SECNAVINST 5510.36 1OD-7



EECMAVIMBT 5510.36

17 MAR199!

(2) For a Level 2 key card and PIN system, the AECS must
provids a 0.97 probability of granting accese to an authorized
user providing the proper identifying information within three
attempts. In addition, the system must eneurs an unauthorized
user is granted access with less than 0.010 probability after
three attampte to gain entry have been made.

(3) For a Level 3 key card and PIN and biometrics
identifier eysten, the AECS must provide a 0.97 probability of
granting access to an unauthorized user providing the proper
identifying information within three attempts. In addition, the
system mat eneure an unauthorized user is granted accees vith
less than 0.005 probability after three attempts to gain entry
have been made.

~ectrio. ?IechanicaX. or Eleatrameohaniaal ~cceso control.
&: Electric, mechanical, or electromechanical devicee
vhich meet the criteria stated below may be used to control
admittance to secure areas during duty hours if the entrance is
under visual control. These devices are also acceptable to
control access to compartmented areas within a secure area.
Accese control devicee must be installed in the folloving manner:

(1) The electronic control panel containing the
mechanical mechaniem by vhich the combination ie set ie to be
located ineide the area. The control panel (located within the
area) vill reguire only minimal degree of physical eecurity
designed to preclude unauthorized access to the mechanism.

(2) The control panel shall be installed in such a
manner, or have a shielding device mounted, so that an
unauthorized person in the immediate vicinity cannot observe the
setting or changing of the combination.

(3) The selection and setting of the combination shall be
accomplished by an individual cleared at the same level as the
highest level of classified information controlled vithin.

(4) Electrical components, wiring included, or mechanical
linke (cables, rods, etc.) should be accessible only from inside
the area, or, if they traveree an uncontrolled area they should
be secured vithin protecting covering to preclude surreptitious
manipulation of components.
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CHAPTER 11

INDUSTRIAL SECORITY PROQRAM

11-1 2ASIC POLICY

1. Commanding officers shall establish an industrial security
program if their commands engage in classified procurement or
when cleared DoD contractors operate within areae under their
direct control. Command security procedures shall include
appropriate guidance, coneietent with this regulation, to ensure
that classified information released to industry is safeguarded.

2. Commanding officers responsible for the acquisition of
classified defense systems shall comply with the requirements of
reference (a), which establishes policy and assigns
responsibilities for identifying and protecting classified
information or controlled unclassified information that has been
identified as critical to the combat effectiveness of systems
being developed within the DON acquisition programe.

3. Commanding officers responsible for the acquisition of
claeeified defenee systems shall develop a Program Protection
Plan (PPP) to fulfill the requirements of reference (a). Because
contractor facilities are included, cleared DoD contractors may
assist in developing the PPP for a classified contract.
Requirement levied on contractors in the PPP shall be conveyed
in the contract document itself or on the DD 254 (see exhibit
llzl).

11-2 AOTEORITY

1. Reference (b) established the NISP for safeguarding
information released to industry classified under reference (c),
or ite successor or predecessor orders, and reference (d). This
regulation implements the requirements of the NISP within the

Provisions of this regulation relevant to operations of
~~red DoD contractor employees entrusted with classified
information shall be applied by contract or other legally binding
instrument.

2. Reference (e) imposes the requirements, restrictions, and
safeguards necessary to prevent unauthorized disclosure of
classified information released by U.S. Government executive
branch departments and agencies to their contractors.

3. Reference (f) imposes requirements, restrictions, and
safeguards necessary to protect special classes of information
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beyond those established in the baseline portion of reference
(e).

11-3 D!3PENSE SECDRITY BSRVICE (DSS) INDUSTRIAL 8ECDRITY MISSION

1. The chief Operating Offioer for DSS overseee DoD
implementation of the NISP through 12 OPLQCS throughout the
CDNUS . An additional OPLOC will be established to oversee the
international aspects of the NISP (formerly known as Office of
Industrial Security International). OPLOCS provide
administrative assistance and policy guidance to local DSS field
elements charged with security oversight of cleared DoD
contractor located in CONUS that perform on classified
contracts. Consult the DES Eomepage at http~//w’u.6ia.mil for
information pertaining to various DSS functions.

2. DSS, Op0rCItiOXM3Center Columbus (oCC) grante personnel
clearances to individuals in private industry who reguire access
to classified information in order to perform their jobs. The
OCC also grants FCLS within the NISP, refers cases with major
adverse information to the Defense Office of Hearings and Appeals
for adjudication, processes overseas visit reguests, and responds
to reguests for information regarding personnel clearances and
FCL applications, and facility storage capability.

11-4 CLEARANCE DNDKS THE tJISP

An employee of a contractor granted an FCL under the NISP may be
processed for a personnel clearance when the contractor
determines that access is essential in the performance of tacks
or servicee related to a classified contract or an IR6D program
(see chapter 8, paragraph 8-8 of reference (g) for contractor-
granted clearances, Interim Secret and Confidential pereonnel
clearances, Limited Access Authorization (LAAs), and adverse
information reporting).

11-5 DSS AND COMMAND SECDRITY OVERSIGHT OF CL=ED DoD
CONITULCTOR OPSSATIONS

1. Shipboard. On board ship, cleared DoD contractor employees
have visitor status and shall conform to the requirements of this
and command security regulations. Cleared DoD contractors shall
submit written requests to the commanding officer who will then
grant approval for classified visite by employees to the ship.

2. Shore Installations. Commanding officers shall establish or
coordinate security oversight over classified work carried out by
cleared DoD contractor employees in spaces controlled or occupied
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at DON shore installations. Command overeight shall be carried
out by exercising one of the following options:

The commanding officer regueete, in writing, that the DSS
OCC ~ant the contractor an FCL and that 0SS aesume security
oversight.

b. The commanding officer regueste, in writing, that the DSS
OCC grant the contractor an FCL with the command retaining
security overeight. Commande ehall conduct periodic reviewe and
forward a copy of the Industrial Security Inspection Report to
the DSS OPLOC which exerciees geographic jurisdiction over the
installation. Contractors granted an FCL under theee first two
optione aeeume the etatue of a tenant activity.

c. The commanding officer determine that the contractor ie
e ehort- or long-term vieitor and decidee that an FCL ie not
warranted. Contractor employees shall conform with command
eecurity regulation and shall be included in the command
eecurity education program.

3. Off-Site LOOatiOnS. When contractor perform work at
locatione other than the command awarding the contract, the
awarding command ehall inform the new hoet. Forward to the host
command a copy of the notification of contract award, a copy of
the DD 254, and other pertinent documents.

4. DollOvereeae Locations. Commande that award classified
contracts reguiring performance by cleared DoD contractors at DON
overeeas locations ehall eneure that this regulation ie enforced
in all aspecte of contract eecurity administration.

a. DSS provides administrative assistance to both U.S.
Government and industry overeeas, maintains PCL data on all
cleared DoD contractor employees assigned overseae, provides
security education, and conducts oversight of contractor
operation at U.S. Government-controlled and U.S. military
overeeas installations.

b. Contractors located overseas are not granted FCLs;
therefore, the cognizant DSS OPLOC will normally exercise
eecurity overeight over all contractor operations located at DON
overeeas locations and coordinate with the cognizant command
prior to conducting aesiet visits or reviews.

c. Commanding officere who wish to exerciee eecurity
oversight authority over cleared contractor at their commands
ehall reguest approval from the DSS.
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d. Contracting commands awarding a classified contract for
which the 0SS is relieved of responsibility in whole or in part
for contractor performance at overseas locations ehall coordinate
as necessary with the host command to ensure the DSS OPIAC
repreeentativee are given proper guidance when fulfilling their
responsibilities.

11-6 VACILITY ACCESS DETERNINATIOll (PAD) PROQRAX

The Internal Security Act of 1950 entruste commanding officers to
protect persons and property against the actione of untrustworthy
persons. This regulation confirme the FAD program within the DON
to assist commands in making trustworthiness determinations on
contractor employees for access eligibility to controlled
unclassified information or sensitive areas and equipment under
DON control. Trustworthiness determinations pertain to
unclassified contracts for various services (e.g., janitorial,
guards, equipment maintenance). Commande shall take the
necessary stepe to include the conditions of the FAD program in
the specifications of all contracts needing trustworthiness
determination, thereby eliminating the necessity to award a
classified contract for performing services only. Reference (g)
addresses specific requirements for administering the FAD
program.

11-7 CONTRACT SECURITY CLASSIFICATION SPECIFICATION (DD 254)

Commanding officers shall ensure that a DD 254 is incorporated
into each classified contract. The OD 254, with its attachments,
supplements, and incorporated references, ie designed to provide
a contractor with the security requirements and classification
guidance needed for performance on a classified contract. An
original DD 254 shall be issued with each reguest for proposal,
other solicitations, contract award, or follow-on contract to
ensure that the prospective contractor is aware of the security
requirements and can plan accordingly. A revised DD 254 shall be
issued as necessary during the lifetime of the contract when
security reguiremente change. A final DD 254 shall be issued on
final delivery or on termination of a classified contract (see
exhihit 12A for a sample DD 254).

11-8 COR INDUBTR2AL SECURITY RESPONSIBILITIES

1. Paragraph 2-6 identifies the appointment of a qualified
security epecialiet as a COR.

11-4 SECNAVINST 5510.36



SECNAVIHST 5510.36
J?MAll1898

2. The following industrial security reeponeibilitiee are
normally assigned to the COR, but are not limited to the
following:

a. Review etatement of work to ensure that access to or
receipt and generation of classified information is required for
contract performance.

b. Validate security classification guidance, complete, and
sign the DD 254:

(1) Coordinate review of the DD 254 and classification
guidance.

(2) Issue a revised DD 254 and other guidance as
necessary.

(3) Resolve probleme related to classified information
provided to the contractor.

c. Provide when neceeeary, in coordination with the program
manager, additional security requirements, beyond those required
by this regulation, in the DD 254, or the contract document
itself.

d. Initiate all requests for FCL action with the DSS OCC.

e. Verify the FCL and storage capability prior to release of
classified information.

f. Validate justification for Interim Top Secret PCLS and
FCLS .

9. Validate and endorse requests submitted by Industry for
LAAs for non-U.S. citizen employees of cleared contractors.

h. Coordinate, in conjunction with the appropriate
transportation element, a suitable method of classified shipment
when reguired.

i. Review requests by cleared contractors for retention of
classified information beyond a 2-year period and advise the
contractor of disposition instructions or issue a final DD 254.

j. Certify and approve Registration For scientific and
Technical Information Services requests (DD 1540).
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k. Review reports of security violations and compromises
within industry and forward to program managere.

1. Ensure that timely notice of contract award ie given to
host commends when contractor performance is reguired at other
locatione.

11-9 CONTRACTOR BADQBS

Echelon 2 commands shall establish administrative procedures
govsrning the expiration date and retrieval of contractor badges.

11-10 V2SIT8 BY CLEARED DoD CONTRACTOR KKPLOYEES

Cleared contractors shall furnish advance notification to the
commanding officer of the DON command being vLsited. In urgent
cases, visit information may be furnished by telephone, provided
it is promptly confirmed in writing. Commands shall not accept a
visit request handcarried by a cleared DoD contractor. The
responsibility for determining the need-to-know in connection
with a classified visit rests with the individual who will
disclose classified information during the visit. Final approval
of a vieit ie the prerogative of the commanding officer of the
vieited commancl. Reference (g) addresses visit requirements for
cleared DoD contractor employees.

11-11 CONTRACTOR VACILITY CLEARANCE

1. If a cleared contractor’e FCL needs to be upgraded or
revalidated, the cognizant contracting command shall submit a
written reguest to the DSS OCC. Contractors, when eligible, are
automatically granted Interim Secret or Confidential FCLS during
processing of a final FCL when requested by a U.S. Government or
industry sponsor. However, as an emergency measure and in order
to avoid crucial delays in contract negotlatione, award or
performance, Interim Top Secret FCLe may be granted on a
temporary basis, pending completion of full investigative
requirements.

2. DON contracting commands requiring an Interim Top Secret FCL
for a contractor facility shall eubmit a reguest, in writing, to
the DSS OCC. The reguest shall be validated by the COR and
endorsed by the commanding officer or designee. Unless
otherwise limited by security concerns, the request shall clearly
identify the contractor by name, location, commercial and
government entity code, current level of FCL, include a copy of
the completed OD 254 for the contract or program, and, indicate
the effect that any crucial delays will have on contract
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negotiations, avard, or performance. Every effort shall be made
to provide efficient information to properly fulfill the
reguest. The DSS OCC will take appropriate action and will
notify the requesting command vhen action is completed.

11-12 TRANSMISSION OR TRANSPORTATION

1. Appropriately cleared and designated 00D contractor employeee
may act as couriers, escorts, or handcarriers provided that:

a. They have been briefed by their facility security officer
on their responsibility to safeguard classified information;

b. They possees an identification card or badge, which
contains their name, photograph, and the company name;

c. Employees retain classified information in their personal
possession at all times. Arrangement ehall be made in advance
of departure for overnight storage at a U.S. Government
installation or at a cleared contractor’s facility that has
appropriate etorage capability, and

d. The transmission or transportation meets all other
requirements specified in chapter 9.

2. Appropriately cleared DoD contractors may use the GSA
commercial contract carrier for overnight delivery of Secret and
Confidential information to U.S. Government agencies vithin CONUS
when procedures have been formally approved by the DSS OPLOC
prior to etarting such transmissions (see reference (h)).

11-13 DISCLOSURE

1. Disclose classified information only to contractors cleared
under the NISP. Prior to disclosing classified information, the
custodian shall determine that the contractor requires access in
connection with a legitimate U.S. Government requirement (e.g.,
contract solicitation, precontract negotiation, contractual
relationship, or IR&D effort).

2. Determination shall be based on the following:

a. An FCL valid for access at the sane or lower
classification level as the FCL granted, and

b. Storage capability.
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3. The DSS OCC Central Verification Activity (cVA) or
contractor’s OPLOC provides written verification of the FCL level
and storage capability within 5 working daye after receipt of the
commend’s inguiry. Each verification remains valid for a period
of 3 years from date of ieauance. The OCC CVA provides any
changes that adversely affect the security classification level
of the FCL or etorage capability to the requesting command.
Inguiriee shall be made by letter, facsimile, or telephone.
Contact the CVA via ●-mail at dieoofao@dialhk.jote.jos.mil or
telephonically (1-888-282-7682) for verifications involving the
storage of 2 cubic feet, or less, of classified information.
Contractor storage capability involving the storage of over 2
cubic feet shall be verified directly with the cleared
contractor.

4. When classified contracts are awarded for performance at DON
commands overseas, the following additional eecurity measuree
shall be taken prior to disclosing classified information to
cleared DoD contractors:

Verify that the requirement for access to classified
infohation overseas is essential to the fulfillment of the
classified contract.

b. Reguire that classified information provided to cleared
DoD contractors performing overseae is stored at a U.S.
Government-controlled facility or military installation unless a
written waiver or exception to this requirement is granted by the
CNO (N09N2).

c. Furnish the overseas installation commander and the
responsible DSS OPLOC with a notice of contract award, any
special instructions (e.g., transmission, storage, and
disposition instructions), and a copy of the original DD 254.

d. Transmission or transportation of classified information
to U.S. Government locations overseas shall comply with the
reguiraments of chapter 9.

5. Obtain an assurancs of a foreign contractor employee~s
clearance level and need-to-know prior to allowing accese to U.S.
classified information authorized for use in joint contracts with
NATO activities or foreign governments under agreement with the
Us. The DSS OPLOC will verify the security clearance and status
of foreign contractor employees.

6. Privately-owned or proprietary information, including
information relating to trade secrets, processes, operations,
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materials, style of work or apparatus, statistics relating to
costs or incoms, profits or losses shall not be published or
disclosed without the exprese written permission of, and in
strict accordance with, any conditions stated by the legal owner
or proprietor of the information.

7. Restrictions on the release of information previously imposed
by a competent authority govern in each case.

8. A system exists within DoD to certify individuals and
enterprises gualified to receive export-controlled technical
data. These individuals and enterprises are referred to as
Qualified Contractors. This certification ie accomplished using
a Militarily Critical Technical Data Agreement, DD 2345 (Jul 95).

9. Upon receipt of a reguest for export-controlled technical
data with military or space application, a command shall
determine if:

a. The regueetor is a Qualified Contractor verified by an
approved DD 2345 from the U.S./Canada Joint Certification office,
Defense I.@gistics Service Center, Federal Center, 74 N.
Washington, Battle Creek, MI 49017-3084.

b. Certification under the Joint Certification Program
establishes the eligibility of a U.S. or Canadian contractor to
receive technical data governed by reference (i).

11-14 RELEASE 0? INTELLIQSNCE TO CLEARED 00D CONTRACTORS

1. Appropriately cleared and accese-approved 00D contractors may
receive intelligence information in support of a DON classified
contract (e.g., authorized on the DD 254) without prior approval
of the Director, ONI (ONI-5) who is responsible for executing the
policy and procedure governing the release of intelligence to
cleared DoD contractors and is the final appeal authority on
release deniale.

2. Prior to releasing intelligence to a cleared DoD contractor,
the releasing command shall:

a. Ensure that dissemination is not prohibited by paragraph
11-16.

b. Snsure that the conditions of paragraph 11-17 are met.

Snsure that all Intelligence released falls within the
scop~”of the contract under which requested. When any part of a
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document is released, the releasing command shall sanitize the
intelligence.

3. The releasing command shall maintain a record of’all
intelligence released to contractors and report releaees to the
originator upon request.

4. Program managers and CORe ehall ensure that the following
requirements are included in the contract itself or in the DD
254:

a. Intelligence released to cleared DoD contractors, all
reproductions thereof, and all other information generated based
on, or incorporating data from, remain the property of the U.S.
Government. The releasing command shall govern final disposition
of intelligence information unless retention is authorized.
Provide the Director, ONI (ONI-5) with a copy of the retention
authorization.

b. Cleared DoD contractors shall not release intelligence to
any of their components or employeee not directly engaged in
providing cervices under contract or other binding agreement or
to another contractor (including subcontractors) without the
Consent of the releasing command.

Cleared DoD contractors who employ foreign nationale or
immi~ant aliens shall obtain approval from the Director, ONI
(ONI-5) before releasing intelligence, regardless of their LAA.

5. National Intelligence Estimates, Special National
Intelligence Estimatee, and Interagency Intelligence Hemoranda
may be released to appropriately cleared DoD contractors with the
requisite need-to-knov except as governed by provisions
concerning proprietary information.

11-1S PROHIBITED RELSASE Or INTELLIGENCE

1. Obtain the consent of the originator via the Director, ONI
(oNI-5) prior to releasing intelligence to a cleared DoD
contractor which:

a. Bears either of the following control markings:

(1) CAUTION-PROPRIETARY INFORMATION INVOLVBD (PROPIN)
(see chapter 6, paragraph 6-12);
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(2) DISSEMINATION AND EXTRACTION OF INFORMATION
CONTROLLEO BY ORIGINATOR (ORCON) (see chapter 6, paragraph 6-12);

b. Originates from Foreign Service reporting; or

c. Is marked for special handling in specific dieeemination
ChaMelS.

2. Addreee regueets for authority to releaee the above
intelligence information to the Director, ONI (ONI-5), via the
command sponsoring the contract for validation of need-to-know,
and include the following information:

Cleared DoD contractor’s name for whom the intelligence
is i%ended;

b. Contract number supporting the request;

c. Cognizant contracting command’s name;

d. Certification of contractor’s FCL and storage capability;

e. Complete identification of the information for which a
release determination is desired; and

f. Justification confirming need-to-know and a concise
description of that portion of the contractor’s study or project
which will confirm the need-to-know for the requested
intelligence information. This statement is a prereguieite for a
release determination.

11-16 SAN2TISATIOH O? INTELLIGENCE

1. MY command releasing intelligence to a cleared DoD
contractor is responsible for proper sanitization. If the
releasing command is not aware of specific contractual
commitments, coordinate release of the intelligence with those
activities which are able to determine the scope of the contract
and need-to-know requirements of the contractor.

2. Delete any reference to the CIA phrase “Directorate of
Operations,n the place acquired, the field number, the source
description, and field dissemination from all CIA Directorate of
Operations reports paseed to contractor, unlees prior approval
to release that information ie obtained from CIA. Forward any
requests for approval via the Director, ONI (ONI-5).
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(a)

(b)

(c)

(d)

(e)

(t’)

(9)

(h)

(i)

REFERENCE8

DoD Directive 5200.1-M, Acquisition System Protection
Program, 16 Mar 94 (NOTAL)

Executive Order 12829, National Industrial Security
Program, 6 Jan 93

Sxecutive Order 12958, classified National Sacurity
Information, 17 Apr 95

Title 42, U.S.C., Sectione 2011-2284, Atomic Enargy Act
of 30 Aug 54, as amencled

DoD 5220.22-M, National Industrial Security Program
operating Manual (NISFUM), Jan 95 (NOTAL)

DoD 5220.22-M.SUPP 1, National Industrial Security
Program Operating Manual Supplement 1, (NISWMSUP)
Feb 95 (NOTAL)

SECNAVINST 551O.3OA, DON Persomel Security Program
Regulation, 10 Mar 99

ISL 97-1, Industrial Security Letter, Jul 97

OPNAVINST 5510.161, Withholding of Unclassified Technical
Data from Public Disclosure, 29 Jul 85
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CHAPTER 12

LOSS OR COMPR0212SE Ol?CLASSIFIED INFORMATION

12-1 BASIC POLICY

1. The loss or compromise of classified information preaente a
threat to the national security. Reports of loss or compromise
ensure that such incidents are properly investigated and the
necessary actions are taken to negate or minimize the adverse
effects of the loss or compromise and to preclude recurrence.

2. A loss of classified information occurs when it cannot be
physically located or accounted for.

3. A compromise is the unauthorized disclosure of classified
information to a person(s) who does not have a valid clearance,
authorized accese or a need-to-know.

4. A possible compromise occurs when classified information is
not properly controlled.

12-2 REPORTING RESPONSIBILITIES

1. Individual. An individual who becomes aware that classified
information is lost or compromised shall immediately notify their
commanding officer or security manager of the incident. If that
individual believes their commanding officer or security manager
mSY be involved in the incident, notify the next higher echelon
of command or supervision. If circumstances of discovery make
such notification impractical, the individual shall notify the
commanding officer or security manager at the most readily
available command or contact the local NCIS office.

2. commanding Offioer. When a loss or compromise of classified
information occurs, the cognizant commanding officer shall
immediately notify the local NCIS office and initiate a
Preliminary Inquiry (PI). The contacted NCIS office shall
promptly advise whether or not they will open an investigation
and provide advice. Timely referral to the NCIS is imperative to
ensure preservation of evidence for any possible CI or criminal
investigation.
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12-3 PRBL2M12?AAY 1NQUIR% (PI)

A PI is the initial process to determine the facte surrounding a
possible loss or compromise. At the conclusion of the PI, a
narrative of the PI findings are provided in eupport of
recommended additional investigative or command actions. A PI iS
convened by the command with custodial responsibility over the
lost or compromised information.

12-4 PREL2.311NAAYINQUIRY INITIATION

1. The commanding officer shall appoint, in writing, a command
official (other than the security manager or anyone involved with
the incident) to conduct a PI.

2. A PI shall be initiated and completed within 72 hours and
sent by meesage or lattar to the next superior in the
administrative chain of command, the CNO (N09N2), the originator
and the OCA of the lost or compromised information, the local
NCIS office, and all othere required by paragraph 12-8. If
circumstances exist that would delay the completion of the PI
within 72 hours, all the required addressees shall be notified.
A pending NCIS investigation shall not delay the completion of a
PI, unlees the NCIS Special Agent in Charge (SAC) requeete that
command actions be held in abeyance in order to preserve evidence
for CI or criminal investigations.

12-5 C02JTBNTS Or TEE PI MESSAGE OR LBTTES

The PI shall completely and accurately identify the information
lost or compromised. Thie identification shall include the
information’e eubject or title, classification of the information
(including any relevant warning notices or intelligence control
markings, downgrading and declassification instruction), all
identification or serial numbers, the date, the originator, the
OCA, the number of pages or amount of material involved, a point
of contact from the command, a command telephone number, the Unit
Identification Code (UIC) of the custodial command, etc. (see
axhibite 12A and 12B for sample PI formats).

12-6 CLASSIFICATION OP TBE PI MESSAGE OR LETTBA

Bvery effort ehall be made to keep the PI unclassified and
without any enclosures. However, if the loet information if3
beyond the jurisdiction of the U.S., and cannot be recovered, the
PI shall be classified commensurate to the sacurity
classification level of the lost information to prevent its
recovery by unauthorized persons.
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12-7 ACTIOH8 TANSN OPOH PI CONCLUBIOH

1. Send the PI message or letter if the PI concludes that a loss
or compromise of classified information ooourrea or a significant
command security weakness or Vulnerability(ies) is revealed.
The command shall immediately initiate a JAGMAN investigation
(see paragraphs 12-9 and 12-10), and notify the 10CS1 NCIS office
and all required addressees of the PI. Additionally, the
commanding officer ehall immediately take any necessary
disciplinary andfor corrective actions to prevent further damage
and recurrence.

2. Send the PI neseage or letter if the PI concludes that a loss
or compromise of classified information may have ooourred.
Additionally, the command shall initiate a JAGMAN investigation
(see paragraph 12-9 and 12-10) and immediately notify the local
NCIS office and all required addreeseee of the PI. If a
significant security weakneee or vulnerability is revealed due to
the failure of a person(s) to comply with established security
practices andjor procedures the commanding officer shall
immediately take any neceseary disciplinary andlor corrective
actions to prevent recurrence.

3. Do not send the PI message or letter if the PI concludes that
a lose or compromise of classified information did not ooour or
the possibility of compromise is remote (e.g., “remote” due to
security-in-depth at the command). However, if a minor eecurity
weakness or vulnerability is revealed due to the failure of a
person(e) to comply with established security practices and/or
procedures, the commanding officer shall immediately take the
necessary disciplinary andlor corrective actions to prevent
recurrence.

12-8 REPORTING LOSSES OR COXPROM2SES OP SPECIAL TYPES OF
CLAS81PIND INPOR14ATION AND EQUIPMENT

1. Report losses or compromises involving oomputer systems,
terminals, or equipment to the CNO (N09N2) (the CNO (N09N2) shall
notify the Director, Information Assurance, OASD(C%)).

2. Report losses or compromise involving NATO classified
information per reference (a). One of the primary reguiremente
of reference (a) is to notify the USSAN via the ODUSD(PS). This
notification shall be made by the CNO (N09N2).

3. Report losses or compromises involving PGI to the CNO (N09N2)
(the CNO (N09N2) shall notify the Director, International
Security Programs (ODUSD(PS)).
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4. Report losses or compromises involving DoD 8APs, or results
of inquiries or investigations that indicate weaknesses or
vulnerabilities in established SAP policy, to the Director,
Special Programe (ODUSD(PS)) via CNO (N89).

5. Report losses or compromises involving Restricted Date
(including CNWDI), and Bormerly Restricted Data (when it involves
unauthorized disclosure to a foreign government), to the CNO
(N09N2) with a copy to the local NCIS office, who shall notify
the FBI.

6. Report loeeee or compromises involving BIOP end SIOP-8SI to
the Joint Chiefs of Staff (JCS) and the U.S. Commander in chief,
Strategic Command (USCINCSTRAT) by the quickest meane possible,
consistent with security requirements. Include an opinion as to
the probability of compromise. The USCINCSTRAT will then
recommend appropriate actions with regard to modification of the
plan or related procedures for consideration by the JCS.

7. Report losses or compromieee of COMBEC information or keying
material to the controlling authority, who ehall determine if a
traffic review is neceesary. If a review ie warranted, it shall
be conducted using the procedures contained in reference (b).
The ninitial report” required by reference (b) eatiefiee the
requirement for a PI (see paragraph 12-2) , provided copiee are
cent to the CNO (N09N2), the NSA, and the local NCIS office.
Aside from thie one exception, the procedures eet forth in
reference (b) shall be followed in addition to, and not in lieu
of, the requirements of this chapter.

8. Report losses or compromises involving SCI per reference (c).

9. Report losses or compromises of classified information which
involve other Government agencies to the Principal Director,
Security and Information Operations (ODASD(S610)). It ie the
Principal Director, Security and Information Operation
(ODASD(S610)) who is notified in those instances when other U.S.
government agencies lose or compromise DoO classified
information.

10. Immediately report incidents indicating a deliberate
compromise of claeeified information or indicating possible
involvement of a foreign intelligence agancy to the local NCIS
office.
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12-9 JAQUAN INVEBTIQATXOXB

A JAGMAN investigation is an administrative proceeding
~~nducted per chapter II of reference (d). A JAGMAN
investigation is usually convened by the command having cuetodial
responsibility over the information lost or compromised. The
purpose of a JAGMAN investigation is to provide a more detailed
investigation and recommend any corrective or required
disciplinary actions.

2. Whenever eerioue disciplinary action or prosecution ia
contemplated against any person(s) believed responsible for the
compromise of classified information, formal classification
reviews (see paragraph 12-16) shall be coordinated with the CNO
(N09N2), the NCIS and the OJAG (Code 11). Whenever a violation
of criminal law appears to have occurred and criminal prosecution
is contemplated, the OJAG (Code 11) shall notify the 00N General
Counsel.

3. Designation as a national security case (eee reference (d))
does not normally occur until the JAG!4AN investigation is
completed and it hae been submitted to the appointing authority
(cognizant command).

12-10 J2L031AN INITIATION AND APPOINTMENT LETTEX

The commanding officer shall appoint, in writing, an
~~dividual to conduct a JAGMAN investigation. This individual
shall have a clearance level commensurate to the classification
level of the information involved; the ability to conduct an
effective investigation; and shall not be eomeone likely to have
been involved, directly or Indirectly, with the incident. The
command security manager ehall not be appointed to conduct the
JAGMAN investigation (eee exhibit 12C for a eample JAGMAN
appointment letter) .

2. If during the couree of the JAGMAN investigation it is
determined that a compromise did not occur, the investigation
shall be terminated and all addressee required in paragraphs
12-3 and 12-8) shall be notified with a brief statement
supporting the determination.

Rxbibit 12D is a sample format for a JAGMAN investigation.
~~estions concerning JAGMAN investigations ehall be directed to
the cognizant 00N command’s Staff Judge Advocate (SJA) or the
neareet Trial Service office.
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12-1% INVESTIQATIVB ABBISTANCH

Successful completion of a JAGMAN investigation may, under
certain circumstance, require profeeaional or technical
assistance. Commanding officers may ask the UCC3 for
investigative assistance in cases where commands lack either the
reeources or the capabilities to conduct certain types of
investigations. Such a reguest may be made at any time @ring
the course of the investigation, regardless of whether the NCIS
initially declined investigative action. For example, the NCIS
can provide valuable assistance in interviewing witnesses who
have been transferred or in processing latent fingerprints.

12-12 CLASSIE’ICATION 0? JA@iAN INVBSTIQATIONS

1. Svery effort shall be made to keep the JAGMAN investigation
unclassified; however, it ehall be classified under the same
circumstances as a PI (see paragraph 12-6).

2. An NCIS Report of Investigation (ROI) shall not be made part
of a JAGMAN investigation. The NCIS ROIS are exempt from certain
disclosure provisions of reference (e), while JAGNAN
investigations are not. By attaching the NCIS ROI to the JAGMAN
investigation, the attached NCIS ROI loses its exempt status and
~Y be disclosed in total under reference (e). Extracts or
statements acquired through the NCIS ROI may be used h findings
of fact, but that use ehall first be approved by the originating
NCIS OffiCe. Particular attention shall be given to the handling
instructions on the NCIS ROI cover sheet provided to commands and
instructions contained in paragraph 0217H(2) of reference (d).

12-13 RBSULTO Or JAG14AN INVESTI~TIONS

Upon completion of the JAGMAN investigation, the convening
command shall forward the investigation via the administrative
chain of command with letters of endorsement, to the CNO (N09N2).
Information copies shall be forwarded to the local NCIS office,
the originator and the OCA, unlees the originator or the OCA is
assigned to the office of the CNO or a command outside the DoD,
in which case the CNO (N09N2) shall forward the results of the
investigation.

12-14 REVIEW ANO ENDORSEMENT OV JAQNTW INVSSTIQATIOI18 BY
BUPBRIORS

1. Each superior in the administrative chain of command shall
review JAGMAN investigations for completeness and return any
deficient JAGMAN investigation for additional investigation or

12-6 SECNAVIMST 5510.36



S)2CNAV23TST5510.36
I7MMl 1999

corrective actione. Additionally, each euperior shall, by
endorsement:

a. Approve or disapprove the proceedings, findings of fact,
opinione, and recommendations.

b. State and evaluate the corrective meaeures taken,
directed, or recommended to prevent recurrence of the incident.
Remedial action(s) to prevent similar incidente is very important
and shall be specifically addressed.

c. Determine whether security practices are in conflict with
thie regulation and if they are being corrected;

d. State and review the disciplinary action(s) taken or
recommended to ensure it is appropriate and commensurate to the
circumstances and culpability. If disciplinary action is not
taken because of extenuating or mitigating circumstances explain
why . Affirm that the command ehall comply with reference (f),
concerning continuing evaluation of the responsible individualte
eligibility for clearance and accese.

12-15 SECURITY REVIEWS

Classified information eubjected to compromise requiree a
security review for classification determination. If local
e-ertiee ie available, a security review shall be conducted for
a classification determination. If no euch expertise is
available, the originator or OCA of the information may be asked
for a security review. A security review, however, is usually
inefficient to support formal Prosecution. A local reviewer.
ehall not declassify properly classified information, unlees hey
are the cognizant OCA.

12-16 CLASSIFICATION RSVIEWS

classified
the CNO (N09N2} to

1. When it is determined that a compromise of
information has occurred, the NCIS may regueet
initiate a classification review. The CNO (N09N2) shali then-
coordinate a classification review of the compromised information
with the cognizant OCA.

2. UpOn notification by the CNO (N09N2), the cognizant OCA shall
conduct a classification review of the compromised information.
The classification review shall include:

a. Verification of the current security classification level
and ite duration.
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b. The security classification level of the information when
eubjected to compromise.

c. Whether further review is required by come other DON
command.

d. A general description of the impact on the affected
operation.

3. Based on the results of this evaluation, the OCA ehall eelect
one of the following courees of action:

a. Continue classification without changing the information
involved;

b. Modify epecific information, in whole or part, to
minimize or nullify the effects of the compromise while retaining
the classification level;

c. Upgrade the information;

d. Downgrade the information; or

e. Declassify the information.

4. Upon completion of the classification review, the OCA shall
evaluate the couree of action choeen and notify the CNO (N09N2)
of the reeults. If the couree of action ie to modify, upgrade,
downgrade or declassify information, the OCA ie to notify all
holdere of the changed information, unlese the information exiets
in a DON SCG in which case the OCA shall submit a SCG change per
reference (g).

12-17 DAMAt2BASBEBBMESTB

1. Per reference (h), a damage assessment is a multi-
disciplinary analysia to determine the effect of a compromise of
classified information on the national security. It is normally
a long-term, post-prosecutorial effort to determine in great
detail the practical effecte of an espionage-related compromise
on operations, eystems, materials, and intelligence. The formal
damage assessment ie not to be confused with the brief impact
statement on the harm to national security Included by the OCA in
a classification review performed in support of a prosecution.
Depending upon the circumetancee of the compromise, a formal
damage aseesement ie not alvaye necessary.

12-8 SECNAV131ST 5510.36
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2. The Department of Defense Damage Aseeesment Committee
(DODDAC) is the committee establiehecl to review and analyze
damage assessments of compromised U.S. claseif’ied defense
information that result from espionage. The CNO (N09N) and the
C74C (CIC) are permanent members of the DODDAC.

12-1S PUELIC MEDIA COMPBOM2SES

1. A public media compromise is the unofficial release of DoD
classified and unclassified information to the public resulting
in ite unauthorized disclosure.

2. When an individual or command becomes aware that classified
or unclassified information is unofficially released to the
public (i.e., newspaper, magazine, book, pamphlet, radio,
television broadcast or INTERNET) they shall immediately notify
the CNO (N09N2) (see paragraph 12-8 for additional reporting
requirements for special types of information). DON personnel
shall not, under any circumstances, make any etatemente or
comments concerning any information unofficially released to the
public.

3. The CNO (N09N2) is responsible for eneuring that all known or
suspected instancee of unauthorized public disclosure of
classified information are promptly reported, investigated, and
appropriate corrective action(s) is taken. Upon notification of
a compromise through the public media, the CNO (N09N2) shall
consult with the Office of Information (CNINFO), the Assistant
SECDEF(PA), the NCIS, other officials having primary intereet in
the information, and:

a. Determine whether the information has been officially
released (under proper authority) and, if not, obtain a
classification review from the cognizant OCA;

b. Recommend any appropriate investigative action(s) to the
NCIS ;

c. If the information ie, or appears to be, under the
cognizance of another DoD component, forward the case to the
DASD(S&IO), who shall determine investigative responsibility; and

d. Follow-up and keep records on any actione involving
unauthorized disclosure of classified information. If no action
is taken, that fact ehall be recorded.
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4. The NCIS shall:

a. Promptly initiate an investigation(e), if warranted.
Prepare summaries of the investigation(s) and forward them to the
DASD(SSIO);

b. Provide assistance to the DASD(S&IO), other DoD
components, or the FBI in cases involving unauthorized public
disclosure of DOtiinformation; and

c. Follow up and keep records on unauthorized public
disclosure cases. If no action(s) is taken, that fact shall be
recorded.

12-19 SECURITY DISCREPANCIES INVOLVINQ 2MPROP~ TRMSMISSIONS

AIIycommand that receives classified information improperly
handled, addressed, packaged, transmitted, or transported shall
make a determination as to whether the information has been
subjected to compromise. If the command determines that the
classified information has been subjected to compromise, the
recsiving command shall immediately notify the forwarding
command. Classified information shall be considered as having
been subjected to compromise if it has been handled through
foreign postal systems, its shipping container has been damaged
to an extent where the contents are exposed, or it has been
transmitted over unprotected communication circuits (e.g.
facsimile, telephone, teletype, data links). If the command
determines that the information was not subjected to compromise,
but improperly prepared or transmitted, the receiving command
shall report the discrepancy to the forwarding command, using
OPNAV 5511/51 (Security Discrepancy Notice, exhibit 12E)).
Retain Security Discrepancy Notices for 2 years.

REFERENCES

(a) OPNAVINST C551O. 101D, NATO security Procedures,
17 Aug 82 (NOTAL)

(b) C14S-lA, cryptographic Security policy end Procedures
Manual (U) 25 Feb 98 (NOTAL)

(c) DoD 5105.21-M-1, DoD Sensitive Compertmented Inf027USt10n
Administrative Sacurity Manual, 3 Aug 98 (NOTAL)

(d) JAGINST 5800.7C, Manual of the Judge Advocate General,
3 Ott 90 (NOTAL)
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(e) Title 5 of public Law 93-579, The Privacy Act,
(U.S.C., Section 552a)

(f) SECNAVINST 551O.3OA, DON Persomel Security PrOgrSM
Regulation, 10 Mar 99

(g) OPNAVINST 5513.lE, DON Security Classification Guides,
16 Ott 95

(h) DoD Instruction 5240.11, Demaga Assessments, 23 Dec 91
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BXRIBIT 12A

SAMPLE PI LETTER VORMAT
5500
Ser
(Date)

Prom: (Title, name, ~adefrank, command of investigating
official)

To: (Addressee)
Via: (If any)

Subj : PRELIMINARY INQUIRY (PI)

Ref: (a) SECNAVINST 5510.36
(b) (If any)

Encl : (1) (If any)

1. IHCIDEBT : Per reference (a), (State specifics of the
incident, e.g. , ‘On (date) a PI was conducted into the poseible
lees or compromise of classified information at (command). A
(TS, S, or C) document(s) was determined missing during a command
inspection by Sgt. Smith at 1400....”).

2. BTATEUPWT OP PACTS:

a. IDKSTIPICATION Or INPOAMATIOM OR EQUIPMENT LOST OR
COMPROMISED :

(1) CLAS81YICATION: (Include warning notices/intelligence
control markings).

(2) IDENTIFICATION/SERIAL NO(S):

(3) DATE:

(4) ORIGINATOR:

(5) OcA(s):

(6) SDBJECT OR TITLE:

(7) DOW3W2BAOItU3/DECLASSIFICATIO!JIt18TRUCTIONS:

(8) MUlfB= Or PAGES OR ITEM OF EQUIPMENT INVOLVED:

SECNAV2NST 5510.36 12A-1
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Subj : PRELIMINARY INQUIRY (PI)

(9) COXMAND POINT 0? CONTACT AND PHONE NUMBER:

(10) UIC Or CU8TODIAL C03RiAND:

b. ASSESSMENT Or LIKELIHOOD OV LOSS OR COMPROMISE: (Provide
supporting information in either instance. Indicate if a
security review of the information was conducted, and state
recommendations, if any, of actions needed to be taken to
minimize the effects of damage).

HOTIPICATION 0? LOCAL liCIS OPPICE: (Identify the NCIS
offi~~ and SA notified. Indicate if the NCIS accepted or
declined the investigation).

d. CIRCUMSTANCES SUAAOUNDIETO TEE INCIDENT: (Provide
explanation Of contributing fectors and include any interviews
with witnesses).

e. INDIVIDUAL(S) RESPONSIBLE: (If any) .

f. PUNITIVE DISCIPLINARY ACTION(S) TAREN: (If any).

DET~NATIOM Or SECURITY WEAKNESS OR
& ILITY(IE8): (State any command weakness (es) or
vulnerability(ies) that may have contributed to the incident).

3. CONCLUSION: (Choose one of following statements) :

a. A loss or compromise of claeeified information did not
occur, but incident meets the criteria of a security discrepancy;

b. A lees or compromise of classified information did not
occur, however, a security weakness or vulnerability(ies) is
revealed due to the failure of a person(s) to comply with
established security regulations;

c. A loss or compromise of classified information may have
occurred but the probability of compromise is remote and the
threat to the national security minimal;

d. A loss or compromise of classified information may have
occurred due to a significant command security weakness or
vulnerability(ies); or
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Subj : PRELIMINARY INQUIRY (PI)

e. A loss or compromise of classified information occurred,
and the probability of damage to the national security cannot be
discounted until after completion of a JAGMAN or NCIS
investigation;

4. CORRSCTIVB 3U?ASOAES TAXEM AS A ASSOLT Or TES INCIDKHT:
(If any) .

5. PUETEER ACTION: (Indicate either that “No further action is
reguiredn or ‘A JAGMAN investigation has been initiated) .

copy to:
CNO (N09N2)
NCIS
ORIGINATOR
OCA(S)
(All othere required)
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BXRIBIT 12B

SAKPLB PI MBSSAQB VORMAT

ROUTINE
R (DTG)
FN CG SECOND 14AW//G-2ff
TO COWMAR.FORLANT/G-2//
INFO C34CWASHINGTON DCffCIC//

CNO WASHINGTON DCJJN09N211
NAVCRIMINVSERVRA CNERRY PT NC

UNCLASS ffN05500JJ
SUBJ/PRELIMINARY INQUIRY (PI)
REF/A/INST/SECNAVINST 5510.36//
RNKs/1 . IAW REP A, TNE FOL143WING PI IS SUBMI’ITEO:
A. 13?CIDBNT: (STATE SPECIFICS OF TNE INCIDENT, E.G., ON (DATE)
A PI WAS CONDUCTED INTO TNE POSSIBLE MSS OR COMPROMISE OF
CLASSIFIED INFOANATION AT (COHMAND). A (TS, S, OR C) DOCUMENT (s)
WAS DE1’ER141NED‘RYBE MISSING DURING A CONMAND INSPECTION BY SGT.
SMITN AT 1400....).
B. STATEMENT OP PACTS: (IDENTIFICATION OF INFORMATION OR
EQUIPMENT LOST OR COMPROMISED).
1. CLASSIFICATION: (INCLUDE WARNING NOTICES/INTELLIGENCE CONTROL
XARKINGS) .
2. IDKNTIPICATIOM/SBRIAL MO(8):
3. DATB :
4. ORIGINATOR:
5. OcA(s) :
6. SUBJBCT OR TITLB:
7. ~~Q=INQ/DEC~SIPI=TION INSTRUCTION:
s. NUMBER Or PAGES OR ITBHS OY EQUIPUENT INVOLVED:
9. COMNAND Poc AND PHONE NONBER:
10. UIC OP CUSTODIAL CQNNAND:
c. ASSESSMENT Or LIKELIHOOD OP LOSS OR CONPROMISB: (PROVIDE
SUPPORTING INFORMATION IN EITNER INSTANCE. INDICATE IF A
SECURITY REVIEW OF TNE INFORMATION WAS CONDUCTED, AND STATE
RECOMMENDATIONS, IF ANY, OF ACTIONS NEEDEO TO BE TAKEN TO
MINIMIZE TNE EFFECTS OF DAMAGE).
D. NmIpICATIOM TO T3iB IAXAJJ NCIS OPPICB: (PROVIDE TNE IDENTITY
OF TNE NCIS OFFICE AND SA NOTIFIEO. INOICATE IF NCIS ACCEPTED OR
DECLINED TNE INVESTIGATION).
B. CIRCU31BTANCBS SURROUNDIN~ TBB INCIDENT: (PROVIDE EXPLANATION
OF CONTRIBUTING FACTORS AND INCLUDE ANY INTERVIEWS WITN
WITNESSES).
P. INDIVIDUAL(S) ABSPONSIBLB: (IF ANY).
Q. PUN2TIVB DISCIPLINARY ACTION(S) TAKEN: (IF ANY).
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SW: PRELIMINARY INQUIRY (PI)

x. DETSRMXNATION OF SECURITY UEAKNBSS(ES) OR
(STATE, IF ANY, COMMAND W=ESS (ES) TNAT NAY
TNIS INCIDENT).

WLNNAABILITY(IEB) :
NAVE CONTRIBUTED TO

I. COX?CLUSIOH: (CNOOSE ONE OF TNE POLLOWING STATEMENTS: (1)
A IDSS OR COMPROMISE OF CLASSIFIED INFORMATION DID NOT OCCUR, BUT
INCIDENT ME=S TNE CRIT~A OF A SECURITY DISCREPANCY; (2) A LOSS
OF COWPROMISE OF CXJLSSIFIED INFORMATION DID NOT OCCUR, HOWEVER, A
SECURITY WEAKNESS OR VULNERABILITY(IES) IS REVEAMD DUE TO
TNE FAILURE OF A PERSON(S) TO COMPLY WITH ESTABLISHED SECURITY
REGULATIONS ; (3) A ~SS OR COWPROMISE OF CLASSIFIED INFORMATION
MAY NAVE OCCURRED BUT TNE PROBABILITY OF COWPROMISE IS REt40TE AND
TNE TNREAT TO TRE NATIONAL SECURITY MINIMAL; (4) A LOSS OR
COMPROMISE MAY NAVE OCCURREO DUE TO A SIGNIFICANT COMMAWD
SECURITY WEAKNESS OR VULNEILABILITY(IES); OR [5) A IOSS OR
COMPROMISE OF CLASSIFIED INFORMATION OCCURRED, ANO TNE
PROBABILITY OF DAMAGE TO TNE NATIONAL SECURITY CANNOT BE
DISCOUNTED UNTIL APTER COMPLETION OF A JAGMAN OR NCIS
INVESTIGATION .
J. CORAECTIVB NEASDRES TAKEN AS A RESULT OF TEE INCIDENT:
(IF Awyj :
K. FURTBER ACTION: (INDICATE EITNER TNE “NO PURTNER ACTION IS
REQUIRED” OR “A JAGMAN INVESTIGATION HAS BEEN INITIATED”).

I
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EXBIBIT 12C

BAMPLB JASMAN APPOINTMENT LETTER

5830
Ser
(Date)

prom: Commanding Officer, Headguartere Battalion, Marine Corps
Baee, camp Pendleton, CA

TO: CAPT Jamee E. Smith, USMC

Subj : INVESTIGATION OF TNE LOSS OR COMPROMISE OF CLASSIFIED
INFORMATION TNAT OCCURRSO AT (COMMAND) ON (DATE)

Ref: (a) JAG Manual

1. Under Chapter II, part A, of reference (a), you are appointed
to investigate, ae coon as practical into circumetancee
surrounding the loee or compromise of claaeified information that
occurred at (command) on (date).

2. You are to investigate all the facte, circumetancee, and the
cause of the lose or compromise and provide identification of all
compromised information and any potential impact on the national
eecurity. You ehould recommend appropriate administrative or
disciplinary action(e). Particular attention ehould be given to
reference (a).

3. Report your findings of fact, opinions, and recommendations
by (date), unlese an exteneion of time ie granted.

4. By copy of this appointing order, Commanding Officer,
Headquarters Company, is directed to furnieh neceseary reporters
and clerical aesietance for recording the proceedings and
preparing the record.

//s//

copy to:
(if any)
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E~IBIT 12D

SAKPLB JAGMAN INVBSTIQATIOM FORMAT

5830
Ser
(Date)

From: (Name, title, grade/rank, command of investigating
official)

To: (Addressee)

Subj: JAGMAN INVESTIGATION FORMAT

Ref: (a) SECNAVINST 5510.36
(b) (JAGMA.Nappointment ltr)
(C) (JAGINST 5800.7C of 3 Ott 1990)
(d) (Any othere)

mcl: (1) (If any)

1. TYPB Or INCIDENT: (Loss or compromise) .

2. IDENTIFICATION OF LOST OR COMPROMISED INPORUATIOM OR
EQUIPKENT :

a. CLABBIFICATIOH: (Include warning notices/intelligence
control markings).

b. IDENTI171CATION/SERIAL NO(S):

c. DATE :

d. ORXaINATOR:

e. OcA(s) :

f. 80BJECT OR TITLE:

g. DOWNGRADING/DECLABBIVICATIOH INSTRUCTION:

h. NUMBER Or PAGES OR ITEMS Or EQUIPMENT INVOLVED:

i. COHHAN’D POINT Or CONTACT AND PHONE NOMBER:

j. UIC OF CUSTODIAL COMMAND:
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Subj : JAG14AN INVESTIGATION FORMAT

3. MOTIFICATIOH OP OCA AMD LOCAL XC18 OrFICE: (Affirm that the
OCA, local NCIS office and cognizant command were notified in a
timely manner, and that the NCIS took immediate action upon
notification (i.e., action initiated, declined jurisdiction)).

4. INTKRVIBWS : (Interview all involved parties. coordinate
with the NCIS or the JAG agente to avoid interviewing a criminal
suepect or ‘designated party.n Include the following
information):

NAMB/-B OR RANK/BILLBT TITLE: (Do not use SSNS UnleSS
abso;~tely neceseary for posit~ve identification).

b. TESl!X?10NY(XE13):

5. WBBw: (Period of time during which the information was
lost or compromise).

6. WHBAB: (Location) (If controlled space, identify all those
who had access to the epace, and identify all geographic ports of
call, airfields or ocean areas involved, if warranted). MOT% :
WHEW CLABBIFXBD IWORMATI03i OR EQUIPMENT IS LOST IN ?OREIGN
COUWTBIES AND CANNOT BE llECOVEAED, TBE LOCATION (this pSragrapB
and the entire JAGMAN investigation) SHALL BE CLABS12WED AT TBE
SAME L- AS TEE LOST IWPOR14ATI031OR EQUXPNBNT.

7. How : (The loss or compromise occurred, and how this
determination was derived).

8. INDIVIDUAL RESPOI?SIBLE: (If culpability is indicated) .

a. NAME: (In full).
b. DPOB : (City and state).

9. SECURITY RBVIBW: (State if information or equipment is
classified properly, and on what authority you baee your
findings. Provide any supporting data for your conclusions(s).
00 MOT CONPUSE TEIS WITH A ““FORMALCLAB81E’ICATION REVIEW’ TWAT
REQUIABS FOAMAL TASKIt?Q BY TEE CNO (N09t12)AND REQUIRED FOR ALL
NATIONAL SECURITY CASES INVOLVING A COORT-IUUITIAL OR FEDBIUL
CR13fI~ TRIU).

10. PXNDX3iQS O? PACTS: (Chronology of the circumstance
surrounding the incident. Facte ehould be substantiated by
witness statements or precise identification of paragraphs in
other enclosures of the investigation).
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Subj : JAGMAN INVESTIGATION FORMAT

MOTE : 1P XN’POSHATIOliWAS DIaCL08ZD VSRSALLY, OR 1P THB
CLASSXFICATIOM WAS IN QUESTION, REPBRENCE TEE
CLMSIPICATION SOURCE OR SCO(S), OR AN OPINION
(LOCAL SUBJECT XATTER EXPEAT) TO SUPPORT YOUA PXMDXBGS.

11. SOMMAAY OP BVENTS TEAT LED TO COMPR031XSE: (Based on your
facts of findings, and interviews with individual involved).

12. PROAASILXTY 0? COKPROXXSB: (Baeed on your investigation,
atate your opinion ae to the probability of compromise (e.g., the
likelihood that a loss or temporarily loss (uncontrolled
information), or an unauthorized diacloeure actually resulted in
compromise) . If you disagree with the PI findings say eo. If
you are certain that neither a loss or compromise occurred, and
that no serious eecurity weakness, vulnerability(ies) or
punitive disciplinary action(s) are warranted, you may, with tbe
convening commend’s approval, provide written notification to all
PI addressees and end your investigation.

13. RECOXMENDATXON OF CORABCTIVE ACTION(S): (State any
corrective actions necessary to prevent recurrence) .

14. RBCOXMBNDATIOM OP PROPOSED DISCIPLINARY ACTION(S): (If
required by appointing letter, recommend any proposed
disciplinary action(s)).

copy to:
CNO (N09N2)
ORIGINATOR
OCA(S)
NCIS
(All othere required)
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SECURITY DISCREPANCY
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APPENDIX A

DSPIM2TIONS AND ASBABV2ATIONS

Imoess - The ability and opportunity to obtain knowledge or
possession of classified information.

Agenog - AAy Nmecutive agency, n as defined in 5 U.S.C., 105; any
‘Military Departmenta ae defined in 5 U.S.C. 102; and any other
entity within the Executive Branch that comes into the possession
of claeeified information. The DON is an agency but each DON
command ie not; rather, a command is part of an agency, the DON.
Within the DoD, the Department of the Army, Navy, and Air Force
are agenciee.

Assist Visit - The informal assessment of the security posture of
a command to be used ae a eelf-help tool. ,

Aaeooiated Bfarkinga - The claeeification authority, office of
origin, warning notices, intelligence and other special control
markings, and declassification/downgrading instructions of a
classified document.

Automatio Deolaasifioation - The declaeeification of information
based upon the occurrence of a epecific date or event as
determined by the OCA or the expiration of a maximum time for
duration of classification established under E.O. 12958.

Automated Information Syatam (AIS) - An aeeambly of computer
hardware, eoftware, or firmware configured to collect, create,
compute, communicate, dieeeminate, procese, store, or control
data or information.

carve-out - A classified contract issued in connection with an
approved SAP in which the DSS hae been relieved of inspection
responsibility in whole or in part under the NISP.

Claasifioation - The determination by an authorized official that
official information requires, in the interests of national
security, a epecific degree of protection against unauthorized
disclosure.

Classification Authority - The authority by which information is
classified (eee OCA).

Claeeifioation Guide - See Security Classification Guide.
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Classification Menagemant - The management of the life cycle of
classified information from its inception to ite eventual
declassification or deStNCtiOn.

claaaified Contraot - Any contract that reguires or will require
accese to classified information by a contractor or its employees
in the performance of the contract.

Classified HatiOASl 8eOUrity Information (or *°Claeaified
Information”) - Information that has been determined to reguire
protection against unauthorized disclosure in the interest of
national security and is classified for such purpose by
appropriate classifying authority per the provisions of E.O.
12958 or any predecessor Order.

Classified Material - Amy matter, document, prcduct or substance
on or in which classified information is recorded or embodied.

Classifier - AIIapproved official who makes a classification
determination and applies security classification to information.
A classifier may be an approved OCA, designated in exhibit 4A, or
a derivative classifier who assigns a security classification
based on a properly classified eource or classification guide.

Cleared Contractor - Wy industrial, educational, commercial, or
other entity, grantee, or liceneee, including an individual, that
has executed an agreement with the Federal Government and granted
an FCL by the CSA for the purpose of performing on a classified
contract, license, IR6D program, or other arrangement that
reguires access to classified information.

cleared DoD Contractor Employae - As a general rule, this term
encompasses all contractor employees granted a personnel security
clearance under the”NISP. ‘Therequirement prescribed for a
cleared contractor employee should be interpreted to include, as
appropriate, company officers, consultants, employees issued an
LAA, and employeee possessing contractor-granted Confidential
clearances.

Code Word - A single classified word aasigned a classified
meaning by an appropriate authority to ensure proper security
concerning intentions and to safeguard information pertaining to
actual, real-world military plans or operations classified
Confidential or higher.
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CogIIiS-t Seourity Agenoy - Agencies of the Bxecutive Branch that
have been authorized by E.O. 12829 to establish an industrial
security program for the purpose of safeguarding claeeif’ied
information under the jurisdiction of thoee agenciee when
diecloeed or released to U.S. industry.

Cognisant Seourity Offloo (CSO) - See operating Location
(OPL43C).

Collateral Information - Information identified as NSI under the
provisions of E.O. 12958 but which is not subject to enhanced
security protection required for SAP or other compartmented
information.

Command - For the purpose of this regulation, any organizational
entity under one official authorized to exercise direction and
control. The term includes, base, station, unit, laboratory,
installation, facility, activity, detachment, squadron, and ship.

commanding Offioer - For the purpose of thie regulation, the head
of any 00N organizational entity. The term includes commander,
commanding general, director, and officer in charge, and any
other title assigned to an official, military or civilian, who,
through command status, poeition or administrative jurisdiction,
hae the authority to render a decision with regard to a specific
guestion under consideration.

Communioatione Seourity (COXSEC) - The protective measures taken
to deny unauthorized persons information derived from
telecommunication of the U.S. Government related to national
security and to ensure the authenticity of such communications.
COMSEC includee: (1) Cryptosecurity, which resulte from
providing technically sound cryptosystems and their proper use;
(2) Physical security, which results from physical measures taken
to safeguard COMSEC material; (3) Transmission security, which
results from measures designed to protect transmissions from
interception and exploitation by meane other than cryptanalysie;
and (4) Emission security, which results from measurea taken to
deny unauthorized persons information of value which might be
derived from the interception and analysie of compromising
emanations from cryptoequipment and telecommunication system.

Compromise - - unauthorized disclosure of classified information
to one or more persone who do not possese a current valid
security clearance.
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confidential Bouroe - Any individual or organization that has
provided, or may provide, information to the U.S. on mettera
pertaining to the national security with the expectation that the
information or relationship, or both, are to be held in
confidence.

consignee - A person, firm, or government named as the receiver
of a shipment; one to whom a shipment is consigned.

Consignor - A person, firm or government activity by whom
articles are chipped. The consignor is usually the shipper.

Constant Surveillance Serviae (CSS) - A transportation protective
service provided by a commercial carrier qualified by the MTMC to
transport Confidential shipments.

ContLnent.al United Btates (CONUS) - United States territory,
including adjacent territorial watere, located within the North
America continent between Canada and Mexico.

Contracting Command - A 00N command with procurement authority to
award contracte to industry.

Contracting Offioer - A Government Official, who, per the
departmental or agency procedures, currently is designated as a
contracting officer with the authority to enter into and
administer contracts, make determinations and findings with
respect thereto, or any part of such authority. The teim also
includes the designated representatives of the contracting
officer, acting within the limits of their authority.

Contracting Officwar’a Reproeentativm (COll)- A security
specialist at a 00N contracting command who hae been appointed a
COR and delegated authority on behalf of the command for the
security administration of classified contracta. The COR serves
as the responsible official for any problems or questions related
to security requirements and/or classification guidance for
classified contracts (formerly known as Contracting officers
Security Repreeentative).

Controlled Cryptographic It= - A eecure telecommunications or
information handling equipment ancillary device, or associated
cryptographic component, that is unclassified but controlled.
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Controlled Unalaaeified Information - Official info~ation not
classified or protected under E.O. 12958 or its predecessor
orders that reguiree the application of controle and protective
measures for a variety of reasons.

Counterintelligence (CI) - Intelligence activity, with its
resultant product, intended to detect, counteract, and/or prevent
espionage and other clandestine activities, sabotage,
international terrorist activities, or assassinations.

critioal nolear weapons Deai9rI Information (-I) - TOP secret
or Secret RO revealing the theory of operation or design of the
components of a thermonuclear or implosion type fission bomb,
warhead, demolition munitione, or test device. Specifically
excluded is information concerning arming, fusing, and firing
eystems; limited life components; and total contained quantities
of fieeionable, and high exploeive material by type. Among theee
excluded items are the component which personnel set, matntain,
operate, test, or replace.

Critioal Teobnology - Technology that consists of: (1) Arrays of
design and manufacturing know-how (including technical data); (2)
keystone manufacturing, inspection, and teet equipment; (3)
keystone materials; and (4) goods accompanied by sophisticated
operation, application, or maintenance know-how thst would make a
significant contribution to the military potential of any country
or combination of countries and that may prove detrimental to the
eecurity of the U.S. (also referred to as militarily critical
technology).

cryptanalysia - The analysis of encrypted messages; the steps or
processes involved in converting encrypted messages into plain
text without initial knowledge of the system of key employed in
the encryption.

Cryptography - The branch of cryptology that treats the
principles, meane, and methods of designing and ueing
Cryptosystems .

c~tology - The branch of knowledge that treats the principle
of cryptography and cryptanalysts; and the activities involved in
SIGINT and maintaining COHSEC.

custodial Responsibility - The command which has classified
information, or is charged with responsibility for its
safeguarding, at the time of its loss or compromise.
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custodian or custodial command - The individual or command who
hae possession of, or is otherwise charged with the
responsibility for safeguarding classified information.

Damage to the National Eaourity - Harm to the national defense or
foreign relations of the U.S. resulting from the unauthorized
disclosure of classified information.

Dsolassifiaation - The determination by an authorized official
that classified information no longer requires, in the interest
of national eecurity, any degrae of protection against
unauthorized disclosure.

Deolaseifiaatian Authority - The official who authorizes original
classification, if that official is still serving in the same
paeition; the originator’e current euccessor in function; a
supervisory official of either; or officials delegated
declassification authority, in writing, by the agency head or the
senior agency official.

Deliberate Compromise - Any intentional act of conveying
classified information to any person not officially authorized to
receive it.

Derivative Claasifiaation - The incorporating, paraphrasing,
restating, or generating, in new form, information that is
already classified and ensuring that it continuee to be
classified by marking or similar means when included in newly
created material.

Diealaeure - Conveying classified information to another person.

Doaument - Any phyeical medium euch ae any publication (bound or
unbound printed material such as reports, studiee, manuale),
correspondence (such as military and business letters and
memoranda) , electronic media, audio-visual material (slides,
transparencies, films), or other printed or written products
(euch ae charte, maps) on which information is recorded or
stored.

DoD Componant - The Office of the Secretary of Defense, the
Military Departments, the Chairman of the Joint Chiefe of Staff,
the Combatant Commands, and the Defense agencies.
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Downgrading - The determination by an approved authority that
information classified at a specific level requires a lower
degrae of protection, therefore, reducing the classification to a
lower level.

Event - An occurrence or happening that is reasonably certain to
occur and that can be set as the signal for automatic
declassification or downgra~inq of information.

Rxoeption - A written, CNO (N09N2)-approved long-term (36 months
or longer) or permanent deviation from a specific safeguarding
requirement of this regulation. Exceptions reguire compensatory
security measures.

Faoility Seaurity Clearance (ECL) - An adminietrative
determination that, from a security viewpoint, a facility is
eligible for access to classified information of a certain
category (and all lower categories) .

?ile series - Documentary material, regardless of its physical
form or characteristics, that is arranged in accordance with a
filing system or maintained as a unit because it pertains to the
same function or activity.

Foreign Government - FUIynational governing body organized and
existing under the laws of any country other than the U.S. and
ite possession and trust territories and any agent or ‘
instrumentality of that government.

Yoreign Qovsrnment Information (FGI) - Information provided to
the U.S. Government by a foreign government or governments, an
international organization of governments, or any element
thereof, with the expectation, expressed or implied, that the
information, the eource of the information, or both, are to be
held in confidence; information produced by the U.S. under or as
a result of a joint arrangement with a foreign government or
governments, or an international organization of governments, or
any element thereof, reguiring that the information, the
arrangement, or both, are to be held in confidence; or
information received and treated as FGI under the terms of a
predecessor order to E.O. 12958.

?oreign Intelligence - The product from collection, evaluation,
analysis, integration, and interpretation of intelligence
information about a foreign power and which is significant to the
national eecurity, foreign relations, or economic interests of
the U.S. and which is provided by a Government agency that is
assigned an intelligence mission.
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Foreign tlational - Any pereon not a U.S. citizen, U.S. national,
or immigrant alien. American citizene representing foreign
governments, foreign private interests, or other foreign
nationale are considered to be foreign nationals for purposee of
this regulation, when acting in that capacity.

Yoreign Reoipient - A foreign government or international
organization, to whom the U.S. is providing classified
information.

Yormarly Reatriotod Data (mm) - Information removed from the ODE
RO category upon a joint determination by the DOE (or antecedent
agencies) and the DoD that such information relatee primarily to
the military utilization of atomic weapone and that such
information can be safeguarded adequately as classified defense
information. For purposes of foreign dieeemination, thie
information is treated in the came manner as RD.

f20vernment-to-C30vernment- Transfers by Government officiale
through official channele or through other channele specified by
the governments involved.

Industrial Seourity - That portion of information eecurity which
ie concerned with the protection of classified information
entrueted to U.S. industry.

Information - my official knowledge that can be communicated or
documentary material, regardless of ita physical form or
characteristics, that ie owned by, produced by or for, or ie
under the control of the U.S. Government. ‘Controlw means the
authority of the agency that originates information, or its
successor in function, to regulate access to the information.

Information SOOIUity - The eystem of policies, procedures, and
requirements eetabliehed under the authority of E.O. 12958 to
protect information that, if eubjected to unauthorized
disclosure, could reasonably be expected to cauee damage to the
national security.

Information eyatame 8eourity (IIJFOSEC)- The protection of
information eyeteme against unauthorized access to or the
modification of information, whether in etorage, processing, or
transit, and against the denial of service to authorized users,
including those measures necessary to detect, document, and
counter euch threats.
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Information Systems Seourity Manager (ISSM) - A person
responsible for developing, maintaining, and directing the
implementation of the INFOSEC program within the command. The
ISS14adviees the commanding officer on all INFOSEC matters,
including identifying the need for additional INFOSEC etaff.
Serves as the commandts point of contact for all INFOSEC matters
and implements the command~e INFOSEC program (Previously the ADP
systems security officer (ADPSSO)).

Information Syetams Seou.rityOfficer (1SS0) - A person(s)
responsible for implementing and maintaining the command’e
information system and network security reguiraments.

Infraction - Any knowing, willful, or negligent action contrary
to the reguiremente of E.O. 12958 or ite implementing directive
that does not comprise a ‘violation.n

Inspection - An official examination of the security posture of a
command to determine compliance with ISP policy.

Intelligence - The product resulting from the collection,
evaluation, analysis, integration, and interpretation of all
available information that concerne one or more aepects of
foreign nations or of areas of foreign operations, and that is
immediately or potentially significant to military planning and
operations.

Intelligence Aotivity - AIIactivity that an agency within the
intelligence community Is authorized to conduct under E.O. 12333.

Intelligence Community - U.S. organizations and activities
identified by E.O. 12333 as making up the Community. The
following organizations currently comprise the Intelligence
community: CIA; NSA; DIA; special officee within the DoD for the
collection of specialized foreign intelligence through
reconnaissance programs; the Bureau of Intelligence and Research
of the DOS; the intelligence elements of the military servicee,
FBI, DEA, Departments of Treasury and Energy and the DEA; and
staff elements of the Office of the DCI.

Interim Top Secret Pacility Clearance - Clearance granted by DSS/
OCC following authorization by a U.S. Government activity to
avoid crucial delaye in precontract or contract negotiation, the
award of a contract, or performance on a contract.

Inventory - The procese of accounting for classified information.
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Intaragonoy Seourity Claneifioation Appaala Renal (18CAB) - A
panel that will (1) decide on appeale by persone who have filed
classification challenge; (2) approve, deny, or amend agency
exemption for automatic declaeeification; and (3) decide on
aPPeals by persons or entitiee who have filed requeste for
mandatory declaeeification review.

Judge Advooate General (JAG) Manual Investigation - A proceeding
conducted per chapter II of the Manual of the Judge Advocate
General. It is usually ordered by the command having custodial
responsibility for the classified information which has been
compromised or subjected to compromise.

Xandatory Deolasaifioation Review - Review for declassification
of claeeified information in responee to a regueet for
declassification that meets the requirements under Section 3.6 of
E.O. 12958.

Marking - The physical act of indicating on classified material
the aeeigned claeeification, changee in claeeification,
downgrading and declassification instructions, and any
limitations on the use of the classified information.

Multiple 8ouroea - Two or more eource documente, classification
guides, or a combination of both.

Hational Industrial Beourity Prograw (NISP) - National program to
eafeguard Federal Government classified information that is
releaeed to contractors, licenseee, and granteee of the U.S.
Government and serves as a single, integrated, cohesive
industrial security program to protect classified information and
preserve U.S. economic and technological interests.

National Seaurity - The national defense or foreign relations of
the U.S.

National Seaurity Information (tlSI)- Any official information
that has been determined under E.O. 12958 or any predeceeeor
order to reguire protection against unauthorized disclosure and
is so designated. The designations Top Secret, Secret, and
Confidential are ueed to identify such information and are
usually referred to as ‘classified information.”
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ElavalNuolear PropuXaion Information (SNPI) - All information,
classified or unclassified, concerning the deeign, arrangement,
development, manufacture, testing, operation, administration,
training, maintenance, and repair of the propulsion plants of
naval nuclear powered chips and naval nuclear pover plant
prototypes, including the associated nuclear support facilities.

tleed-to-knov - A determination made by an authorized holder of
classified information that a prospective recipient requires
access to specific classified information in order to perform or
assist in a Iavful and authorized U.S. Governmental function.

Network - A syetem of two or more computers thet can exchange
data or information.

Miokname - A combination of two separate unclassified worde that
is assigned an unclassified meaning and is employed only for
unclassified administrative, morale, or public information
purposes.

Offioial Information - Information vhich is owned by, produced
for or by, or ia subject to the control of the U.S. Government.

operating Loaation (OPLOC) - A DSS office that providee
administrative assistance and policy guidance to local 0SS field
elements charged vith security oversight of cleared DoD
contractor perfonuing on classified contracts.

original Classification - lininitial determination that
information requires, in the interest of national security,
protection against unauthorized disclosure.

Original Classification Authority (OCA) - An official authorized
in writing, either by the President, an agency head, or other
official designated by the President “to classify information
originally or ‘to make an original classification decision.n

Permanent %istorhal Value - Those records that have besn
identified in an agency’s records echedule as being permanently-
valuable.

Possessioa8 - us. possessions are the U.S. Virgin Islands, Gu~,
American Samoa, Svain’s Island, Hovland Island, Baker Island,
Jarvis Island, Midway Islands (this consists of Sand Island and
Eaetern Island), Kingman Reef, Johnston Atoll, Navassa Island,
Svan Island, Wake Island, and Palmyra Island.
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Preliminary Inguiry (PI) - The ‘initial” process to determine the
facts surrounding a possible loss or compromise. A narrative of
the PI findings are reguired when there is a loss or compromise
of classified information.

Program Manager - Senior level official responsible for managing
all aspects of development, production, and delivery related to
an acguisltion program. Develops program strategies and
identifies industry roles and reguiraments in support of their
programe.

Progran Reviev - Formal assessment of the eecurity posture of a
command to be used in improving the management of the ISP.

Protective t3aourity Servioe (PSS) - A transportation protective
service provided by a claared commercial carrier gualified by the
MT14Cto transport Secret material.

Qualified Contractor - A private individual or enterprise located
in the U.S. or Canada whose eligibility to obtain unclassified
ewort controlled technical data hae been established following
certification of an Export-Controlled DoD and Canada Technical
Data Agreement, DD 2345.

Reaord - All books, papere, maps, photographs, machine readable
materials, or other documentary materials, regardless of physical
form or characteristics, made or received by any command of the
U.S. Government under Federal law or in connection with the
transaction of public businese and prESeN8d or appropriate for
preservation by that command or its legitimate successor ae
evidence of the organization, functions, policies, decieions,
procedures, operation, or other activities of the U.S.
Government or becauee of the information value of data in them.

Regrade - TO raise or lower the classification assigned to an
item of information.

Report of Investigation (ROI) - official report of investigation
conducted by agents of the NCIS.

Ilestrioted Data (RD) - All data concerning: (1) Design,
manufacture, or utilization of atomic weapons; (2) The production
of special nuclear material; or (3) The use of special nuclear
material in the production of energy, but ehall not include data
declassified or removed from the RD category under Section 142 of
the AEA, as amended.
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Risk Management - The process of selecting and implementing
eecurity countermeasures to achieve an acceptable level of risk
at an acceptable cost.

Bafaguarding - Ueaeuree and controle prescribed to protect
classified information.

Seourity Clasaifioetion Guida (SCQ) - The primary reference
source for derivative classifiers to identify the level and
duration of classification for epecific informational elements.
00N OCAS are reguired to prepare an SCG for each eyetem, plan,
program or project under their cognizance which createe
classified information.

Setnuity-In-Depth - A determination by the commanding officer
that a command’s security program consists of layered and
complementary security controls efficient to deter and detect
unauthorized entry and movement within the command. Examplee
include perimeter fences, employee and visitor access controls,
use of IDSe, random guard patrole during non-working houre,
closed circuit video monitoring, and other safeguards that reduce
the vulnerability of unalarmed etorage areae and security etorage
cabinete.

8alf-Xnspeotion - The internal review and evaluation of a command
or the 00N ae a whole with respect to the implementation of the
program established under E.O. 12958 and its implementing
directives.

Senior Agenoy Offioial (SAO) - The official designated by the
agency head under section 5.6(c) of E.O. 12958 to direct and
administer the agency’s program under which information is
classified, safeguarded, and declassified.

Seneitiva But Unclassified (SBU) - Information that is originated
within the DOS and warrants a degree of protection and
administrative control and meete the criteria for exemption from
mandatory public disclosure under the FOIA. (Previously “Limited
Official Usen (LOU) in the DOS).
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Sensitive Information (Computer Seaurity Aot of 1987) - Certain
information in Federal Government AISS defined as “Any
information the loss, misuse, or unauthorized access to or
modification of which could advereely affect the national
interest or the conduct of Federal programs, or the privacy to
which individuals are entitled under Section 552a of Title 5
U.S.C. (Privacy Act), but which has not been specifically
authorized under criteria establlehed by an E.O. or an Act of
Congress to be kept eecret in the intereet of national defense or
foreign policy.”

Sensitive Compartmented Information (SCI) - Classified
information concerning or derived from intelligence eourcee or
methods, or analytical processes, that is reguired to be handled
within formal accese control systems eetabliahed by the DCI.

Short Title - A brief, identifying combination of words, letters,
or numbers applied to epecific items of classified information.

Signals Intelligence (SIGINT) - Intelligence information
comprising either individually or in combination all
communication intelligence, electronics intelligence, and
foreign instrumentation signals intelligence, however
transmitted.

single Integrated Operational Plan (SIOP) - A general war plan of
the Joint Chiefs of Staff distributed by the Joint Staff Director
of Strategic Target Planning.

Bingla Integrated Operational Plan-Rrtramely Sensitive
Information (SIOP-ZSI) - Detailed Top Secret SIOP information
that is extremely sensitive in nature.

Bource Dooument - AIIexisting document that contains classified
information that is incorporated, paraphrased, restated, or
generated in new form into a new document.

Bpeoial Aoceas Program (SAP) - Any DoD program or activity (as
authorized in E.O. ,12958) employing enhanced security measures
(e.g., safeguarding or pereonnel adjudication requirement)
exceeding those normally required for classified information at
the same classification level which is established, approved, and
managed as a DoD SAP.
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Syatamatia Dealassifiaation Reviav - The review for
declassification of classified information contained in records
that have been determined by the Archivist of the U.S. to have
permanent historical value per Chapter 33 of Title 44, U.S.C.

Teabnioal Data - Recorded information related to experimental or
engineering works that can be ueed to define an engineering or
manufacturing procees or to design, procure, produce, support,
maintain, operate, repair, or overhaul material. The data may be
graphic or pictorial delineation in media euch as drawings or
photograph, text in specifications or related performance or
deeign type documente, or computer printoute. Examples of
technical data include research and engineering data or
drawings, associated lists, specifications, standards, process
sheete, manuals, technical reporte, catalog-item identifications,
and related information and computer software documentation.

Teohnioal doo~ents - Documents containing technical data or
information.

Technioal Information - Information, including scientific
information, which relates to research, development, engineering,
test, evaluation, production, operation, use, and maintenance of
munitions and other military eupplies and eguipment.

Teleoommunioations - The preparation, transmission, or
communication of information by electronic means.

Trenemisaion - AIIymovement of classified information from one
place to another.

Transportation - A means of traneport; conveyance of classified
eguipment or bulky ehipments.

unauthorised Diaoloaure - A communication or physical transfer of
classified information to an unauthorized recipient.

Unolaeeified Controlled Nuolear Information (UCNI) - DoD or DOE
unclassified information on security measures (including security
plans, procedures, and eguipment) for the physical protection of
DoD Special Nuclear Material, equipment or facilities.

U.B. and ite Territorial Areae - The 50 etates, the District Of
Columbia, the Commonwealth of PR, and those possessions lieted in
the definition above.
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u.s. Citisens (inoluding U.S. Nationals) - A pereon born in one
of the 50 States, ite territories, posseeeione, Administrative
and Commonwealth Areae, the DC, PR, Guam, American Samoa,
Northern Mariana Islande, U.S. Virgin Ielands; or Panama Canal
Zone (if the father or mother (or both) wae or ie, a citizen of
the U.S.). Naturalized U.S. citizen, or person born abroad of
U.S. parent(s) and registered with an appropriate authority (U.S.
Coneul, DDS). For the purpose of the iseuance of pereonnel
eecurity clearances, citizene of the Federated States of
Xicroneeia and the Republic of the Marehall Islande are
considered U.S. citizens.

Upgrade - To raise the classification of an item of information
from one level to a higher one.

Visitor Group - Cleared DoD contractor employees assigned to a
DON command, normally in support of a classified contract or
program, who occupy or share Government spacee for a
predetermined period.

Waiver - A written temporary relief, normally for a period of 1
year, from epecific requirement impoeed by thie regulation,
pending completion of actions which will reeult in conformance
with the requirements. Interim compensatory security measuree
are reguired.
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ACS - Access Control System

AIS - Automated Information System

AEA- Atonic Energy Act

AEcs - Access Entry Control Systems

c- confidential

CI - Counterintelligence

CIA - Central Intelligence Agency

CNINFO - Chief of Information

Cnc - Commandant of the Marine Corps

cm - Communication Security Material System

CNo - Chief of Naval Operations

CNR- Chief of Naval Reeearch

mI - Critical Nuclear Weapone Design Information

co- Commanding Officer

CCU4NAVSECGRU - Commander, Naval Security GrouP

COMSEC - Communication Security

COR - Contracting Officer’s Representative (formerly Contracting
Officer’e Security Representative)

CSA - Cognizant Security Agency

CSP - Cryptwraphic Security Publication

Css - Constant Surveillance Service

CUSR - Central U.S. Regietry (NATO)

CVA - Central Verification Activity
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DASD(S&IO) - Deputy Assietant Secretary of Defense, Security end
Information Operations

DCI - Director, Central Intelligence

DCID - Director, Central Intelligence Directive

DCMS - Director, Communications Security Material System

DCS - Defense Courier Service

DEA - Drug Enforcement Agency

DIA - Defense Intelligence Agency

DLSC - Defense Logietics Services Center

DNI - Director of Naval Intelligence

DoD - Department of Defenee

DODDAC - Department of Defense Damage Assessment Committee

DOE - Department of Energy

DON - Department of the Navy

00s - Department of State

DSS - Defense Security Service (formerly Defense Investigative
Service)

DTs - Defense Transportation System

DUSD(PS) - Deputy Under Secretary of Defense for Policy Support

E.O. - Executive Order

ESS - Electronic Security System

FAA - Federal Aviation Administration

FAD - Facility Access Determination

FBI - Federal Bureau of Investigation

FCL - Facility (Security) Clearance
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FEDEX - Federal Expreee

FGI - Foreign Government Information

PI - Foreign Intelligence

Fns - Foreign Military Salea

PIPS - Federal Information Processing Standard

FOIA - Freedom of Information Act

FOUO - For Official Use Only

FRD- Formerly Restricted Data

GAO - General Accounting Office

GSA - General Services Administration

IC - Intelligence Community

IDE - Intrueion Datection Sguipment

IDS - Intrueion Detection Syeteme

INFOSEC - Information Systems Security

IR&D - Independent Research and Development

ISP - Information Security Program

1S00 - Information Security Overeight Office

ISSM - Information Syetems Security Manager

ISSO - Information Syetems Security Officer

ITAR - International Traffic in Arms Regulation

JAG - Judge Advocate General of the Navy

JANAP - Joint Army, Navy, Air Force Publication

JCS - Joint Chiefs of Staff

LAA- Limited Acceee Authorization
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n’mc - Military Traffic Management Command

NARA - National Archives and Records Administration

NATO - North Atlantic Treaty Organization

NAVY IPO - Navy International Programs Office

NCIS - Naval Criminal Investigative Service (Formerly NSIC,
NISCOM and NIS)

NCISFO - Naval Criminal Investigative Service Field Office

NCISRA - Naval Criminal Investigative Service Resident Agency

NISP - National Industrial Security Program

NISPOM - National Industrial Security Program Operating Manual

NNPI - Naval Nuclear Propulsion Information

NSA - National Security Agency

NSG - Naval Security Group

NSN - National Stock Number

NwP- Naval Warfare Publication

OASD(C$I) - Office of the Assistant Secretary of Defense
(Command, Control, Communications and Intelligence)

OASD(PA) - Office of the Assistant Secretary of Defense (Public
Affairs)

OCA - Original Classification Authority

Occ - Operations Center Columbus (formerly Defense Investigative
Service Clearance Office (DISCO))

ONI - Office of Naval Intelligence

OPLOC - operating Location (formerly Cognizant Security Office)

OSD - Office of the Secretary of Defense

PA - Privacy Act
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PAO - Public Affairs Officer

PCL - Personnel Clearance Level

Pcu - Premise Control Unit

PI - Preliminary Inquiry

PIN - Pereonal Identification Number

Pn- Program Manager

POE - Port of Embarkation

PPP - Program Protection Plan

PRIN DIR (S&IO) - Principal Director, Security and Information
Operation

Pss - Protective Security Service

RANKIN - Retrieval and Analysis of Navy Classified Information

RD- Restricted Data

ROI - Report of Investigation

s - Secret

SAC - Special Agent in Charge

SAO - Senior Agency Official

SAP - Special Acceee Programs

SBU - Sensitive But Unclassified

SCG - Security Classification Guide

SCI - Seneitive Compartmented Information

SCIF - Seneitive Compartmented Information Facility

SECDEF - Secretary of Defense

SECNAV - Secretary of the Navy

SF - Standard Form
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SIOP - Single Integrated Operationale Plan

SIOP-ESI - Single Integrated Operational Plan-Extremely Sensitive
Information

SJA - Staff Judge Advocate

SOIC - Senior Official of the Intelligence Community

Sso - Special Security Officer

Ssso - Subordinate Special Security Officer

TS - Top Secret

TSCA - Top Secret Control Aesistant

TSCO - Top Secret Control Officer

UCNI - Unclassified Controlled Nuclear Information

UIC - Unit Identification Code

US14TF- U.S. Message Text Format

U.s.c. - United Statee Code

USPS - United States Postal Service

USSAN - United States Security Authority, NATO
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The forma listed below are used in conjunction with the ISP.
These forms are procured through the Navy Supply System.

Form Number/tJane

DD 254 (12-90)
Contract Security Classification
Specification

DD 2501 (3-88)
Courier Authorization Card

OPNAV 5511/10 (12-89)
Record of Receipt

OPNAV 5511/51 (5-80)
Security Discrepancy Notice

These forma are availeble only through QSA.

SF 700 (8-85)
Security Container Information

SF 701 (8-85)
Activity Security Checklist

SF 702 (8-85)
Security container Check Sheet

SF 703 (8-85)
Top Secret Cover Sheet

SF 704 (8-85)
Secret Cover Sheet

SF 705 (8-85)
Confidential Cover Sheet

SF 706 (1-87)
Top Secret Label

SECNAVINST 5510.36 B-1

EJtoak Number

O1O2-LF-O11-58OO

O1O2-LF-OOO-69OO

O1O7-LF-OO8-8OOO

O1O7-LF-O55-5355

7540-01-214-5372

7540-01-213-7899

7540-01-213-7900

7540-01-213-7901

7540-01-213-7902

7540-01-213-7903

7540-01-207-5536



S13CNAVINST 5510.36
17MAR1999

SF 707 (l-87) 7540-01-207-5537
Secret Label

SF 708 (l-87) 7540-01-207-5538
Confidential Label

SF 709 (l-87) 7540-01-207-5540
Classified Label

SF 710 (l-87) 7540-01-207-5539
Unclassified Label

SF 711 (l-87) 7540-01-207-5541
Data Descriptor Lsbel

SF 712 (10-87) 7540-01-267-1158
Classified SCI

OF 89 (9-98) Local reproduction
Maintenance Record for authorized
Security Containers/Vaults

Note: The OF 89 may be found on the GSA website at
wv.gsa.gov/forms
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APPENDIX C

REPORT CONTROL SY2fSOLS

Preliminary Inquiry into
Compromise or subjection to
Compromise of Classified
Information

Report of JAG Hanual
Investigation into Compromise
of Classified Information

Report of Compromise through
Public Media

Security Discrepancy Notice

Report 13nergency Destruction
of Classified Material

Agency Information Security
Program Data

gte~oxt mm.bol Paraarauh

OPNAV 551O-6B 12-3

OPliAV 551O-6C 12-9

OPNAV 551O-6E 12-18

OPNAV 551O-6G 12-19

OPNAV 551O-6N EX.2B-2
(MIN: Considered)

0230-NAR-AN 1-3
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